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Introduction

The EPKI Manager allows you to issue bulk numbers of: You may use the User Management facility to create new users
e SSL Certificates for use on domain names owned by your for your EPKI account and specify permissions for Users on a
Company granular basis, including certificate issuance, revocation

e Secure Email Certificates (S/MIME) for use by employees and reporting permissions.

of your Company Login details:
Your nominated EPKI Manager Administrator(s) will be able Please find your login details in the email sent by your Account
to manage all the company’s Certificates from a central web Manager. Should you need reminding of these details please
based console. Additional certificates may be purchased contact support@comodogroup.com.
through the console in minutes; ensuring new servers and Visit www.instantssl.com or www.comodogroup.com and click
employee email may be secured in minutes rather than days. the “login” from the menu.

EPKI Manager Details
Using the EPKI Manager

Once logged into the InstantSSL system, select the “EPKI Manager” button. You will be presented with the following page:

‘A Comodo Security Services - Microsoft Internet Explorer

Can We Help ? o

== Tel : +1 888266 6361 @
B Tel : +44 (0) 161 874 7070
Email : sales@comodogroup.com

Please do not use your browser's BACK and FORWARD buttons

E-PKI Manager

Welzome to E-PEI Manaoer. Use the E-PKI Manager to securely manage your account and your digital certificates.

Welcome:

Account Actions:
Your Current Credit is: $44.24.
Deposit additional funds Important - COMODO Root Upgrade

Latest News:

Account actions:

Deposit funds &view buy prices View your current Buy Prices Program - Effective Hovember 15t 2005, Account Options
. Great news! Camodo is enhancing the »Management
Using your E-PKI Manager: entire portfolio of certificate serwvices _
Get support E-PKI Manager pages throughout November & December 2005 Logout

with new products and services fram the
17 root certificates that we now operate

st e O derOptions: as a CA The initial stage of the process

Apply for a new product thraugh your E-PK] involves upgrading fram the existing
Manager: GTE CyberTrust root to our enhanced
N AddTrust/UTN root certificate, offering
. w the same 99.3% browser compatibility
Placlng a customer order: InstantSSL Certificate whilst also supporting our new PRKCS#
- InstantSSL Pro Certificate enhanced root installation process;
Availahle prOdUCts PremiumSSL Certificate mal;ing it E‘I’E” E?S:‘E’SELW” and your
. 3 customers to instal
w cedificatas..in fact installation is
EliteSSL Certificate exactly the same as with a single root
GoldSSL Certificate install!
PlatinumSSL Certificate
PlatinumSSL Wildcard Certificate qu - Tnerg e effec_:r L
existing cedtificates already issued
Corporate Secure Email Certificate _Thesadc.*;angis ?”WA?‘PPW fg szgggafés
Issued sfter the Tst November
Manage EPKI Manager Users M ¢ Faciliti For more details please see this
. .. anagement Facilities: Information page
and their perm|38|0ns User Management http/iwww. instantssl.com/ssi-
certificate-
Reporting Facilities: support'reseller/root_upgrade.hitml!
Run reports on orders placed Run repoit on your Orders ‘

Return to
Management
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Applying for a Certificate

You can use your EPKI Manager to apply for SSL and S/MIME e InstantSSL Certificate ($250,000 warranty)
Certificates for your organisation. e InstantSSL Pro Certificate ($500,000 warranty)
To apply for an SSL Certificate: e PremiumSSL Certificate ($1,000,000 warranty)

e PremiumSSL Wildcard Certificate ($1,000,000 warranty —

Select your SSL Certificate product type from the Customer .
secure multiple sub

Order Options list:

e domains with a single Certificate)

e Intranet Certificate (for use on internal servers or private
IP address only)

2 Comodo Security Services - Microsoft Internet Explorer

Can We Help ? Aatagaies
5= Tel : +1 888 266 6361 @
B Tel - +44 (0) 161 874 7070

Email : sales@comodogroup.com m
Please do not use your browser's BACK and FORWARD buttons

InstantSSL Certificate

Welcome:

Step 1 Provide a CER

Yaur Current Credit is: $44.24

You rmust generate a Cerificate Signing Reguest (CSR) on your webserver. Click here for help
generating your CSR.

Account Options

MNOTE: Please ensure that the Common Name {CN} in your CSR is ONE of the following: rManagement
e your Fully Qualified Domain Name {e.g. "secure.yourdemain.com”) Logout
¢ your Public IP address {e.g. "202.144.8.107)
+ the Full Server Name of your internal server (e.g. “techserver”)
s your Private IP address (e.g. ™192.168.0.17)

After you have generated a CSR using your server software copy and paste the CSR text using an
ASCIl text editor into the CSR box below. Your CSR should look something like this:

MIDUDCCAKC AR A v dTEAWMBGGAT UEAXMNAGY ZdCH0ZXMOL MM TESMBAGAT UECxM.]
TP a2y e anhREw Dy DV QEKEwhU ZXMOIESy Z2ESMBAG &1 LEB:-MUIYVGY zdCBDaXRS
{more encoded data)......

Ro+hlLraXaicidzyF 1plgP1 Mokaye1 eCzOROekGERN0T 0w Ty y r AFBJGozDaw e

Gist DL TOEIGH 2 i+ SERF A TOCTRIPREGERLY

1. Copy and paste your CSR
into this box:

2. Select the server software

used to generate the CSR: |Se|ectfrom EE =4

3. Select the validity period (O 4 year D |
iy ey Ceniieie () 2years Highly recommended Save 9% on our most populsr option!

O Jyears Save 15%

Total Cost: $77.88

Cancel | Mext > |

|

i |3
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e Step 1: Select the SSL product type: InstantSSL, InstantSSL Pro or PremiumSSL
e Step 2: Generate a CSR using your webserver software

e Step 3: Copy and paste the CSR into the web form

e Step 4: Select from the list the server software used to create the CSR

e Step 5: Select the validity period for the certificate: either 1, 2 or 3 years

Note:
The product type and validity period will affect the price charged for the certificate. Please refer to your pricing band for your actual
buy prices as set by your Account Manager.

Applying for a Corporate Secure E-Mail Certificate (S/MIME)

Select Corporate Secure Email Certificate product type from e Comodo email the employee with a link to begin Certifi-

the Customer Order Options list. As the Administrator you will cate enrolment process - the enrolmen’.[ for the Cer_tilficate

be make an application for a Secure Email Certificate for m.ﬁsg take (pj)lace on the same PC on which the Certificate
will be use

your employees. The process is as follows:
e Administrator completes the enrolment form providing e Comodo issue the Certificate and automatically install the

employee name, email address and selects relevant Certificate onto the employees PC
security policies e The employee is automatically redirected to the support
pages for configuration and usage instructions

The enrolment form:

2 Comado Security Services - Microsoft Internet Explarer '._[F X

C-:O-M-0O:D:O Can We Help 7 Sy
5 1l - 1 RAR 266 6361 i
[ 1o : 423 (0) 167 874 7070
il = e OO B RGO
Plasss do not usa your browsar's BACK and FORWARD bunans

Corporate Secure Email Certificate

Walcoma:

Your Currend Crodd s $44.24

User Details

1. Email Addross | -
You miry onky apply for Corparate Securi Email Ceniscatos Account Options
contairang domain names far which yoar nght of use has been +Management
I your required domain name dees not appear in the sheve list, you
miay subamit i for validation by clicking hete to register an ldAuhosity Logsut
Websle.
2. First Mame |
3, Last Name |

| confim that the shove indsdesl is an employes § suthorized
O representative of . and s
permnitled 1o wik the sbow emal sddess for emanl comemunscation.

Advanced Secunty Ophons

;’ﬂ;::@uﬁc Senico [ Mecrosan Base Crystograsnic Pravias: 1 0 “|
& |4 Prvate Ky Usar. O

Protacted?

B | Private Koy =

Txportable?

Certificate valdity period

7. Sahect the validity period | TSN
for your Canicate: 2 s

| e

Tatal Cost: §4.50
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Step 1: Setting up a Validated Domain Name

Corporate Secure Email Certificates may only be applied for on domain names which you have a right to use. Before applying for
Certificates, you must first submit the domain name for validation:

Follow the link in the first stage of enrolment to submit a domain name for validation to Comodo’s IdAuthority. Comodo will validate
ownership of the submitted domain name.

Step 2: Entering Employee Details to be included in the Certificate

When validated your domain name will appear in a selection box in the enrolment form:

1. Email Address | "

Vou may only apply for Corporate Secure Email Certificates
cantaining domain names for which your right of use has been
validated.

If your required domain name does not appear in the above list, you
may submit it far validation by clicking here to register an ldAuthaority

YWebsite.
2. First Mame |
d. Last Mame |

| confirm that the above individual is an employee / authorized
A representative of and is
permitted to use the above emall address for email communication.

Complete the employee details and confirm the employee is an employee or authorized representative of your company.

Step 3: Selecting Security Options for the employee’s Certificate

You will be asked to specify the security options for the employee’s Certificate.

4. Cryptographic Service

Provider | Microzoft Base Cryptographic Provider 1.0 W
5. |z Private Key User- n
Frotected"
B. |z Private kay
¥
Expartable™
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Cryptographic Service Provide (CSP): The CSP is responsible
for generating the cryptographic keys. Select from the drop
down list which CSP is to be used when the employee enrols
for their Corporate Secure Email Certificate. If the Certificate is
to be generated an placed on a smart card or other secu-

rity device, ensure you select the relevant CSP from the list.
Please note that the CSP you select MUST be present on the
employee’s PC.

Private Key User Protected: Place a tick in this check box to
place additional protection on the use of the private key (sign-

Step 4: Select Validity Period:

Certificate validity period

7. Select the validity period
for your Certificate: 2 years

3 vears

Submit the form and the issuance process will begin.

Step 5: Required Employee Actions

And email will be sent to the stated employee containing a link
to a specific setup page. This page will automatically generate
a Corporate Secure Email Certificate request and submit this
request to the Comodo Certification Authority. Comodo will
then generate the Certificate.

Once the link has been followed, it is important that the em-
ployee keep the browser window open — the Certificate, when

ing key) associated with the employee’s Certificate. Additional
protection will challenge to the employee to OK the use of the
Certificate every time the private key is used.

Private Key Exportable: Place a tick in this check box if the
private key associated with the employee’s Certificate should
be exportable, e.g. if the Certificate can be backed up. If you
do not allow exportability and the Certificate is lost, all emails
encrypted for the employee will no longer be accessible.

issued, will then automatically be installed. The browser will
then automatically redirect to the support pages to assist the
employee in configuration and usage.

For support on configuration and installation please view:
http://www.comodogroup.com/support/products/email_certs/
corporate/index.htm/
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Managing Users:

Your EPKI Manager Administrator (Super User) has the ability prompts the Super User to complete the new User details. By
to add conduct all EPKI Manager Functions (purchase prod- default the User will inherit the Super User’s company ad-
ucts, deposit funds, run reports on all transactions) and may dress unless, optionally, a different address is required.

add additional Users on a discretionary basis. Adding a User

User Management:

NewUserI Amend User I

New User: Click to add a new User.

TR reew User: - Microsoft Intemnat Dxphorers

Tithie I
Firsl Mams I
Surnatrir |
Email Address |
Telophone No |
Fax No, ]
|a Aetiva? =
Login Name 1
Pasawond 1
Depanment |
PO Bax |
Streed Address | 161 Hery Seeen
Sireet Address 2 I
Swegt Adoress 3 I
Cay | S
Sime F Province £ County it YVorishen
Postsl / Tip Code | TR
Caountry [ ertent o =l
Cancel Save Changes I
(@] oo [ S [ ket &
x|
Amend User: Once a User has been
added, they will be displayed in the I [
User list. Select the User from the User | T ™" '@“
urname falte:
list and click Amend User to Change Ernail Address [steve@secure davidcraston com
User detalls. ?'e‘:’m e : Uncheck the Is Active box
ax Mo . X
Is Active? P 4 to disable the login for the
L (e fstevez selected User.
P [stevez|
asswaord

Leave empty if not changing password

Department [
PO Baox |
Street Address 1 frotey street

Street Address 2 |
Street Address 3 |

City [Brautara
State / Province # County I\Nest Yorkshire
Postal / Zip Code |7 10
Cauntry [urtt=al Kingetem =1
Cancel Save Changes I
&) Daone [ [ 2 @ mnternet v
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Managing User’s Permissions: Selecting the User from the User list will then display the permissions associated with the user.

Mew Uzer Amend User

John Smith
Stewve Test

E-PKI Manager User Permissions for
Administrator John Smith

Click the corresponding permission box to toggle between allowed
(tick) and deny (blank box). Remember to Save any changes you make.

Purchase Revoke View (thers
SsL
Centificate ‘/ ‘/
Corporate Secure ‘/
Email Certificate
Deposit
Funidls ‘/

Purchase: Placing a tick in the Purchase column next to
each product type (SSL Certificates, Corporate Secure Email
Certificates, Deposit Funds) dictates whether the user may
buy these products.

Revoke: Placing a tick in the Revoke column next to each
product type (SSL Certificates, Corporate Secure Email Certifi-
cates) dictates whether the user may revoke these products.
Note that a revocation of deposited funds is not available.

View Others: By default the user may only run reports on the
product type he/she has purchased. Placing a tick in the View
Others column for each product type (SSL Certificates, Corpo-
rate Secure Email Certificates, Deposit Funds) allows the User
to run reports on all product types made by all Users.

Refunds: Please contact Comodo directly should you require
a refund on a certificate.

Your Current Buy Prices: Click the “View your Current Buy
Prices” to display a summary table containing your current
buy prices as set by your Account Manager.

Depositing Additional Funds: Your Reseller Account operates
on a prepayment system. You may top up your account at
any time with additional funds by selecting “Deposit Funds”.
Unless you have sufficient funds in your Reseller Account you
will not be able to Authorise Orders.

Getting Help: Should you have any questions regarding your
Reseller account please do not hesitate to contact our support
department, we will be happy to assist you in any matter.
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About Comodo

The Comodo companies provide the in-
frastructure that is essential in enabling
e-merchants, other Internetconnected com-
panies, software companies, and individual
consumers to interact and conduct business
via the Internet safely and securely. The
Comodo companies offer PKI SSL, Code
Signing, Content Verification and Email
Certificates; award winning PC

security software; vulnerability scanning
services for PCl Compliance; secure email
and fax services.

Continual innovation, a core competence

in PKI, and a commitment to reversing the
growth of Internet-crime distinguish the
Comodo companies as vital players in the
Internet’s ongoing development. Comodo
secures and authenticates online transac-
tions and communications for over 200,000
business customers and 10,000,000 users
of our desktop security products.

For additional information on
Comodo — Creating Trust Online™
visit www.comodo.com

Comodo Group Inc.

525 Washington Blvd.,
Jersey City, NJ 07310
United States

www.comodo.com

Comodo CA Limited

3rd Floor, 26 Office Village,
Exchange Quay, Trafford Road,
Salford, Manchester

M5 3EQ,

United Kingdom

Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767
Email : sales@comodo.com




