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1.Introduction to Comodo Two Factor

Comodo Two Factor (ComodoTF) service is a two factor authentication solution for secure access to confidential
services. An authentication factor is a piece of information and process used to authenticate or verify a person's
identity or other entity requesting access under security constraints. Two-factor authentication is a system wherein
two different factors are used in conjunction to authenticate.

1.1 Overview of Solution & Outline of Processes

Digital Client Certificates are an easy to deploy, affordable and effective PKI solution to enabling the enhanced user identification
and access controls needed to protect sensitive online information. Client certificates are delivered electronically, and can be
automatically installed on just about any computer or mobile device. They can also be stored and transported on smart cards or
USB tokens for use when traveling. PKI client certificates are an essential element of Comodo’s Two-Factor Authentication
solution that provides strong user access authentication, protects the privacy of online data, and offers a transparent log-on
method that won't inconvenience users.

Each certificate, in addition to traditional login credentials, establishes a user’s unique identity to a remote server application — in
this case the Comodo Two Factor proxy server. Each certificate can only be used to authenticate one particular user because
only that user’s computer has the corresponding and unique private key needed to complete the authentication process. Self-
enroliment for and installation of a client certificate onto an end users' machine requires no expertise and will not inconvenience
users like other two factor solutions that rely upon expensive physical devices.

A PKI based client certificate assures an enterprise that the person logging into a secure service is indeed one of their users by
validating not only their User ID and Password, but their certificate as well. This type of solution can only be delivered by a
Certification Authority such as Comodo because only a Certification Authority has the experience, expertise and security
infrastructure to manage the full life-cycle of public digital certificates - including issuance, renewal and revocation.

The remainder of this section includes a brief overview of the authentication methodologies that are implemented by the
Comodo TF solution in order to provision true, Two Factor Authentication of end users, namely:

»  First Factor Authentication - Existing User Credentials
»  Second Factor Authentication - Digital Client Certificates

*  Auxiliary, Out of Band, Second Factor Authentication

1.1.1 First Factor Authentication - Existing User Credentials
The first factor includes:

*  The login page hosted on the Two Factor Server is an exact copy of the enterprise’s existing login page (This makes
the Two Factor Server transparent to the end user).

*  Once the account holder enters their username and password, the Two Factor Server hands the request off via a
secure SSL connection to the enterprise’s server.

*  The enterprise server then processes the login request and responds to the Two Factor proxy server.

Note: The Two Factor server does not keep a record of any user details such as passwords or account information - nor does
it require such information in order to deploy the Two Factor Client Certificates to the end user. The Comodo Two Factor Server
will only proceed to the provisioning and/or authentication of the client certificate after the enterprise’s web server has validated
the account holders username and password.

1.1.2 Second Factor Authentication - Digital Client Certificates

The provisioning of an X.509 client certificate onto the end users machine. This certificate, once installed into the certificate store
of the user’s Internet browser (e.g. Internet Explorer, FireFox, Opera) will be requested and verified every time the user logs into
the Two Factor server and will authenticate them as the genuine account holder. The presence of this certificate on the end
users machine is needed to complete the authentication process. This means that even if a hacker obtained an account holders
username and password, they would still be denied access to the account because the Two Factor server would not detect the
client certificate on the machine the hacker is connecting from.
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1.1.3 Auxiliary, Out of Band, Second Factor Authentication

In order to validate themselves to the Two Factor servers, a user must connect from a machine that they have installed a
certificate on. If this is not the case, and no certificate is detected, then the primary Two-Factor process cannot be completed.
Example scenarios include:

1. The user chose not to install an authentication certificate during the New User Enrollment Process. In this instance,
the user will have to go through the activation procedure every time they log on or until such time as they decide to
install a certificate.

2. The user is attempting to access his account from a different machine to the one they installed the certificate on. For
example, they are using their work computer or laptop for the first time to access their account but installed the
certificate on their home PC; they are trying to access from a ‘public’ computer such as those in Internet cafes or
libraries; they are trying to access from a mobile device for the first time; they are trying to access from a recently
purchased computer.

To ensure the highest levels of validation are used at all times, Comodo Two Factor also incorporates an out-of-band second

factor authentication process via telephone or SMS.

During enrollment the user is required to supply a minimum of one and a maximum of four contact telephone numbers. They are
also required to enter a contact email address. In the event that a certificate is not detected on the user’s machine during a
subsequent connection attempt, then user will be presented with a pre-populated list of these contact details and asked to
choose one. The Two Factor server will then send a randomly generated, one-time activation password to the chosen location.
(If they selected a telephone number, they will receive an automated voice message. They also have the option to receive the
password as an SMS text message or email). The Administrator can view the one time activation password generated for the
user and how the password was sent to the user from the Admin Console. For more details see the section View Activation
Code Sent to the User.

The user must then enter this activation password at the website. If it is verified as correct by the Two Factor server, then the
user is allowed to connect to their account. They are also provided with the opportunity to install a client certificate on the
machine they are currently attempting to connect from. For computers and devices that the user wishes to be trusted (computers
they own or use at work) then a certificate should be installed. For computers that the user does not wish to be trusted
(computers in public places such as Internet cafes or computers they do not plan to use regularly), then the user should use the
activation password mechanism.

The diagram below shows a basic outline of the authentication process that an *existing* Comodo Two Factor end user will
experience when they:

*  Log onto to the secure service from a computer which already has a client certificate installed.

*  Log onto the secure service from an unknown or new computer which does not yet have a client certificate installed.
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1.2 Comodo Two Factor Authentication Benefits

1. Highly flexible and configurable proxy-based authentication solution that can be virtually deployed in hours.

2. Seamless front-end for most user-access web pages, as well as for Microsoft Outlook Web Access and SharePoint.

3. Leverages Comodo’s Public Key Certificate Authority Infrastructure. PKI is widely recognized as supplying the
strongest form of authentication and encryption service available.

4. Low cost — automates the digital certificate issuance and management keeping administrative overhead to a minimum.
No modification to existing applications.

5. Easy to Use - simple client account setup conveniently allows continued use of existing user-names and passwords.
Certificates are automatically installed.

1.3 Guide Structure

This guide is intended to take you through the step-by-step process of organization, configuration and use of Comodo Two
Factor service.

»  Section 1, Introduction to Comodo Two Factor is a high level overview of the solution and serves as an introduction
to the main themes and concepts that are discussed in more detalil later in the guide.

»  Section 2, The 'User" tab covers the creation and management of End Users.
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e Section 3, The 'Admin" tab covers the creation and management of Administrators and Operators.

e Section 4, The 'Settings' tab contains information on how to change ComodoTF access password and clear History
Records.

»  Section 5, The 'Roles’ Tab contains explanations on creating and editing new roles that can be assigned to
Administrators and Operators.

»  Section 6, The 'Blacklist' tab contains information on how to deny access requests that come from IP addresses from
specific countries.

e Section 7, The 'Reports' tab contains an overview of the area, descriptions of each report type and guidance on how
to access the required report type.

»  Section 8, The 'License' tab explains the process for viewing and changing of the license.
e Section 9, Logging out of Comodo Two Factor explains the process for logging out.
»  Section 10, FAQ contains FAQ that cover certain aspects of the service.

e Section 11, About Comodo contains company and contact information.

1.3.1 Definition of Terms

Access, management and executional privileges in Comodo Two Factor are spread across three default classes of user —
Administrator, Operator and User. Administrators and Operators are types of 'Role' - each with a distinct set of pre-configured
permissions and capabilities (see 1.5.4.Roles for more details). The default privileges available to each of these role types is
outlined in the following table and the table in section 1.3.2.

Definition of Terms

Role Type Definition

Administrator Administrators are the top level administrator and can access all areas and functionality of the
ComodoTF administrative console.

*  Administrators have full visibility and control over Client Certificates of users

*  Administrators are listed in and can be managed and created from the 'Admin' area of
the ComodoTF administrative console. Furthermore, only Administrators are allowed
access to the 'Admin’ area

»  New Administrators can only be created and managed by an existing Administrator

*  Administrators are able to create and manage 'Administrators', 'Operators' and can
manage all Users

*  Administrators can change the product license

Operator Operators have privileges to access administrative console, monitor and manage users activity.

»  Operators have full visibility and control over Client Certificates of users
»  Operators have no access to 'Admin' area of the interface

»  Operators cannot create other Operators or Administrators

»  Operators cannot change product license

»  Operators cannot clear History Records

User A‘User’ is a person that has authenticated themselves to the Two Factor interface by logging into
their secure web service account and, in doing so, have requested or been provisioned with an
authentication certificate or secure cookie.
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Definition of Terms

»  'Users' have no access rights whatsoever to the administrative console of Comodo TF.
They exist in Comodo TF as a function of their request/ownership of a second factor
authentication credential such as security cookie or digital certificate

e Anew End-User can be created in Comodo Two Factor:

a) via Manual creation by an Administrator or an Operator in the 'User' tab

b) Automatically via Self-enroliment procedure (when logging to the secure
website / service account e.g. his/her bank account for the first time)

e All Users are listed in the 'User' tab of ComodoTF interface

1.3.2 Administrator's and Operator's Roles — Comparative Table

Note: The table below lists the default permissions for the Role types of 'Administrator' and 'Operator'. These are the default
Roles that ship with Comodo Two Factor and their configuration of permissions cannot be modified. If an administrator with a
different permutation of permissions is required then you must create a new Role type (click the ‘Add Role’ button in the ‘Roles’
area). Once created, the new Role type can be assigned to users as required.

Roles - Comparison of Default Permissions

Actions Definition Role = Administrator Role = Operator
Manage Administrators View, Add, Edit, Change I I
Password
Manage Operators View, Add, Edit, Change I I
Password
Manage Users Multiple view and Action
settings. See The Roles [ [

tab for full list.

View Reports All type of reports [ I
available

View License View 0 [

Update License Update [ [

View Roles Add, Edit Delete [ [

Applications View, Edit 0 [

Manage Users' Certs Add, Delete, Edit [ [

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved 8
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Roles - Comparison of Default Permissions

Change Settings Change Password [ [
Clear History Records [ I
Restricted Countries View, Change [ [

1.4 Logging into Comodo Two Factor Admin Interface

To access Comodo Two Factor (ComodoTF)

For Windows users click:

«  Start > All Programs > Comodo > ComodoTF > ComodoTF start.

I Mozilla Sunbird PR FA comodoTF start

I/ 1coe 4 m CamodaTF stop

™) Pocket CHM [ E ComodoTF Service (Enterprise edition) install

&) Opera E ComodoTF Service (Enterprise edition) remove
é} OpenOffice.arg 3.0 3 E‘! ComodoTF Service (Enterprise edition) skart

) ¥Mware 4 m ComodoTF Service (Enterprise edition) stop

All Programs D & Comodo C @ ComodaTF Uninstaller
| i Log OfF iOI Turn OFf Computer
m @ s ead3 U d BUEE [G) Inbox - Outlack Expr... & Mozilla Firefox &5 adr

For Unix users:

go
cd ComodoTF-xx/bin
execute $ ./startup.sh

This will launch ComodoTF application:

A ComodoTF stant = F

imyg tomcat. ..
ATALINA_HOHE:
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Alternatively, once your account has been setup, your account manager will provide the login URL for the Comodo Two Factor
interface. By default, the format of this URL is: https://YOURSERVER/comodotf/. Enter your login and password, and click the
‘Login’ button.

C-O-M-0:-D-0 |TwoFactor

Creating Trust Online™ | admin console

Lagin
Login : |
Paz=waord : |
Lagin Reset

If you have not been supplied with your login details, please contact your account manager.

After logging in, the password for your administrators account can be changed at any time via the 'Settings' tab.

1.5 The Main Interface — Summary of Areas

Comodo Two Factor interface has a tab structure that facilitates access to all major settings.

C-O-M-0-D-0O TwoFactor
Creatm_g Trust Online™ | admin console

Admin User Settings Roles Blacklist Reports Licence Logout

»  There are (a maximum of) nine tabs that cover each of the main functional areas of the solution. These are 'Admin’,
'User', 'Settings’, 'Roles’, 'Blacklist', 'Reports’, 'License' and 'Logout'.

»  The remainder of this introductory section contains a brief introduction to each tabbed area. Full details of the actual
usage and functionality of the tabbed areas listed above are in sections 'The User tab', 'The Admin tab', Settings,
Roles, Blacklist, License and Reports.

Tip: Pointing the mouse cursor over the main console elements will show helpful tool tips which contain a short explanation of
the element's functionality.

1.5.1 User

List of ComodoTF service end-users. Allows appropriately privileged personnel to add new users and edit existing users.

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved 10
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C-O-M-0-D-0
Creating Trust Online™
Walcoma, sdmin

Admin User Settings Roles Blacklist Reports Licence Logout

| Show only active users j Filter : Refresh Add User Remove Selected Users

TwoFactor

admin console

Users
D * User Hame Last Login Auth Type State Rewocation Time Action
| test Hew User oK User Actions
| tester Hew User oK User Actions
| tfdemeo Hew User oK User Actions

Click here for more information about the 'User’ section.

1.5.2 Admin

Displays a list of personnel with administrative roles, including 'Administrators', '‘Operators' and custom roles that have been
created using the 'Roles" area. This area also facilitates the addition, editing and removal of administrators/operators/personnel
with custom roles.

Admin User Settings Roles Elacklist Reparts. Licence Logout

Fiter: [ Refresh Add Admin_|
Administrators
¥ Login Hame Emaill Role Hodity Action
admin adrin adrmin@admin.corm ADMIN Mo Admin Actions
test editiest editest@editest com ATHNN Mo Admin Actions
test? test2 test2@est? com ADMIN MNo Admin Actions

Click here for more information about 'Admin’ section.

1.5.3 Settings

Allows the person that is currently logged in to modify their password and clear history records.
Ad:lmn User Seitings Roles Blacklist Reporiz Licence Logout
Admin gettings

Useiname: admin

Name: sdmin
Email: sdming@sdmin.com
Fale: ADNIN

Change Password

History records settings

Total history records count 13

. Clear hetory records

Click here for more information about the 'Settings' area.
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1.5.4 Roles

Allows the administrator to create new roles and edit permissions for the created roles.

Admin User Settings Roles Blackist Reports Licence Logout

Fiter: [ Refesh |  AddRols |
Roles
- Hame Action
ADMIN Role Actions
OPERATOR Role Actions

Click here for more information about the 'Roles' area.

1.5.5 Blacklist

Provides full management of ComodoTF service administrators.

Admin User Settings Aoksz Blackist Reports Licence Logout

Save Blackiist Refresh |
[ asghanistan [T amania 7 mugeria [7] American samoa
[T andorra [ angots [T anguila [7] antarctica
:'An.ﬁgua And Barbuda EH Argentina = Armenia [[] Aruba
7] sustrata ] awstria [71 azerbaijan [ Banamas
Tl gehran ] Bangladesh [ Barbados [ eelzrus
T pelgum [ pesize T penin [ Bermuda
7 hutan [ gotvia [ 8osnia ana Herzegowina [ Botswana
Tl erazi [ Brunei Daruszalam ] lgaria [ Burkina Faza
[l Burunai [7] cambodga [ camerson [T canaga
] Cape Verde E Cayman |slands [ central African Republic [Tl ehad
Elchile [ china [T colombia [ comoras
[ congo ipemocratic Repuvic) [ congo (Repubic) [T cook stands [ costa Rica
T cote Divore [T croata (iocal name: ™ cuba [ eyprus

Hrvatska)

Click here for more information about the 'Blacklist' area.

1.5.6 Reports

Enables the administrator to create various activity and user related reports.
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Adrnin User Seftings Rolkes Blackist Reports Licence Logoul

Prepare selected report |

[ Live reports
|=] Actve users
L7 Export data
|Z| Locked users
|Z) cert Users yetto confrm
|= Last logins with auth type
= Sent resel codes
[ Activity log
|Z] Uniocked users

Click here for more information about 'Reports’' section.

1.5.7 License

Displays the current license information and enables the Administrator to renew the license upon expiry.

Admin User Settings Roles Blackiist Reporls Licence Logout

License info:

Company

Host hostname
Product ComodaTE
Senisll L

Type i

Craated 14022012
Expiny 18032013
Max Users 1000

Users How 3

Renew license:

4 Select keense

Click here for more information about 'License' section.

1.5.8 Logout

Logs the current user out of the ComodoTF service.

Legout

Are you sure that you want to logout 7

Tes No
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2 The 'Users' Tab

2.1 Overview

Once you login, you will see the list of users (if any), that were already authenticated via Comodo Two Factor.

C-:O0-M-0-D-0

Creating Trust Online™

admin console

TwoFactor

Walcoms, admin
Admin User Settings Roles Blacklist Reports Licence Logout
| Show only active users j Filter : Refresh Add User Remove Selected Users
Users
D ¥ User Hame Last Login Auth Type State Rewvocation Time Action
[ test Mew User oK User Actions
[ tester Hew User oK User Actions
[ tfdemo Hew User oK User Actions

2.1.1 'User' — Table of Parameters

User — Table of Parameters

Field Name Description
User name User name User name as entered in login box.
Last Login Date, or blank Date of the last login, or blank if user never logged in.
Auth Type N User is new, and no security questions/answers, nor certificate installations
ew User .
were done for this user.
Question Challenge User authenticates with security question.
Callback User authenticates with callback.
The user entered questions/answers challenge and installed a client
certificate at least once. This shows that the user tried to install certificate
Cert Installed someday, but user still can reject certificate during installation process,
delete it or login from the other browser without certificate via security
questions or callback.
User doesn't need to provide certificate, or to answer security question. He
No Auth ; . . . )
will be logged into the system right after entering correct login/password.
Cookie User can install secure cookie and authenticate with it.
State OK User can access the site.
LOCKED User locked and will not be able to access the site.

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved
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User - Table of Parameters
LOCKED DUE TO :
WRONG ANSWER User is locked because the wrong answer was entered.
User's questions were reset, and reset code was generated, but wasn't en-
RESET
tered.
Revocation Time Date and time when the certificate was revoked. All certificates issued prior

Date, or blank to that date will not work.

Action Control Enables administrator manage that user settings.
Add User Control Enables administrator to add a new user.
Refresh Control Updates the list of displayed users to reflect changes such as newly added

user; changes in state or authentication type, etc.

2.2 User Management

The 'User' area provides administrators with the ability to create new users, grant or deny access to ComodoTF end-user
interface.

2.2.1 Adding a New User

1. Switch to the 'User ' tab;
2. Click the ‘Add’ button to open the ‘Add User’ form.

3. Enter a new user name.

Add user

Username : |

Save Cancel

4. Click 'Save' to add the end-user to the ComodoTF.

2.2.2 User Actions

Point the mouse cursor over the 'User Actions' control alongside the end-user's name to view 'actions' menu:

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved 15
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Lock User

Set to No Auth

Set Max No. of Certs.

Set Access IP Range

View History

Browser usage and settings

Delete User

Note: The options in the Actions dialog depend on the permissions defined in the Role, assigned to the Administrator/Operator
currently logged-in. For a full list of default permissions granted to Administrators and Operators, see Administrator's and
Operator's Roles — Comparative Table and for more details on Roles and creating a new role, see The Roles tab.

Action Dialog - Table of Parameters

Description
Lock User Enables administrator to lock the user account, preventing user from logging in.
Unlock User Enables administrator to unlock a previously locked user account, enabling user to log - in.
Set to No Auth Enables administrator to set the user state to No Auth (available only if state is not No Auth). A

user can log in entering only login/password and don't use certificate or cookies, do not answer
on security questions and not to enter an activation code if he need it before. User's Auth Type
becomes 'No Auth'.

To enable this action in rules.xml should be entered:
challenge type="NO_AUTH"

Note: Setting a User to No Authorization state completely resets the user. The user will be
treated as new user and all the credentials like security questions and answers are to be reset
on re-authorizing the user.

Set to 'Auth’ Enables administrator to set normal authentication for the user. User state will be set as New
User. (available only if state is No Auth)

Reset User Sets user state to 'New User' clearing out existing security questions, answers or phone
numbers, cookies and email addresses. (in case if FULL_RESET is enabled in user's
configuration).

Otherwise, admin needs to select options for user to change during next login into the secure
website.

Set Max. No of Certs Sets certificates' quantity available for the user. Possible values: default, unlimited, custom. Click
here for more information.

Set Access IP Range Enables the administrator to manage IP ranges for user. Click here for more information.

Language Enables the administrator to set the interface language for the user. Click here for more
information

View History Enables administrator to view the list of events that occurred to the user.
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Action Dialog — Table of Parameters

Browser Usage and Enables administrator to view the list of browsers (locations) through which the user has logged-
settings in to the secure website. If required, the administrator can also change the authentication modes
(Client Certificate/Security Cookie/Callback(or questions)) for every registered browser used by

the user. Click here for more information.

Revoke Certificates Enables administrator to revoke all certificates issued before current time. (available only if a
digital certificate is installed).

To enable possibility to install certs for users rules.xml should contain:
challenge type="CLIENT_CERT"  (should be above 'COOKIE' challenge type)

Delete User Enables the administrator to delete the selected user and revoke that user's client certificate or
security cookie. Although all user data will remain in the database, Comodo Two Factor will treat
this user as though they were a NEW user upon subsequent attempts to log in to the secure
service (banking website etc).

Upon deletion:

»  Any authentication cookies associated with this user will be invalidated.
*  Any client certificates issued to the user will be revoked

»  The next time this user attempts to login they will need to go through the initial set up
process again and enter their email address, set up their call back data / security
questions and be offered the opportunity to obtain a new client certificate or security
cookie.

For all options listed above (except Reset User, 'Max Set Max. No of Certs', 'Set Access IP Range', 'View History', View
History, Browsing usage and settings, delete User and 'Locations') the following dialog appears:

test. Lock user

Please enter the reascn for this change:

Save Cancel

This enables administrator to comment the action. The descriptions of the exceptions' dialogs follow below.

2.2.2.1 Reset User

The 'Reset User' option enables administrators to manually reset all or some of the user's security settings.
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Test_User. reset

Email

Questions

B I

Clear cockie

Code prompt
{autogenerate)

<

Flease select email for reset code sending

o jsmithi@example. com

~

john_smith@somemail.com

Reset User — Table of Parameters

Reset Type Description
Email Resets user's email. User will have to set email at next login once more.
Questions Resets user's security questions / answers. User will have to set them at next login once more.
Clear cookie Resets user's security cookie. User will have to get it at next login once more.
Code prompt
(autogenerate) Sends one-time password (reset code / activation code) to user.
Callback Resets user's callback settings. User will have to set them at next login once more.
Select email Visible only if 'Code prompt' is checked. Enables administrator to send automatically generated
one-time access password to the user's email address.

2.2.2.2 Set Max No. of Certs

'Set Max. no of certs' enables the administrator to assign the number of certificates that can be allotted to the user.
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test. Change max. certificates per user

@ Defsult | unlimited )
0 Unlimited

':::' Custom

|s

Select any one of the following options by selecting the corresponding radio button: Default, Unlimited or Custom and enter the
number that denotes the number of certificates for the selected option.

2.2.2.3 Set Access IP Range

'Set Access IP range' enables the administrator to manage IP ranges for user. Depending on the configuration of Comodo Two
Factor service administrator can set the followings types of authentication:

e By default, if users come from known IP addresses (specified in the IP range) — access is granted without any security
checks. If users come from unknown IP addresses (not specified in the IP range) — users must identify themselves via
their designated authentication procedure (Security Questions or Call Back);

*  |f users come from known IP addresses (specified in the IP range) — access is granted without any security checks. If
users come from unknown IP addresses (not specified in the IP range) — access denied and no security checks take
place.

»  If users come from known IP addresses (specified in the IP range) they must identify themselves via their designated
authentication procedure (Security Questions or Call Back). If users come from unknown IP addresses (not specified
in the IP range) — access is denied and no security checks take place.

Note: This will work if enabled in rules.xml (see 'Installation&Configuration Guide: Comodo Two Factor Integration —
Challenges' section).

test. Specify and limit access to certain IP ranges

Ip range : Add

Ip Range
Ip Enabled Delate

Save Cancel

IP Range - Table of Parameters

Form Element Description

IP range Text Field Administrator should specify IP range for the user. It should be IP address
followed by netmask, e.g. 123.456.78.91/16.
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IP Range - Table of Parameters

Add Control Enables administrator to add desirable IP range to the list of IP ranges.
IP Text Field Shows the defined IP range.
Enabled Check-box If checked the rule of defined range for that user is active.
Delete Control Deletes the IP range from the list.
Save Control Saves the changes.
2.2.2.4 Set Language
Thhe 'Set Language' option enables the administrator to set the interface language for the user corresponding to the locality of
the user.

Test_User. Change language

Flease select language

taliano j

FPlease enter the reason for changing language:

Save Cancel

Select Locale — Table of Parameters

Form Element Description
Please select the Drop-down Administrator should select the interface language for the user from the drop-
language menu down menu.
Please enter the Text Field
reason for Administrator should enter a reason for setting or changing the interface
changing the language.
language
Save Control Saves the changes.
Cancel Control The 'Cancel' button annuls the changes.
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2.2.2.5 View History

Selecting the 'View History" action will open a log of all events relating to the chosen user during their interaction with the
Comodo Two Factor service.

' idemo. View History

Date

2012-04-02
19:23:25.976
202-04-02
192317134
2012-04-02
19:22.87.12
2012-04-02
152227711
2012-04-02
19:22:37 542
2012.04.02
19:21:53.641
2012-04-02
152148 218
2012-04-02
19:21:24 718
2012.04.02
15:21:20.147
2012.04-02
19:21:20.088
2012-04-02
19:20:52.515
2012.04-02
15:20:47 672
2012-04-02
19:20:35.604
2012-04-02
15:168:32. 368
2012-04-02
19:18:32.302
2012-04-02
19:14:16.263
2012-04-02
15:13:51.5818
2012-04-02
19:13:35.182
2012-04-02
19:13:25.378
2012-04-02
1B:5706.013

Action
RESET_CODE_EMAL_SENT
LOGH

LOGOoUT

USER_ENROLLED_AFTER_INSTALL_CERT

INSTALL_CERT_SPKAC
RESET_CODE_EMAL_SENT
LOGH

LOGOUT

USER_ENROLLED_AFTER_INSTALL_CERT

MSTALL_CERT_SPHAC
RESET_CODE_EMAL_SENT
LOGH

LoGouUT

USER_ENROLLED_AFTER_INSTALL_CERT

INSTALL_CERT_SPKAC

RESET_CODE_EMAL_SENT

Report
Comment Admin P Cert Date
Reset Code has been sent to emai 192.16B.75.192
User bgged inta TF 192.166.75.192
User bgged out 192.16B.75.192
g::r;:'liireﬂ back-end syslam aner instaling 152 188,75 152 fg'{;{;—gg?
qc::;hr:f; for Gacko engng browser 152 166,75, 142 ?ggznz;gir
Rezel Code has besn sent bo email 192.168.75.192
User lpgged ntg TF 192,168.75.192
User logged out 182.188.75.142
:l::lr';:ired back.end system afier instaling 18218575182 .1'!31;0;:-3281
:::Z?:a:: far Gecko engme browser 192.168.75 152 ;?g?tﬂzdug;
Reset Code has been sent to emai 192.168.75.192
User lagged nta TF 192.188.75.192
User logged out 182 168.75.182
U;:r::':;rad back-end sysiem after instaling 192.185.75.152 ?gl%n:;gnzgs
;::;L;:::z for Gecko enginé browser 152 165.75.152 fgi%gis
Reset Code has been senat bo emai 192.1686.75.192

LOGH User bgged it TF 192.168.75.192
LOGOUT User logged out 182.188.75. 192
USER_BROWSER_SETTINGS_UPDATED admin

RESET_CODE_ENTERED _CORRECT

User anterad system after anterng vaid Reset

192.168.75.1
Code 52.168.75.192

History Dialog — Table of Parameters

Form Element Description
Title Text Field Title shows the user's name.
Date Text Field Date/Time of the last action;
Action Text Field Operation, that was performed.
Comment Text Field The comment entered in the Please enter reason dialog while performing the
respective user action.
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History Dialog — Table of Parameters

Admin Text Field Username of the administrator, that performed the action. Filled out only for
actions, which Administrator performed for the given user.

IP Text Field User's IP address. Filled out only for actions, which were performed by the given
user.
Cert Date Text Field Date/Time of the certificate's generation (the certificate, that was used during

last login to the secure account). This information is additional monitoring factor
and is saved in database of ComodoTF server.

Close Control Closes the 'History' dialog.

The following table lists the various Actions Values in the History dialog and their description:

Table of Actions — Value of History Dialog

Action Value Description
CREATE The Administrator's account was created
ANSWER_FAILED Entered invalid answer to security question
LOGIN User logged into the account via ComodoTF
LOGIN_FIRST User logged into the account via ComodoTF for the first time
LOGIN_FAILED User entered invalid login or password
LOGOUT User logged out.
ADMIN_LOGIN_FAILED Administrator entered invalid login or password
LOCK User was locked by administrator
LOCK_COMPLETE User was locked due too many failed unlock attempts
INCORRECT_UNLOCK_CODE User entered wrong unlock code
INCORRECT_ONETIME_PASSWORD User entered wrong one-time password
LOCK_MAX_FAILED_ATTEMPTS User was locked due too many failed attempts
LOCK_ADMIN_MAX_FAILED_ATTEM Administrator was locked due too many failed attempts
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LOCK_RESET_CODE

User was locked due too many failed reset attempts

USER_UNLOCK_BY_ADMIN

User was unlocked by administrator

USER_SELF_UNLOCK

User unlocked himself (using reset code (One-Time Password))

USER_UNLOCK_BY_TIMEOUT

User was unlocked after timeout

USER_RESET_BY_ADMIN

User settings were reset by administrator

USER_UPDATED_PHONES

User updated phones by Admin prompt

USER_BROWSER_SETTINGS_UPDA
TED

Browser settings updated by administrator

FULL_RESET

After full reset user status is changed to New User

USER_RESET_BY_ADMIN_WITH_CO
DE

User settings were reset with code prompt by administrator

RESET_CODE_SMS_SENT

Reset Code has been sent via SMS

RESET_CODE_SMS_SENDING_FAILE
D

Sending Reset Code via SMS failed

RESET_CODE_CALLBACK_SENT

Reset Code has been sent via callback

RESET_CODE_CALLBACK_SENDING
_FAILED

Sending Reset Code via callback failed

RESET_CODE_EMAIL_SENT

Reset Code has been sent to email

RESET_CODE_EMAIL_SENDING_FAI
LED

Sending Reset Code via email failed

RESET_CODE_GENERATED

Reset Code (One-Time Password) was generated

RESET_CODE_ENTERED_INVALID

User entered Invalid Reset Code

RESET_CODE_ENTERED_CORRECT

User entered valid Reset Code

RESET_CODE_POSSIBLE_HACK

User tried to bypass Reset Code, possible Hack attempt. If user was reset by
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Table of Actions - Value of History Dialog

admin he can try to load reset code page from his old store and submit it. In
this case system does not allow him to check old reset code and locks this
attempt.

USER_ENROLLED_CERT

User authenticated with previously installed certificate

USER_ENROLLED_AFTER_INSTALL _
CERT

User authenticated after installing the certificate

USER_ENROLLED_AFTER_INSTALL _
CERT_ERROR

User logged into the account after a certificate installation error

USER_ENROLLED_AFTER_CERT_IN
STALL_CANCEL

User logged into the account after canceling certificate installation

USER_ENROLLED_AFTER_CRT_AG
R_DECLINED

User logged into the account after declining certificate agreement

USER_ENROLLED_WITH_NO_AUTH

User logged into the account without TF authentication

USER_ENROLLED_WITH_KNOWN_IP

User logged into the account from a known IP address

USER_ENROLLED_WITHOUT_QUEST
ION_SET

User logged into the account without defining security questions (using
'Continue' button)

USER_ENROLLED_QUESTION

User authenticated with security questions

USER_ENROLLED_WITHOUT_CALLB
ACK_SET

User logged into the account without defining callback settings (using
'Continue' button)

USER_ENROLLED_CALLBACK

User authenticated with callback info

USER_ENROLLED_AFTER_INSTALL _
COOKIE

User logged into the account after installing the security cookie

USER_ENROLLED_COOKIE

User authenticated with previously installed cookie

PROXY_DENIED_BLACKLISTED

User access is denied: the location is in Black list

PROXY_DENIED_UNKNOWN_IP

User access is denied: user IP is unknown

CERT_INSTALL_SKIPPED

User had problem installing certificate on IE and skipped the installation. He
authenticated using proxy.

ERROR_INSTALL_CERT

Certificate installation was failed
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INSTALL_CERT_SPKAC

Certificate for Gecko engine browser was generated

COMODO
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ERROR_INSTALL_CERT_SPKAC

Certificate for Gecko engine browser generation was failed

INSTALL_CERT_CRMF

Certificate for Gecko engine browser was generated

ERROR_INSTALL_CERT_CRMF

Certificate for Gecko engine browser generation was failed

INSTALL_CERT_PKCS10

Certificate for MS Internet Explorer was generated

ERROR_INSTALL_CERT_PKCS10

Certificate for MS Internet Explorer generation was failed

INSTALL_CERT_PKCS12

Certificate for other browsers was generated

ERROR_INSTALL_CERT_PKCS12

Certificate for other browsers generation was failed

CERT_AGREEMENT_ACCEPTED

User accepted install certificate agreement

CERT_AGREEMENT_DECLINED

User declined install certificate agreement

CLEAR_COOKIES

Cookies were cleared by admin

NO_AUTH

Admin set authorization type as 'no auth'

ENABLE_AUTH

Admin set authorization type as 'auth’

ADMIN_UPDATE

Administrators account was updated (admin password was changed)

LOCALE_CHANGED

The interface language was changed for the user by the administrator.

REVOKE

All certificates installed before revoke date are disabled

SET_MAX_CERTS

Max amount of certificates was changed to this user

UPDATE_RESTRICTED_COUNTRIES

Restricted countries list was updated by administrator

USER_IP_RANGES_UPDATED

IP ranges were updated

USER_UPDATED_EMAIL

User updated email by Admin prompt

ENABLE_MASTER_STATUS

User account was set as Master
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DISABLE_MASTER_STATUS Master status was removed from user account
DISABLE_COOKIE_MODE Cookie mode was disabled
ENABLE_COOKIE_MODE Cookie mode was enabled

ENABLE_COOKIE_MODE_BY_USER User installed authentication cookie

ANSWER_POSSIBLE_HACK User tried to submit different answers by-passing our forms, possible Hack
attempt. This can be caused when he entered incorrect answers 3 times (or
more then configured). In case if he saved (or loaded from cache) "enter
answer" page and submitted it from browser more than 3 times, his answers
then were not checked, system does not allow him to login to his account and
locks this attempt.

URL_PARAMS_POSSIBLE_HACK User tried to submit different answers by-passing our forms, possible Hack
attempt. User tries to manually enter hack parameters into URL. If user was
locked by admin, he can try to enter url parameters to reach reset page.
System prevents it and locks his attempt.

USER_UPDATED_QA User updated security Questions and Answers by Admin prompt
CHANGE_QUESTION_ANSWER User changed security question
CHANGE_SECURITY_SETTINGS User changed security settings
CREATE_QUESTION_ANSWER User created security questions/answers for the first time
CALLBACK_DATA_CREATED User set callback data.

CALLBACK_DATA_UPDATED Callback data of the user were updated by user
CALLBACK_DATA_RESET Callback data of the user were reset by user

USER_ADDED User was added by an administrator or operator.
USER_DELETED User was deleted by an administrator or operator.
MULTIPLE_USERS_DELETED Multiple users were deleted by administrator.

2.2.2.6 Browser Usage and Settings

The 'Browser Usage and Settings' dialog displays the list of browsers (locations) through which the user has logged-in to the
secure account in the previous login attempts with their authentication types. It also allows the you to change the authentication
type (Client certificate/Security/Callback or (or Security Questions) set for each type of the browser for the specific user based
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on compatibility of the Browser for Certificate and Cookies installation. Click here for details on compatibility of browsers
with certificate and cookies installation.

For example, if the certificate installation has failed for a specific browser in any of the previous attempts - meaning the browser
did not support certificate installation, you can change the authentication type to cookie mode or callback mode for that browser
to enable trouble free login for the user using the browser he/she wants.

Browser usage and settings of usertidemo

Delete 81 | Reast Al Failed Attempts |
Auth Type | Uner Agent | Falied attempts | [ | Last access Actions I
Calback  Browser Type: FREFOX, Major Version: 11; Plalform: LINUX, Pistferm version- 0 0 192.188.75.12 2012-04-02 165937145 Dolets | Reset |
Eert natalled Browsar Type: FREFOX, Mjor Version: 11; PIAlTorm: WINDOWS; Pialform version: 6.73 192.188.75.192 2012-04-02 1657.:05995  Doete | Reset |
Saye Claze

Browser usage.... — Table of Parameters

Form Element Description
Title Text Field Title shows the user's name.
Auth type Text Field The current authentication type set for the browser indicated in the next column.

This can be changed for future logins for the same user by clicking on the text.
Click here for more details.

User Agent Text Field The type of the browser, its version and the Operating System on which the
browser is installed. This enables the administrator to identify the browser
precisely.

Failed Attempts Text Field Indicates the previous attempts in which the certificate installation has failed.

This information assists the administrator to make a decision of switching this
browser to cookie mode or callback mode for the selected user.

IP Text Field The IP address from which the user has logged-in through this browser.

Last Access Text Field The date and time of last access through this browser.

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved 27



Creating Trust Online®

=

.-’/

Comodo Two Factor - Admini§ ____atieﬁ*'GL']ia—éf comMoDo

Save Control Saves all changes made on the user "Browser Usage and Settings" records.
Close Control Closes the 'Location' dialog.

Delete Control Delete concrete "Browser Usage and Settings" record.

Delete all Control Delete all "Browser Usage and Settings" records.

Reset Control Reset failed attempts for concrete "Browser Usage and Settings" record.
iﬁ:i;ﬁ! Failed Control Reset failed attempts for all "Browser Usage and Settings" records.

Changing the Authentication Type for Selected Browser

1. Click on the authentication type beside the selected browser.

2. From the drop-down menu, select the authentication type you want to set for the browser.

Auth Type | User Agent
Cert installed Browser Type: FIREFOX; Major Version: 11; Platform: WINDOWS, Platform version: 6.7

Eallhack Browser Type: FIREFOX; Major Version: 11; Platform: LINUX; Platform version: 0 I
Coart installad

Cookiz Mode

Callback

3. Click 'Save'.

The change in the authentication mode settings will be saved and the 'Location' dialog will be closed. On the next login attempt
by the user through the same browser, the user will be prompted to install a certificate (if you have set the authentication made
as Cert installed mode), delivered a Security Cookie (if you have set the authentication made as Cookie mode) or asked to
answer one of the security questions set beforehand (if you have set the authentication made as Callback mode).

Compatibility of Browsers for Client Certificate Installation and Cookie Installation

Browser Client Certificates Secure Cookies
Internet Explorer 8 I I
Internet Explorer 9 I 0
Internet Explorer 7 I I
Firefox 0 I

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved 28



Browser

Client Certificates

COMODO

Creating Trust Online®

Secure Cookies

Opera 9.63 and below, I
Opera 11.61 and above 0
Opera 9.64 and above Certificate installation
unsupported Certificate
enrollment on certificates 0
installed before update to 9.63
is supported.
Safari on OS without 0 0
RFC5746 support
Safari on OS with I 0
RFC5746 support
Blackberry I I
Chrome 3.0 and above I
on Windows, Mac OS I
and Linux
Chrome 2.0 and below 0 I
MS |E Mobile 6 and I
above I
MS IE Mobile 5 Not tested I
Konqueror 4.x I I
Konqueror 3.x I I
Netscape I I
Other browsers based I
on IE, Safari or Firefox I
(AOL, OmniWeb etc.)
Android I I
2.2.3 View Options

You can set the view type of the list of users under the Users tab by selecting the view type from the drop-down combo box near

the upper left corner of the interface.

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved

29



COMODO

Creating Trust Online®

Admin User Seftings  Foles  Blackist Reports Licence Logout Jcrick here to select the view type |

Refresh | Add User | Remove Selected Users
Show all users Users
Show only actve users
[l show onby deleted users Last Login Auth Type State Revocation Time Action
[#] test New User 0K User Actions
M tester Wew User 0K User Actions
) tidema Hew User oK User Actions

The options available are:

»  Show all users — Selecting this will display all the users who were already authenticated via Comodo Two Factor.

»  Show only active users — Selecting this option will display only the users whose credentials are active (current
users).

»  Show only deleted users — Selecting this option will display a list of only the users deleted by the administrator.

2.2 4 Filtering Options

You can search for particular user name by entering part of the user name into Filter field.

Admin Uger Settings Roles Blackiist Reports Licenca Logout

[ shows only active users x| _Fiter: _Refresh |  sddUser |  Remove Selacted Users

2.2.5 View Activation Code Sent to the User

Admin User Settings: Roles Blacklist Reports: Licence Logout

Show only ackive users j Filter : Refresh Add User
Users
* lUsername Last Login Auth Type State Rewocation Time Acticn
Test_user 2009-08-03 13:09:37.5?{} Hew Uszer OK User Actions
Test_user_1 Code 34074 0K User Actions

Code sent via phone

In the event a user is connecting to the website from a machine different from that in which the security cookie or the certificate
is installed, the Two Factor server will send a randomly generated, one-time activation password to the user through the user's
telephone, email or as SMS as chosen by the user. The user must then enter this activation password at the website. See the
section Auxiliary, Out of Band, Second Factor Authentication for more details.

Administrators will be able to view the one-time activation password generated for the user during the user's last login attempt
from an 'out of band' machine and the mode of sending the OTP to the user (phone, SMS or email).

A star icon is displayed beside 'Last Login' detail of the users, whose last login was from an 'out of the band' machine. Placing
the mouse cursor over the star icon will display the last OTP generated and sent to the user and the medium (phone, SMS or
email) through which the OTP was sent.

2.2.6. Remove Selected Users
1. Switch to the 'User' tab;

2. Using Filter functionality load required set of users;
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3. Mark users for removal by clicking appropriate checkbox in the leftmost column;
4. Click the "Remove Selected Users" button to remove users;

5. Confirm removal.

Are you sure you want to mark delete selected users?

E OK ] ’ Cancel

3 The 'Admin' Tab

3.1 Overview

The ‘Admin’ tab is a useful tool for administrators, which helps them define, manage, create administrators and operators.

Note: Admin tab is visible only for administrators. (More...)

Admin User Settings Roles Blacklist Reports Licence Logout

Fiter: | Refresh Add Admin |

Administrators

* Legin Hame Email Role Hodity Action
admin admin admin@admin.com ADMIN No Admin Actions
test edittest edittest@editest com ADMIN Mo Admin Actions
test? test? test?@iest? com ADMIN No Admin Actions

The Admin tab — Table of Parameters

Filed Name Description
Login Administrator's or operator's name as entered in login box.
Name Administrator's or operator's full name as entered when creating.
Email A person's email address which was set when adding.
Role A person can have ADMIN's or OPERATOR's privileges.
Notify If enabled a person will receive notifications about all important events.
Action Actions available for a person's account (Edit or Change Password)
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The Admin tab — Table of Parameters

Add Admin Enables administrator to add a new administrator or operator.

Refresh Updates the list of displayed administrators to reflect changes such as newly added administrator
or operator; changed person's role, etc.

3.2 Admin Management

Using 'Admin’ tab an administrator can create new administrator or operator, change their passwords and edit details.

3.2.1 Adding New Administrators and Operators
1. Switch to the 'Admin’ tab of ComodoTF console.
2. Click on 'Add Admin' button.
3. Complete the 'Add Admin' form.

Add Admin
Username : |Te.s.t
Password : |---u-

Confirm Password : |----

Emasil : |test@example. com
Full Name : |Test Admin
Role : | OPERATOR =]
Notify :
Disabled : ]
Sawve Cancel

4. Click 'Save' to add the administrator or operator to the ComodoTF interface.

Note: An administrator's (or operator's) details can be modified at any time by clicking the ‘Edit’ button next to their name in the
'Action’ section.

Add Admin form - Table of Parameters

Form Element Description
Username Text Field Administrator should enter login for the new administrator.
Password Text Field Password to access the Certificate Manager interface.
(required) Note: If 'strong' passwords are enabled then the following criteria apply:
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Add Admin form - Table of Parameters

e The password must be of 8-15 characters length

e Must be alphanumeric

*  Mustinclude at least one special character or uppercase letter.

Strong passwords can be enabled by setting the
'ADMIN_PASSWORD_STRONG' parameter to 'true' by modifying the
‘conf/localhost.properties' file. See the TF installation and Configuration guide
for more details.

Confirm Text Field

, Confirmation of the above.
(required)

Email Text Field Administrator should enter full email address.

Full Name Text Field Administrator should enter full name of administrator or operator.

Role Drop-down Enables to assign the role with a set of administrative privileges for the new
Administrator. The default roles are 'Administrator' and 'Operator' (See the table
Roles — Comparison of default permissions for more details). The
Administrator can also create new roles with custom list of privileges and assign
the role to the new Administrator. See The Roles tab for more details on
creating new roles.

Note: Only one role may be assigned to TF administrator. If an Administrator
needs to be given a set of permissions, which is a combination of permissions
pertaining to different roles, then a new role has to be created with the required
permissions and assigned to the new administrator.

Notify Check-box Checking this box instructs Comodo Two Factor to notify about all important
events.

Disabled Check-box Checking this box disables the new Administrator. Disabled administrators are
highlighted with gray background.

3.2.2 Editing an Administrator or Operator

To edit settings for Administrator, switch to "Admin' tab, and point mouse cursor over the 'Admin Actions' alongside the person's
name.

3 Motify Action
res Admin Actions
No Admin Actions |
Mo Admin Actions
Mo Admin Actions
Edit A.dmin

Change password
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Control Description

Edit Admin Enables administrator to edit all person's details except username. The interface is similar to
'New Admin' interface. See the previous section Adding New Administrators and Operators
for more details.

Change Password Enables administrator to change Administrator's/Operator's access password.

3.2.3 Filtering Options

You can search for particular Administrator by entering part of the administrator's login name into Filter field.

Admin User Settings Roles Blacklizt Reports Licence: Logout

Filter : Refresh | Add Admin |

4 The 'Settings' Tab

4.1 Overview

The 'Settings' tab enables administrator to view their current settings, such as user name, email and role.
Admin User = Seitings Foles Elacklst Reporis ~  Licence Logout
Admin settings

Usemarne: admin
Mame: admin
Email: sdmin@sdmin.com
Fale: ADNIN

Change Password

History records settings

Total history records count : 13

. Clear hetory records

It also enables the administrator to change the login password and to configure for clearing the history records for
smoother operation.

4.2 Change Password

Administrators can change their passwords by switching to 'Settings' tab, and clicking ‘Change Password' button.
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Admin lzer Settings Foles Blacklist Reports Licence Logout

Admin settings Change Password

Username: admin

Mame: admin Fassword : |
Email: admini@admin.com Confirm Password : |
Rale; -

'/—1

Save Cancel

Change Password I

History records settings

Total history records count (20

Clear history records :

4.3 Clear History Records

The log of all events relating to each user during their interaction with the Comodo Two Factor service is maintained as history
records in a history table. The number of records currently in the history table is displayed in the 'History records settings' area of
the 'Settings' interface.

Eventually, the number of records increase to an extent that it may impact on the performance while reading the the history
table or while upgrading Comodo TF to a newer version. The administrators can clear the old and unwanted history records
periodically to ensure smooth operation and easy upgrading to a newer version.

To clear the history records

1. Switch to the 'Settings' tab of ComodoTF console.
2. Click 'Clear history records' button from the 'Settings' interface.

A calendar window will be opened.

Admin User Settings B Clear history records Logout

Admin settings < < April, 2012 ER
e Sun Mon Tue Wed Thu Fri Sat
Mame: admin 14 1088 3 | 4 | 5 | 6 [oF
Email: sdmin{@admin.com 15 8 g9 (1011|1213 [ 14
Role: ADMIN

16 |15 16 | 17 | 16 | 19 [ 20 |21

Changs Peccord, | 17 [22( 23 | 24 | 25 | 26 | 27 | 28

History records settings 18 |23 30 | 1 2 3 + =

19 |::6 7

Tot ds count (20

Apr2, 2012 Clean | Today

Clear records

Clear history records

3. Select the date to clear all the history records logged before it.
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1 Clear higtory records

< < April, 2012 > 3
Sun Mon Tue Wed Thu Fri Sat
144 2 3|4 5 |6 |7

15 8 9 10|11 12 13 14
16 15 16 17 18 19 20 21
17 22 23 |24 |25 26 27 22
18 23 30 2|3 |4

196 |7 2
Apr2, 2012 Clean : Today

Clear records

The selected date will appear at the bottom left of the calendar window. If you want to reselect the date (in case you have
chosen the date wrongly), click the 'Clean' link and select the date again.

4. Click the 'Clear records' button.

All the history records stored prior to the selected date will be removed from the history table and a conformation dialog will be
displayed.

g history entries were deleted

5 The 'Roles' Tab

5.1 Overview

The Roles tab allows the administrator to create a new role and edit permissions for the created roles.

Admin User Settings Roles Blacklst Reporis Licence Logout

Fiter: [ Refresh |  AddRok
Roles
~ Hame Acticn
ADMIN Role Actions
OPERATOR Role Actions
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The Roles tab — Table of Parameters

Filed Name Description
Name The name of the new Role
Action Actions available for a person's account (Edit Permissions).
Add Role Enables administrator to add a new role and define permissions for that role.
Refresh Updates the list of displayed roles to reflect changes such as newly added role, or permissions
edited for a role, etc.

5.2 Roles Management

Using the Roles tab the administrator can add a new role for a person, set permissions for that role and delete multiple users.

5.2.1 Adding a New Role

1. Switch to the 'Role' tab of ComodoTF console.

2. Click on 'Add Role' button. The following screen will be displayed:
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Add Role

Save | Cancel

Role name : |

Double click on root role will select all of child sub-roles.
Permiszions :

L3

| view Admin Area =
D Add administrator
"] Edit administrator
D Change administrator password
D View User Area
Lock users
Unlock users

Enable "auth’ for users

m

Enable 'no auth’ for users

Reset a user

Fully rezet a user

Rewvoke previocusly installed user certificates
Switch a user to cerificate mode

Switch a user to cookie mode

Change max. certificates per user

Specify and limit access to certain IP ranges
Update user browser settings

Change language

Add users

Delete uzers

00000 DEEOEEOOEOEEEEE

Delete multiple users
" view 08I Tools Area

[ | view Blacklist Area -
Save | Cancel |

3. Enter a name in the 'Role Name' field.
4. Select the required checkboxes to assign the permissions for the role being created (See the table below).

5. Click the 'Save' button.

Add Role form - Table of Parameters

Description

Permissions Related to 'Admin' Area

View Admin Area Enables personnel with this role to view the 'Admin’ area of Comodo TF. (See
The 'Admin’ tab for more details). The admin related settings are valid only if
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Add Role form - Table of Parameters

Description
this option is checked.
Add administrator Enables personnel with this role to add new administrators/operators.
Edit administrator Enables personnel with this role to edit existing administrators/operators.
Change administrator password Enables personnel with this role to change administrators passwords.
View User Area Enables personnel with this role to view the 'User' area of Comodo TF. (See The

'Users' tab for more details) The user related settings are valid only if this
option is checked.

Lock Users Enables personnel with this role to lock users if required.
Unlock Users Enables personnel with this role to unlock users.
Enable 'Auth’ for users Enables personnel with this role to set authorization type for a user as 'Auth’

(the end-user will need a client certificate or to answer security
questions/receive a call-back in order to log in to their account)

Enable 'No Auth' for users Enables personnel with this role to set authorization type for a user as 'No Auth'
(the end-user will not need a client certificate or to answer security
questions/receive a call-back in order to log in to their account)

Reset a user Enables personnel with this role to reset a user if required. See Reset User for
more details.
Fully reset a user Enables personnel with this role to perform full reset of a user status. A full reset

will change user status to 'New User', remove any existing security
questions/call back details and force the user to re-register.

Revoke previously installed user Enables personnel with this role to disable all certificates that belong to the user
certificates in question.
Change max. certificates per user Enables personnel with this role to set the maximum number of certificates for a

user. See Max Certs for more details.

Update user browser settings Enables personnel with this role to change user browser usage details and
settings.

Specify and limit access to certain IP Enables personnel with this role to limit the IP range for a user access. See IP

ranges Range for more details.
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Add Role form - Table of Parameters

Description

Enables personnel with this role to change the interface for a user. See
Languages for more details.

Add users

Enables personnel with this role to create new users. See Adding a New User
for more details.

Delete users

View Blacklist Area

Enables personnel with this role to delete existing users.

Permissions Related to 'Blacklist' Area

Enables personnel with this role to view the 'Blacklist' area of Comodo TF (See
The 'Blacklist' tab for more details). The options related to Blacklist are valid
only if this is checked.

Edit black-listed countries

View License Area

Enables personnel with this role to modify black-listed countries.

Permissions Related to 'License’ Area

Enables personnel with this role to view 'License' area of Comodo TF (See The
'License’ tab for more details). The options related to license are valid only if
this is checked.

Update license

View Reports

View Applications Area

Enables personnel with this role to update Comodo TF license.

Permissions Related to 'Reports' Area

Enables personnel with this role to view 'Reports' area of Comodo TF (See The
'Reports' tab for more details).

rmissions Related to 'Applications' Area

Enables personnel with this role to view applications.

Edit Application

View Roles Area

Enables personnel with this role to edit applications.

Permissions Related to 'Roles’ Area

Enables personnel with this role to view the 'Roles' area of Comodo TF (See
The 'Roles' tab for more details). The options related to 'Roles' are valid only if
this is checked.

Add new role

Enables personnel with this role to add a new 'Role".

Edit Role

Enables personnel with this role to edit an existing 'Role'.
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Add Role form - Table of Parameters

Description

Delete role Enables personnel with this role to delete an existing 'Role'.

Permissions Related to 'Settings' Area

View Settings Area Enables personnel with this role to view the 'Settings' area of Comodo TF (See
The 'Settings' tab for more details). The options related to 'Roles' are valid
only if this is checked.

Clear History Enables personnel with this clear history records of user related events.

Permissions Related to 'OSI Tools' Area

View OSI Tools Area Enables personnel with this role to view OSI Tools area of Comodo TF. Tip: The
OSI Tools Area enables administrator to view and import reports of the IP
addresses which had access to the secure website e.g. bank system.

5.2.2 Editing the Permissions Granted to a Role
To edit the permissions of a Role, point mouse cursor over the 'Role Actions' against the required Role's name.
Action
Role Actions
Role Actions |

View Permiszions

Control Description

Edit Permissions Enables administrator to edit the permissions granted for the Role. The interface is similar to
'Add a new role' interface. See the previous section Adding a New Role for more details.

Note: The default Roles 'Admin' and 'Operator' cannot be edited or deleted. For a full list of permissions granted to the default
roles, see Administrator's and Operator's roles - Comparative Table.

9.2.3 Filtering Options

You can search for particular Role by entering the name of the role in the Filter field.
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Uzer Settings

Roles Blacklist Reports

Refresh

6 The 'Blacklist' Tab

The 'Blacklist' tab enables administrator to deny access for customers, who come from IP addresses from specific countries.
Such customers will see the message that access to the application is denied.

Admin User

Save Blacklist

] s sgranstan

ﬂnm!nrm

:lAn.h'gua And Barbuda

[ susrans
T Babran

I peigum

[ Bnutan
Clerazi

[ Burungi

| Cape Verde

[ chile

| congo (Democratic Repubic)

T cote Dvore

Roles Blaciist Reporis

[] amania

[F Angoka

= Argentina

[T sustria

] Bangladesh

[ eize

[Fl Balvia

[ arunei Darussalam
["] cambodia

[ Cayman lzlanda
[ china

[ congs (Repubic)

[ creata {lxcal name:

Hrvatska)

Licence Logout

1 mipera

[ anguila

[ Armenia

[7] azerbaijan

™ Barbados

Bognis And Harzegowina
M u lgaria

[T cameroon

[ central African Republic
[ cotombia

[ cook slands

T cuba

Licence Logout

[] american samoa
[ sntarctica
[ Aruba

[V Eanamas
[ gelarus

[ Bermuda

[Fl Botgwana
[Tl Burkina Faso
[T canada

[Tl enaa

[ comoras

[ costa rica

quprus

To do that, switch to 'Blacklist' tab, and check the box(es) alongside country(ies) that you would like to block.

Click 'Save Blacklist' button when done to preserve changes. Clicking 'Refresh’ button updates the list of countries displayed in

the section.

/ The 'Reports’ tab

7.1 Overview

The 'Reports' tab allows Administrators, Operators and other personnel with the appropriate security role to view and export

multiple report types.
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Adrnin User Seftings Rolkes Blackist Reports Licence Logoul

Prepare selected report |

[ Live reports
|=] Actve users
L7 Export data
|Z| Locked users
5| Cert Uzers yetto confrm
Last logins with auth type
Sent reget codes
[ Activity log
|Z] Uniocked users

L
=
=

Reports tab - Table of Parameters

Report Type Description
Live reports Active Users | Displays alog of all users currently logged into the secure website/service e.g. The
bank system.
Export data Locked Displays a log of all users who were locked for some reason for selected period of
users time.
Cert Users ) ) . ) )
Yet to Dlsplays a log of all users whol mstallgd a certificate, but never used it for logging
confirm into the system for selected period of time.
Last logins
with auth Displays a log of all users and their authentication types for selected period of time.
type
Sent reset Displays a qu of de?ailed. information about all one-tjme passwords sent to users
codes for selected time period (time, send method, IP to which the resent code was sent,
efc., but without the actual reset code sent).
Activity log Displays a log of all actions for selected period of time.
Unlocked , . .
users Displays a log of all unlocked users for selected period of time.

7.2 View Report

To view reports of a particular type:

1. Select the desired type of report from the drop-down list.
2. Click the 'Prepare selected report' button.
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Prepare selected report | -t

~ 07 Live reports
|=| Active users
~ [0 Export data
=| Locked users —

Cert Uzers yet to confirm
Last logins with auth type
Sent reset codes

Activity log

Unlocked users

Y [ [ e EII E‘

3. Inthe dialog that appears select, the time period for the statistics:

Conditiong for report Locked users

: Generate report
Period
: Select date from Select date to
<< < April, 2012 R April, 2012 L
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
14|/1 2 3| 4|5 |6 |7 (141 2|3 | 4 5|6 |7

15 (& | 9 (10|11 |12 |13 | 14 |[ 15 9 10 | 11|12 13 | 14

£a

16 15 16 17 18 19 20 21 16 15 16 17 18 19 20 21
17 22 23 |24 |25 26 27 28| 17 22 23 24 25 26 27 22
18 |29 | 30 2|3 |4|5| 18|29 30 2| 3|4

196 | 7|89 ]10 219|687 |8 |9/ 10 2
Apr2, 2012} Clean : Today | Apr2, 2012 Clean : Today

4. For 'Activity log' report you must also select a country (see screen shot below)
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Conditiong for report Activity log

Generate report |

Countries Period
Select needed countries
CK Cook Islands i CY Cyprus
CR Costa Rica Wi Copy all CU Cuba

Cl Cote I'ivoire I_I

HR Croatia (local name:

CZ Czech Republic

O Denmark W4 Remove Al

Ml Pk i
L I F

5. Click 'Generate report' button in the upper left corner of the dialog.

6. Download and save generated report (.csv format).

Opening report.csy u

You have chosen to open

-

=

‘B report.csv

which is & cov File (33 bytes)
from: https://192.168.75.182:5443

What should Firefox do with this file?
i) SaveFile

[7] Do this automatically for files like this from now on.

| ok || Cancel

8 The 'License' Tab

The 'License' tab displays the current Comodo Two Factor license information.

Comodo Two Factor Administration Guide | © 2013 Comodo Group Inc. | All rights reserved 45



COMODO

Creating Trust Online®

Admin User Setlings Foles Blackiist Reports Licence Lagout

License info:

Company

Host hostname
Product ComodoTF
SefiallD L1}

Typa 1

Created 18032012
Expiny 18032013
hlax Users 100

Usars How 2

Renew license:

& Select fcense

License tab — Table of Parameters

Description
Company Displays the company's name.
Host Displays the host name of ComodoTF server location.
Product Displays product's name.
SeriallD Displays the unique serial ID of the product.
Type Displays a type of the license.
Created Displays the date of license creation.
Expired Displays the expiration date of the license.
Max Users Displays the maximum number of users allowed by the license.
Users Now Displays the number of users registered in the system.

8.1 License Update

To update your Comodo TF license, please contact sales@comodo.com. Then you need to:
1. Save the license file to your computer;
2. Inthe 'license' section of the Comodo TF interface, press 'Select license' button;
3. Browse to and select the license file you saved previously.

Alternatively you can:

1. Save your license file to ComodoTFx.x/conf]. (license should have name license.<HOSTNAME>.xml. Where
<HOSTNAME> = hostname in tomcat-cfg.xml (for example <tf hostname="localhost"...))

2. Restart the Comodo TF server for the changes to take effect.
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9 Logging out o Comodo Two Factor

Administrator can log out from admin interface by clicking the 'Logout' tab.

Legout

Are you sure that you want to logout 7

Tes No

10 FAQ

1. Can't use AOL browser to install certificate.

After logging in to AOL ask the user to minimize AOL and open Internet Explorer (IE) to set up Certificate. After they
set this up in |E they will be able to use AOL to access on-line banking.

2. Can't use Secure website in Quicken to install certificate.

Perform the certificate installation in Internet Explorer first, then use Quicken to access on-line banking.
Locked out of security questions - users are sure they are entering the correct answer to the challenge question.
Reset Comodo security for customer and have customer set up the security questions again.

3. Customers with MAC's having trouble with Safari.

Recommend upgrade to Mozilla Firefox as this is a preferred browser for MAC. Download Mozilla Firefox from
www.getfirefox.com and install it. It has the capability of managing certificates on it's own, OR customers should
review the online FAQ where we have added additional instructions for Safari users.

4. Mozilla Firefox asks for Master Password when installing certificate.

Firefox is actually asking to set the Master Password and the user can use whatever they want as a password. If they
want to disable the Master Password following the install they must go to Firefox—Preferences—Security and clear
the Master Password check-box.

5. MAC users with Internet Explorer having problems.

Internet Explorer on MAC does not work. Recommend upgrade to Mozilla Firefox as this is the preferred browser for
MAC. Download Mozilla Firefox from www.getfirefox.com and install it. OR, use Safari.

6. Customer has Safari Browser with multiple login ID's. With one login ID they can login using the
certificate but can not find the certificate for the other login ID.

The Safari appears to work for one login ID. Customers with multiple login ID's can either use a different browser
(Firefox) or they can use the certificate for one login ID and answer the security questions for the other login ID's.

7. After time out when setting up challenge questions, user can not go back to beginning of system.
Instruct customer to close the browser and go back in to set up questions again.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Group Inc. Comodo CA Limited

1255 Broad Street 3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
STE 100 Salford, Greater Manchester M5 3EQ,

Clifton, NJ 07013 United Kingdom.

Tel : +44 (0) 161 874 7070
Fax : +44 (0) 161 877 1767

United States
Tel : +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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