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Case Study

FRESHFIELDS BRUCKHAUS DERINGER




cCOMODO

Creating Trust Online®

Securing Sensitive Online Data with
Comodo Secure Commuiications Solutions

THE CHALLENGE

Freshfields Bruckhaus Derringer, a leading international law firm with
26 offices in 15 countries across America, Asia, Europe, and the
Middle East, required a cost-effective and simple-to-deploy solution to
ensure that highly confidential information transmitted via email was
secure and encrypted. By utilizing Comodo’s EPKI Manager Solution,
Corporate Secure Email Certificates were successfully deployed
throughout their organization via a centrally-managed platform.

THE SOLUTION

Many high-profile law firms around the world choose Comodo’s
SSL and Corporate Secure Email Certificates to protect their online
data-ensuring that sensitive information remains private and secure
during transmission. Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) technology encrypts confidential information in transit
between web servers and web browsers. This means that sensitive
data such as login information, credit card details and other private
information can be safely submitted to an SSL-protected webpage.

Comodo SSL Cerificates

Comodo SSL Certificates provide added assurance to website visitors
by clearly displaying an organization’s business credentials through
the use of Comodo’s patent-pending corner of trust technology.

Comodo Secure Email

Comodo Corporate Secure Email Certificates allow organizations to
encrypt and secure their employee’s email communications - ensuring
that their confidential information remains secure and cannot be
intercepted and read in transit. Secure Email Certificates keep emails
safe until they reach the intended recipient.

Comodo EPKI Manager

Comodo’s EPKI Manager is a scalable enterprise-class digital certificate
management platform that enables organizations of all sizes to simplify
the often-complex task of managing their digital certificate portfolios.
EPKI Manager supports multiple administrators with advanced
privilege level hierarchies, registration authority (RA) licensing for
real-time certificate issuance, certificate lifecycle management tools
to facilitate ease of certificate request, renewal, revocation and re-
issuance, and full reporting capabilities.

Key features of the Comodo EPKI Manager:

= Fully managed PKI solution — no additional hardware or software
required.

= Highly scalable platform for organization-wide multiple administrator
certificate deployment.

= Simplifies certificate lifecycle management challenges.
= Registration Authority (RA) support for real-time certificate issuance.
= Full reporting capabilities.

= SSL and s/mime/client certificate types supported



About Comodo:

Comodo CA is a leading global provider of Identity
and Trust Assurance services on the Internet. The
Comodo companies offer a comprehensive array
of PKI Digital Certificates, eCommerce Acceleration
and Infrastructure Security solutions including
Network Vulnerability Scanning and PCIl compliance
services.

Continual innovation, a core competence in PKI and
a commitment to reversing the growth of Internet-
crime distinguish the Comodo companies as vital
players in the Internet’s ongoing development. The
Comodo companies secure and authenticate online
transactions and communications for over 200,000
business customers, and have offices in the US, UK,
China, India, Romania and the Ukraine.

Comodo provides businesses and consumers with
the intelligent security, authentication and assurance
services necessary to establish and ensure trust in
online transactions.




