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InCommon. Certificate Manager

Introduction

This step by step guide will explain how to enroll for and download your email or client certificate.

Step 1 - Enroliment and Collection of Your Email and Client
Certificate

Firstly, your administrator should have sent you a provisioning email. The exact procedure to follow will depend on the
type of email you have received:

Enroliment Mails (2 Options): Invitation Mail
»  Click here if your email contains an Access Code »  Click here if your email contains a Request Code

and a Validation Link
OR

»  Click here if your email contains a Secret ID

......................................... [P TP S
2 bz - Unified Faldan [ [l Ereslimastdoryur Digtal. % | % b - Urefied Faldare = Ieistion Email - Youbav..
|He Edt Mew G0 Messge Took Help | Fle Edki Wew Do Messge Tooks EHelg
T T 2 Wy . oo T — & » . o =
it Wmnagun Wrba  Chet  AddemmBook | Te ke Fittar o Gt Whmeagae Wirks  Chal  Addesm Book | Tal B o
Egranmn 4 Regly | o Forewd i Archive. @ unk | @ Daleie fan ] o Regly | o Forwiid | @ Sechie |l unk | ) Deleie
Enrolmeen T pror Tigital Authentication Certificate - 11:25 &M Iiveitation Emad - Fim Bave ¢ oquestod cmed Corifa e valadation. - 11:41 AR
Jobn Sewihy arath
CtharActions = R Dther Action -
. Dear John Sslth, . .
H Validation

wau fiow nesd to cosplete the Ffellowlng ateps:
Az = part of our company's on going commiltmznt to ensure the highest levels of security,

it is now man datory figr all employess to install a digital authentication cenmificate o thesr
machines, This certificate will allow you to digitally sign and encrypt emails and will alsa
b= s T authenticate you whenever you aotess the secure angas of gur intranets,

extranets snd websites.
| Self Enrollment URL |
1

Link

el it o snill

To start, click the following link

* Click 'Download’ to collect your C@rTificate. You should save this File

I|'|'.p'i Jfcert-mansgercomycustomercompanyname/smime YactansenroliB swt=ac I to a safe place on your hard drive.
* IBpOFT YOUP New cartificate Into yfr omall clIant and/or IRTETRst
You shauld the enter the following information: browser, {Plesse contect your sdeindistretde for halp with this/Plesss click the

followlng link for InStrucTions)

Meames: Enter wouwr First Mame and Last HName IREEiUESt CD{'EI

Email: thers.com ﬂCCEES CD[IE LY
ee—] O
— Secret 1D
- - Invitation Email
e !

Enroliment Type Email

Enrollment by Access Code
« Click the URL in the email to visit the certificate enroliment page.
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Certificate Manager

SIMIME Certificate Enroll

Access Code:*  sssess
First Mame: * | John
Middle Mame:
LastMame:* | Smith
Email: * | johnsmith@caoradithers.com
Cerificate Type: * | High Persona Validated Cert |E|
Self Enrollment Passphrase.* | ssssse @

Re-type Self Enrollment Passphrase. * | ssssse

.1 s
Comaodao ePK] Certificate Manager Agreement — EV Enabled H |
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE
READ THE

AGREEMENT CAREFULLY BEFORE ACCEFTING THE TERMS AND
COMDITIONS.

IMPORTANMT—FLEASE READ THESE TERMS AMD COMNDITIONS
CAREFULLY BEFORE APPLYING

FOR, ACCEPTING, OR LISING YOUR COMODO EPKI CERTIFICATE
MAMAGER ACCOUNT OR THE

CERTIFICATE MAMAGER SOFTWARE. BY USING, APPLYING FOR,
ACCESSING, OR

PURCHASING A CERTIFICATE MANAGER ACCOUNT OR LSING OR
ACCESSING CERTIFICATE

MAMAGER OR BY ACCEPTING THIS AGREEMEMNT BY CLICKING ON I
ACCEPT" BELOW, YOU

ACKMNOWLEDGE THAT YOU HAVE READ THIS LICENSE AGREEMENT AMD
THAT YOU

UMDERSTAND IT, THAT YOU AGREE TQ AMD ACCEPT THE TERMS AS -

POINT
| matipl |

& accept the terms and conditions *
Scroll to bottom of the agreement to activate check box.

ENROLL CANCEL

« Copy and paste the Access code from your enrollment email.
«  Type your full name in the Name Field.
- Type your internal corporate E-mail address in the 'E-Mail' field.

- Enter your password phrase. This phrase is needed to revoke the certificate should the situation arise.
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« In addition to the standard fields in the enroliment form, additional custom fields such as '"Telephone No.
'Employee Code' may also be displayed depending on how the administrator has configured it.

« Read the License Agreement and check the box alongside the 'l accept terms and conditions'.

Note: If you decline the agreement you will not be able to continue the enrollment process.
«  Click the 'Submit' button.

Important! The application for the certificate must be made from the machine that certificate will be installed on (i.e.
your office machine.)

After you click the 'Submit' button, you will see a confirmation dialog...

Certificate Manager

Confirmation

You have requested a SIMIME Certificate with the follow details:

Email: johnsmith@coradithers.com,
Mame: John Smith.

We have sent you an email containing an enrallment link in order to complete the rest of the enrollment process.

... and you will receive an email containing a link for validation, a request validation code and instructions for downloading
and collecting the certificate. An example is shown below.

InCommon Certificate Manager | Email and Client Certificate End User Guide 4
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-c:-JEl!!!ﬁi!d

fi] Inbox - Unified Folders /.:m Walidation Email - You hav... x\

Eile Edit Miew Go Message Tools Help B
< S - a .. Q Search... <Ctri+K> P =
Get Messages Write Chat  Address Book Tag Cuick Filter - i TR
From CCM 4 Reply | =» Forward | &g Archive 0 Junk | & Delete
Subject Validation Email - You have requested email certificate validation. = 12:04 PM

T John Smith

Other Actions =

Dear John Smith, =

You now need to complete the following steps:

* Click the following link to validate your email https://cert-manager.com
fcustomer/companyname,/smime?action=validate&
requestCode=1p0jygXBFasMR4th20adnTvQB&email=johnsmith%48coradithers¥2ecom (if
the link doesn’'t work please copy request code 1p0jyqXBFasMQ4th2QadnTvQE and
paste it into proper field in the validation form).

Your request code: 1p0jygXBFasMQ4th2QadnTvQB

* Type in a PIN to protect your email certificate

* Click 'Download’ to collect your certificate. You should save this file
to a safe place on your hard drive.

* Import your new certificate into your email client and/or internet

browser. (Please contact your administrator for help with this/Please click
the following link for instructions)

m

Validation email
The precise content may differ to the example shown

«  You will be taken to the validation form upon clicking the link in the email.
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Account Validation

Code: * | 1pOjygXBFaSMQ4th2Qa4nTvQB
Email: * | johnsmith@ coradithers com
Certificate Type: * | High Perscna Validated Cert

PIM:

Re-type PIM:

Select address fields to remove from the certificate.

Address as it will appear in cerificate

Address1: | Mount Road
Address2:
Address3:
City: | Riverdale
State or province: | Alabama
Postal Code: | 123456

Employee ID: *

vALDATE

« The Code and E-mail fields will be auto-populated.

Certificate Manager

Remave

O

- Type the PIN in the 'PIN' fields to protect your certificate. You will be asked for this PIN when you import the
certificate into the certificate store of your Internet browser and/or mail client.

- If you wish to have the certificate without the address details, select the appropriate 'Remove' check boxes.

«  Click the 'Submit' button to complete the validation process.

Once the validation process is completed, a download dialog will be displayed for you download and save the certificate.

Next: Collecting your certificate

InCommon Certificate Manager | Email and Client Certificate End User Guide 6
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Enroliment by Secret ID
Certificate Manager

Digital Certificate Download
Enter your Digital ID information
Fill in all required fields.

Email Address:* | johnsmith@coradithers.com
Secretidentifier: * | gp123cdedsf

Certificate Type: ™ | High Persona Validated Cert |Z|

Annual Renewal Self Enroliment Passphrase

Annual Renewal Self Enrollment | o @ oeee
Passphrase: *

Confirm Annual Renewal Self Enrollment | o o o eee
Passphrase: *

Password:

ralue will be used as password to protect access to your Digital 1D,
Password: | geesese

Confirm Password: | eesses|

Select address fields to remove from the certificate.

Address as itwill appear in cerificate Remove
Address1: | 100, Raleigh Street =1
Address2:
Address3:
City: | Riverdale =
State or province: | Alabama =
Postal Code: | 123456 =1
1 o
Comodo ePKl Cerificate Manager Agreement — EV Enabled (|
T, THIS AGREEMEMNT COMTAIMNS A BINDIMNG ARBITRATION CLAUSE. PLEASE

READ This

THAT YOU o
UNDERSTAND IT, THAT YOU AGREE TO AMD ACCEPT THE TERMS AS i

| accept the terms and conditions.*
Scroll to bottorm of the agreement to activate check ox.

EnROLL

«  Enter the Secret ID from your enroliment email in the 'Secret Identifier' field.

- Type your internal corporate E-mail address in the 'E-Mail Address' field.

InCommon Certificate Manager | Email and Client Certificate End User Guide 7
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»  Enter your password phrase in the 'Annual Renewal Pass-phrase’ fields. This phrase is needed to revoke or renew the
certificate.

- Enter the password in the 'Password' fields. This will protect access to your Digital ID.

« In addition to the standard fields in the enroliment form, additional custom fields such as 'Telephone No.'
'Employee Code' may also be displayed depending on how the administrator has configured it.

- The address details that are selected in the check boxes under 'Remove’ will not appear in your certificate.
+ Read the License Agreement and check the box alongside the 'l accept terms and conditions'.

«  Click the 'Enroll' button.

- Adownload dialog will be displayed for you to download and save the certificate.

«  Click here to find out more about certificate collection.

Next: Collecting your certificate

Enroliment by Invitation from Administrator
The invitation mail contains a link for validation, a request validation code and instructions for downloading and collecting
the certificate. An example is shown below.

f g e )
e r BT i By
i-, Inbox - Unified Folders __)II = Invitation Email - You haw... 'l\__
Eile Edit View Go Message Tools Help
L - 4 . ‘ * - ; Search... < Cirl+K> Pl =
Get Messages Write Chat  Address Book Tag Cuick Filter - - pr
4 Reply | = Forward Archive 0 Junk || @ Delete

Frorm CCM <support@cert-manager.com=

Subject Invitation Email - You have requested email certificate validation. 12:58 PM
To John Smith Other Actions =
Dear John Smith, i

You now need to complete the following steps:

= Click the following link to wvalidate your email
https://cert-manager.com/customer/static/smime?action=invitefrequestCode=
BPOgNUBEQRB630hIL-PArOrpRPEemail=johnsmith%40coradithers%2ecom (if the
link doesn't work please copy request code BPQgNUBBQB638hlL-PO9rOrpRP and paste it
into proper field in the validation form).

Your request code: BPQgNUBSQB638hlL-PSrOrpRP

* Type in a PIN to protect your email certificate

* Click 'Download' to collect your certificate. You should save this file to
a safe place on your hard drive.

= Import your new certificate into your email client and/or internet browser.
{Please contact your administrator for help with this/Please click the following
link for instructions)

m

| 4

L]

Invitation email - The precise content may differ to the example shown

«  You will be taken to the 'User Registration' form upon clicking the link in the email.

InCommon Certificate Manager | Email and Client Certificate End User Guide 8



InCommon. Certificate Manager

Certificate Manager

User Registration

Code: * | BPQgMNUBBQBE30hIL-PSrOrpRP
Email: * | johnsmith@coradithers.com

Certificate Type: | High Persona Validated Cert

PIN: O]
Re-type PIN:
Self Enrollment Passphrase: * ()

Re-type Self Enrollment Passphrase:

Select address fields to remove from the certificate.

Address as it will appear in cerificate Remoaove
Address1: | 100, Raleigh Street =
Address2:
Address3:
City: | Riverdale =
State or province: | Alabama =
Postal Code: | 123456 ]

Employee ID: *

1
Comodo ePEKl Cerificate Manager Agreement — EV Enabled |
THIS AGREEMEMNT COMNTAINS A BINDING ARBITRATION CLAUSE. PLEASE
READ THE

AGREEMEMNT CAREFULLY BEFORE ACCEPTING THE TERMS AMND
COMNDITIONS.

o] ¥

IMPORTANT—PLEASE READ THESE TERMS AMD COMDITIONS
CAREFULLY BEFORE APPLYIMNG

FOR, ACCEPTING, OR USING YOUR COMODO EFKI CERTIFICATE
MANAGER ACCOUNT OR THE

CERTIFICATE MAMAGER SOFTWARE. BY USING, APPLYING FOR,
ACCESSING, OR

PURCHASING A CERTIFICATE MANMAGER ACCOUNT OR USING OR
ACCESSING CERTIFICATE

MAMAGER OR BY ACCEPTIMG THIS AGREEMENT BY CLICKIMNG O~
ACCEPT” BELOW, YOL

ACKMOWLEDGE THAT ¥YOU HAVE READ THIS LICENSE AGREEMEMNT AMD
THAT YU

UMDERSTAMD IT, THAT ¥OU AGREE TO AND ACCEPT THE TERMS AS -

| acceptthe terms and conditions.*
Scroll to bottom of the agreement to activate check Box.

CANCEL

+ The Code and E-mail fields will be auto-populated.

- Type the PIN in the 'PIN' and Re-type PIN fields to protect your certificate. You will be asked for this PIN when
you import the certificate into the certificate store of your Internet browser and/or mail client.

InCommon Certificate Manager | Email and Client Certificate End User Guide 9
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&

- Type the Pass-Phrase and Re-type Pass-Phrase fields for your client certificate. This phrase is needed to revoke

the certificate should the situation arise.

- If you wish to have the certificate without the selected address details, select the appropriate 'Remove' check
boxes.

«  Click the 'Submit' button to complete the validation process.

Once the registration process is completed, a download dialog will be displayed for you download and save the
certificate.

Next: Collecting your certificate.

Certificate Collection
To collect your certificate click the certificate download URL stated in the certificate collection email. A download dialog
will be displayed enabling the applicant to download and save the certificate once the validation is complete.

Certificate Manager

Digital Certificate download

Flease =save your digital cerificate in safe place.

DOWNLOAD CANCEL

The applicant can collect the certificate by clicking the 'Download' button and save the file in a safe location in his/her
computer.

Opening jehnsmith_ceradithers_com.pl2 5 lﬁ

You have chosen to open:

E johnsmith_coradithers_com_pl2

which is: pl2 File (6.8 KB)
from: https:ficeri-manager.com

What should Firefox do with this file?

) Open with

i@): Save File

Do this automatically for files like this from now on.

O l ’ Cancel

InCommon Certificate Manager | Email and Client Certificate End User Guide 10
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InCommon Certificate Services Manager will deliver the certificate in PKCS#12 file format (.p12 file). The pass-code
specified in the PIN fields is used to protect access to this .p12 file. You will be asked for this PIN when you import the
certificate into the certificate store of your Internet browser and/or mail client.

The second (and final) stage of the procedure is to import your digital certificate into the certificate storage of your
Internet browser and/or mail client. The exact process for completing this task is dependent on which browser and/or mail
client you use. See the following section 'Importing Your Certificate into Your Browser or/and Email Client — Step 2' for
more details.

Step 2 - Importing Your Certificate into Your Browser or/and
Email Client

Once Step 1 has been successfully completed, you need to import your certificate into your web browser or/and email
client. Select you type of application from the list below to view step-by-step guidance on this process:

Email Clients Browsers Mobile Devices
«  Qutlook 2010 /2013 - Internet Explorer + iPhonel/iPad
° ° . . .
Outlook 2003 Comodo Dragon . Android Device — Native
«  Windows Live Mail «  Comodo IceDragon
« Android — Djigzo App
«  Mozilla Thunderbird »  Firefox
- Mac OS X Mail/Apple Mail - Opera
« Eudora - Safari (Windows)
« Bat! - Safari (Mac)
«  OQutlook Express 5 & 6 +  Chrome (Windows)
- Mozilla SeaMonkey «  Chrome (Mac)

Importing your Certificate into Outlook 2010/2013
- If you have originally downloaded the certificate on the same computer as your Outlook installation then it should
have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Outlook installation by following the steps given
below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enroliment and Collection of your Certificate' first.

1. Open Outlook 2010, then click 'File' > 'Options’'.

2. In the Outlook Options screen, click 'Trustcenter' > 'Trustcenter Settings'

InCommon Certificate Manager | Email and Client Certificate End User Guide 11
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Home Send / Receive Folder View

Outlook Options

@ Help keep your documents safe and your computer secure and healthy.

Calendar Protecting your privacy
Contacts Microsoft cares about your privacy, For more information about how Microsoft Cutlook helps to
protect your privacy, please see the privacy statements.
Tasks . .
Show the Microsoft Qutlook privacy statement
Mates and Journal Office.com privacy statement
Customer Experience Improvement Program
Search
Mobile Security & more
Language Learn more about protecting your privacy and security from Office.com.
Advanced Microsoft Windows Security Center

Micrasoft Trustworthy Computing

Customize Ribbon
. Microsoft Outlook Trust Center
Quick Access Toolbar

The Trust Center contains security and privacy settings, These settings\h

help keep your computer secure, We recommend that you do not [ Trust Center Settings... D
change these setiing g W

. [T S ‘\""-—_—-"/

Ok l ’ Cancel

3. Inthe Trust Center screen, select ‘E-mail Security’ then click the ‘Import/Export’ button..

Trusted Publishers

Encrypted e-mail
DEP Settings

( E-mail Security

|:| Request S/MIME receipt for all 5/MIME signed messages
Attachment Handling “

Default Setting: | Alice Green Vl [ Settings...

95 Encrypt contents and attachments for outgoing messages
- Add digital signature to outgoing messages

) Send clear text signed message when sending signed messages

Automatic Download

Macro Settings
ificates are documents that allow you to prove your identity in electronic transactions.

Get a Digital ID...

Programmatic Access -
[ Import/Export...

Read as Plain Text

I:‘ Read all standard mail in plain text

Script in Folders

|:| Allow script in shared folders
|:| Allow script in Public Ealders

QK ] [ Cancel

InCommon Certificate Manager | Email and Client Certificate End User Guide 12
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A
¥

In the Import/Export Digital ID interface, navigate to the location of your PKCS12 certificate file and click 'Open’. Enter the
password that was used while exporting the certificate and provide a Digital ID name.

ImportfExport Digital ID E|

(%) Import existing Digital ID From a File

Impart the Digital 10 from the file to your computer, Yoo must use the
passward vou entered while exporting the certificate ko this File.

Import File: |E:'|,|:ert5'l,ali|:e_|:ert.p12 | [ Browse, .,

Password: | sasaas |

Digital ID Mame: |.ﬁ.|i|:e Green |

) Export vour Digital ID ko a file

Expart the Digital ID infarmation inka a file, Enker a password ko help protect
this information,

4. Click 'OK".

Importing a new private exchange key rz|

An application iz creating a Pratected item.

CroptodPl Private k.ey

Securnity level set bo Medium [ Set Securty Level . ]

] H Cancel H Details... ]

5. Select the security level for storing the Private Key in your system and click OK.

That's it. You have successfully imported your digital certificate into Outlook 2010 / 2013.

InCommon Certificate Manager | Email and Client Certificate End User Guide 13
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Importing Your Certificate into Outlook 2003
« If you have originally downloaded the certificate on the same computer as your Outlook installation then it should
have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Outlook installation by following the steps given
below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enroliment and Collection of your Certificate' first.

1. Open Outlook 2003, then click 'Tools' > 'Options...".

2. In the Options screen, click 'Security' > 'Import/Export...'

Inbox - Microsoft Outlook

: File Edit Wew &d | Tools [JActions  Help
dnew ~ | o L5 SEnd FiEaEiE ; Options
Fird 3
Prefergnces | Mail Setup | Mail Format | Spellifg Dther
Eayvanive Fellders G Address Book...  Ctrl4Shift+B
L5 Inbox %Y Organize f rvptedE‘mall ’ ; F
i Encrypt conkents and attachments For outgaing messages
L Lhread Map Li} Rules and Alerts. ., ’ L?_nl iR :
o Faloss o [Jadd digital signature to oubgoing messages
L= Sent Trems Mailbo Cleanup. .. ] [J5end clear text signed message when sending sianed messages
&l Mail Falders '-'_E‘ Empty "Deleted Items" Folder / [Jrequest S{MIME receipt for all SIMIME signed messages
3 94 outlock Data Fil Eers » Default Setting: | Alice Green | | Settings. ..
@_ Deleted Ttems Macro b Security Zones
L7 Drafts
3 Inbox E-rnail fccounts, . Security zones allow oo ko customize whether scripks and active
—'\4 i - conkent can be run in HTML messages.,
L@ Junk E-mail
L5 Outbox [1] - Zone, @ Restricted sites e [ Zone Settings...
CaRssFeeds Options. .,

Y Sent Trems Daownload Pictures

[ Change Autornatic Download Settings. .. ]

Digital IDs (Certificates)

~ Digikal IDs ar Certificates are documents that allow wou bo prove yoor
identity in electronic transack

Impart/Export... J [ Get a Digital ID...

I Ok ][ Cancel ]

3. Inthe Import/Export Digital ID interface, navigate to the location of your PKCS12 certificate file and click 'Open’.
Enter the password that was used while exporting the certificate and provide a Digital ID name.
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ImportfExport Digital ID f'5_<|

(%) Import existing Digital ID From a File

Impart the Digikal ID From the file ta your compuker, Yoo must use the
password yau entered while exporting the certificate to this File,

Import File: |E:'l,cert5'l,alice_cert.p12 | [ Browse. ..

Password: | L L L Ll |

Digital ID Marme: |F'.Ii|:e Gresn |

) Export your Digital ID ko a File

Export the Digital ID information into a file, Enter a password to help protect
this information,

[ Ok ] [ Cancel ]

4. Click 'OK".

Importing a new private exchange key E'

An application iz creating a Pratected item.

Cropto&Fl Private Key

Security level zet to Medium [ Set Securly Level... ]

OF. H Cancel H Details.. ]

5. Select the security level for storing the Private Key in your system and click OK.
6. Click 'Apply' and then 'OK' in the Options screen.

That's it. You have successfully imported your digital certificate into Outlook 2003.

InCommon Certificate Manager | Email and Client Certificate End User Guide 15
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Importing Your Certificate into Windows Live Mail
- If you have originally downloaded the certificate on the same computer as your Windows Live Mail installation

then it should have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Outlook installation by following the steps given
below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then please read
the section 'Enrollment and Collection of your Certificate' first.

1. Open Windows Live Mail and click 'Tools' > 'Safety Options...". (If the menu bar is not displayed, click on the

Menus icon =& ~ in the tool bar and choose Show menu bar from the drop-down.)

2. Select the 'Security' tab and then click the 'Digital IDs' button.

M Inbox - Windows Live Mail

File Edit Wwiew G Actions  Help
3
New - Reply gync I i -
NC A e-mal_ accounts = Safety Options
) ) Sync everykhing Chrl+FS .

uick views - . o
Q Message rules . Opbhns | Safe Senders | Blocked Senders | International | Phishi @

Unread e-mail (3)

Manage newsgroups,.. el Wiz Protection

Unread from contag
Manage feeds...

& Select the Intemet Explorer security zone to use:

n () Intemet zone [Les: zecure, but maore functional]

) (&) Restricted sites zone [More secure)
pop.googlemailg] [W]'wWarn me when other applications ty to send mail as me.

Inbox (3) Do not allow attachments to be saved or opened that could
Prafie potentially be a vius.

Unread feeds
-

Aok

Download Images
Block images and other extemal content in HTML e-mail.

Show images and extemal content sent from e-mail addresses in
my Safe Senders list.

Secure Mail
v Digital Dz [alzo called certificates) are special
documents that allow you to prove your identity in Digital ID's...
i electionic ranzactions. —

To digitally sign messages or receive encrypted Get Digital D1

maszages, you must have a digital 1D.

] Encrupt contents and attachments for all outgoing messages

[ Digitally sign all outgoing messages

[ 0K ][ Cancel ]

3. In the Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import’ and then click 'Next'.
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Certificates @EJ

Intended purpose:

Personal | Other People | Inkermediate Certification suthorities | Trusted Root Certificatior 4 *

Issued To Issued By Expiratio...  Friendly Mame

)
—

Certificate intended B

Certificate Import Wizand

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trusk
lists, and certificate rewocation lisks From your disk to &
certificate stare.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network,
connections, & certificate store is the system area where
certificates are kept.

To continue, click kext,

Mext = |[ Cancel

4. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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A
¥

Certificate Import Wizand P§|

File to Import
apecify the file wou want to import,

Eile name:

|| | ’ Browse, ..

Moke: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PECS #1Z (. PFX,.P12)
Crypkographic Message Swntax Standard- PECS #7 Certificates (L P7E)

Microsoft Serialized Certificate Store [.55T)

+ Back. ” Mexk = ][ Cancel

5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down
box, locate your certificate file (.p12) and click 'Open’' (see below).

InCommon Certificate Manager | Email and Client Certificate End User Guide 18
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Open [E

Laoak in: |l.f,\ certs V| 0 ? » -
’.J E‘éalice_cert
Recent
=
[
Deszktop

9

ty Documents

by Computer

" File name: W | I Open ]

Py Metwork,  Files of bype: Personal Information Exchange [ pka*pl12]  » [ Cancel ]

#.509 Certificate [*.cer” crt

Personal Information Exchange [*. k",
Certifizate Trusgt List [7 2]

Certificate Revocation List [*.crl]

icrozoft Seralized Certificate Store [F sst]
PKCS #7 Certificates [*.gpc™.prh)

All Files [*.7]

6. Click Next. To complete the installation process, you are required to enter the PIN (password) you set up for the
certificate during the enrollment process. If you have forgotten your password, contact your system administrator

who will be able to reset it for you.
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Certificate Import Wizard &l

Password

Ta maintain security, the privake key was protected with a password,

Type the password for the private ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fark. this key as exportable, This will allow vou ko back up or transport your
fews at a later time,

< Back ” Mext = ][ Zancel

7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard ﬁl

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or vou can specify a location For

() Aukomatically select the certificate store based on the type of certificate

() Place all certificates in the following store!

Certificate store:

< Back “ exk = ][ Cancel ]

8. Click 'Next'.
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Certificate Import Wizard EI

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mame [nhcerkstemail_cert_1

£ >
< Back ” Finish l [ Zancel

9. The last step: completing the Certificate Import Wizard.
10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key E]

An application iz creating a Pratected item.

Cropto&Fl Private Key

Security level et to Medium [ Set Security Level . ]

Ok, |[ Cancel H Dretails... ]

That's it. You have successfully imported your digital certificate into your Windows Live Mail.

Importing Your Certificate into Mozilla Thunderbird
« If you have originally downloaded the certificate through Mozilla Thunderbird on the same computer then it should
have been already installed.
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- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Thunderbird installation by following the steps given

below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then

please read the section 'Enrollment and Collection of your Certificate' first.
1. Open Thunderbird and then click 'Tools' > 'Options' > 'Advanced'.

2. Click the ‘Certificates’ tab

- Optional - select Ask me every time under When a server requests my personal certificate.

- Doing this alerts you to the fact that a server has requested identity confirmation and enables you to
select your Client Certificate.

3. Click the ‘View Certificates’ button.

4. In the certificate manager interface, make sure the ‘Your Certificates’ tab is selected and click 'Import'.

Options

B &« B B 2

General lisplay Composition Chat Security Attachmeris Advanced

\General| Reading & Display | Network & Disk Space | Update | Certificate

When a server requests my personal certificate:
() Select one automatically Bk me every time

—

'-.-'iew Cettificates |] Iﬂevncatinn Lists] [ Yalidation ] Iiecurity Cevices

&' Certificate Manager

| Your Certificates |F'eu:||:|le Servers | Authorities | Others

You have certificates from these organizations that identify you:

Certificate MName Security Device Serial Mumber Expires Cn R
[=) COMODO CA Limited
Alice Green Software Security Device  6C:3B:1CA3:90:Fa:84: . 10/21/2014

Ban:lpr.ﬁ.II...] ’ Import.. ]

InCommon Certificate Manager | Email and Client Certificate End User Guide 22



=
L

“) IncomMmmon. Certificate Manager

5. Navigate to the location of your PKCS12 certificate file and enter any necessary passwords.
Once complete the certificate will appear and you will be able to digitally sign and encrypt e-mails.

6. Click 'OK' to Thunderbird.

That's it. You have successfully imported your digital certificate into Mozilla Thunderbird.

Importing Your Certificate into Mac OS X Mail / Apple Mail
- If you have originally downloaded the certificate through the Mac Mail/Apple Mail installation on the Mas OS
computer then it should have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Mac Mail/Apple Mail installation by following the
steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

Apple Mac OS uses the Keychain Access Utility to manage digital certificates.

1. Click 'Applications' > 'Utilities' > 'Keychain Access'
2. Select 'Login' from left side and click 'File' > 'Import Items...'

Edit View Window Help

® Keychain Access

New Password Item... |
New Secure Note |[tem... 38N
[ Nalé

New Keychain... MEN

H] Click to log

Keychains Import ltems...

System Add Keychain...
System Roc  Delete Keychain “login” Y #&

Close 38\
[Kin
Category tm:t :lel'!'r;éhaw}:ll I|0g|n 3L
A All ltems oc eychains
A, Passwords

Secure Notes [
E] My Certificates

3. Navigate to the location of your PKCS12 certificate file and click 'Open’'.
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Enter the password for “alice_cert.pl2":

Password: sessss
[ | Show password

= Details

| {Cancel}( Ok )

4. Enter the key pair's password and click 'OK'. Note: If prompted whether to trust certificates issued by your CA

automatically, select Always Trust option to trust and install your certificate.

The certificate will be installed and can be viewed by clicking Category > My Certificates in the Keychain Access

Certificate Manager

interface.
8 00 Keychain Access
ﬂ—ﬂ Click to lock the login keychain. Lo}
Keychains
' login
& System Issued by: COMODO Client Authentication and Secure Email CA

Expires: Sunday, February 2, 2014 &:59:59 PM Eastern 3tandard Time
& This certificate is valid

System Roots

MName & Kind
Category

2 All ltems
. Passwords

kB clicegreen@company.com certificate

Secure MNotes

B My Certificates

i Keys
| Certificates

n

Once installed the certificate will be available for digitally signing and encrypting your emails through Mac Mail and Apple

Mail and for authenticating yourself to the websites that require certificate authentication.

Importing Your Certificate into Eudora (PC)

« If you have originally downloaded the certificate through the Eudora on the same computer then it should have

been already installed.

InCommon Certificate Manager | Email and Client Certificate End User Guide
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- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Eudora installation by following the steps given

below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then

please read the section 'Enrollment and Collection of your Certificate' first.

The Eudora mail client itself does not manage digital certificates but uses the Windows certificate store instead.

1. Click Start > Control Panel > Internet Options

B Control Panel
r-" Edt View Favorites Took Help

J Bacl > ’ /l‘Sear'ch LI. Folders .

Address [} Control Panel
- 3 -

Accessibilty  Add Hardware #Add or Adrministr ative
Opkions Remoy, .. Tools

P ¥ & WO

My Pictures
a1y L]
E Eudora (= My Music

-_‘. My Computer
'f[e Inkernet Explorer 5’
(.. Control Panel
€ Gaoogle Chrome

k=5, Set Program Access and
' Defauilts

&

ﬂ’- Control Panel £

3 Switch to Category Yiew

See Also

0' '; Microsoft Outlook 2010 \é e e o R i At Pl
& 'Windows Update Updates
“ MSN @) Help and Support @) Help and Support f .Jl 4 il |
p Search £ ey E
@ Windows Meda Plghe = Folder Options ~ Fonks Game
Controllers
ﬁ1 Lig OFF rj6| Turr OFF Computer Java Keyboard Plail

is Start 2 How do I obtain a Sf... & plugins
e & b

2. Select the 'Content' tab and then click the 'Certificates' button.
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3.

InComMmon.

Internet Properties

General | Security | Privack) Content LFonnections | Programs | Advanced

Content Advisor

@ Ratings help vou control the Internet content that can be
wiewed on this computer,

Use certificates For encrypted connections and identification.

e ——
[ Clear 551 skate ﬂ Certificates D Publishers ]

Certificates

AukoComplete

% AukoComplete stores previous entries Setkings

on webpages and suggests matches
Far wou,

Feeds and 'Web Slices

Feeds and Web Slices provide updated Settings
&

content From websites that can be
read in Inkernet Explorer and other
programs.

[ o4 ][ Cancel ]

In the 'Certificates interface’, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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Certificates

Inkended purpose:

Issued To Issued By

)
—

Certificate intended Piwggss

Personal | Cther People | Intermediate Certification Authorities | Trusked Rook Certificatior £ #

Certificate Manager

PIX]

Expiratio...  Friendly Mame

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revacation lists Fron your disk to a
cerkificate stare.

A certificate, which is issued by a certification authority, is
a confirmation of vaur identity and contains information
used ko protect data or ko establish secure netwark:
connections, A certificate store is the system area where
certificates are kept.

To continue, click MNext,

[ Mext = |[ Cancel ]

4. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.

Certificate Import Wizard

File to Import
Specify the file wou want to import,

Eile name:

3

Erowse,..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (. PFX, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates (P7E)

Microsoft Serialized Certificate Store {,55T)

< Back ” Mext = ][ Cancel
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5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down
box, locate your certificate file (.p12) and click 'Open’' (see below).

Open E]
Loak ir: |lf) certs ‘V| (€] T B G-

‘-.’J @alice_cert

@ T
]
=

Desktop

\$

ty Documents

%

tdy Conputer
.% File narme: I | I Open l
by Metwork, Files of type: Personal Infarmation Exchange [* pf:".p12) v l Cancel ]
».509 Certificate [, cer.”

Ferzonal Information Exchange [
Certificate Trust List [ zt)

Certificate Revocation List [*.crl]

Microzoft Serialized Certificate Stare [*.2st)
FPELCS #7 Certificates [*.zpc;”.pFh)

All Files [*.7]

6. Click Next. To complete the installation process, you are required to enter the PIN (password) you set up for the
certificate during the enrollment process. If you have forgotten your password, contact your system administrator

who will be able to reset it for you.
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Certificate Import Wizard &l

Password
To maintain security, the private key was protected with a password,

Type the passward For the private key,

Passward;
|******

Enable strong private key pratection. You will be prompted every time the
private key is used by an application if wou enable this option,

[]3ark this key as expartable. This will allow you ta back up or transpart your
kews ak a laker tme,

[ < Back ” Mext = ][ Cancel ]

7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard ﬁl

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or vou can specify a location For

() Aukomatically select the certificate store based on the type of certificate

() Place all certificates in the following skore!

Certificate store:

< Back ” Mext = ][ Cancel ]

8. Click 'Next' to proceed to the the last step - completing the Certificate Import Wizard.
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Certificate Import Wizard EI

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mame [nhcerkstemail_cert_1

£ >
< Back ” Finish l [ Zancel

9. Review your settings and click Finish to import your certificate.

10. Select the security level for storing your private key and click OK.

Importing a new private exchange key E]

An application is creating a Protected item.

Croptod&Fl Frivate Key

Security level set to Medium [ Set Security Level . ]

[ oK |[ Cancel H Details... ]

That's it. You have successfully imported your digital certificate into Windows. You can now sign and encrypt mails in
Eudora using this certificate.

Importing Your Certificate into The Bat!
- If you have originally downloaded the certificate through Bat!, then it should have been already installed on the
same computer
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- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Bat! installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Open The Bat!, then click 'Account' > 'Properties’.

2. In the Account Properties screen, select General from the left hand nav and click the 'Edit personal
Certificates' button:
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. . el
hols  Wiew  Options Help &5

Message Specials Folger

Marme '
=H) alicegreentconmpan R}
Fi

k
[

Delete, ..

| ek Mew Mail Fz

@ Outho d
3 Sent Mai (4 Send Queued Mail Shift+Fz
& Trash [Tl Change Password on Server...
[@ Set Access Password, ., Chel+F1Z
[ Yiew Log Shift+Chrl4+-a
s Refresh Chr+-F3
IMAP Commands b

Shifk+iZtrl+F

fsel Account Properties - alicegreen@company.com

@ General

@ Transpork Marne |alicegreen@cumpanv.cum |
% Mail management
=] QD'IIDI'IS_ _ [ Edit personal Certificates Edit personal wCard ]
|:8 Files & directories
=-£0] Templakes Frarn information
El Mew message Eram Mame |F'||il:E Green |
@ Reply
[ Farward From fAddress |a|icegreen@cnmpanv.cnm |

@ Reading confirmation
@ Save message

[g Cookies

{j} cound Reply-To information

Qrganization |l:|:|m|:|any |

['—| Mermo Reply-To Mame | |

Reply-To Address | |

Defaulk address book: | <default = L |

[] This account is the default for "mailko:" URLs

Yirtual Folder name templake: |[%:Marne] |

oK || concel || Help

3. Inthe ACCOUNT.VCF screen, make sure the 'Certificates' tab is selected and then click 'Import'":
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fsel vCard file - ACCOUNT.VCF - alicegreen@company.com

General | Personal Business| §|Other

Issued To Issued By

Expires

Ruoak

Generate. ..

] ’ Reset signers. .. ]

Import SIMIME Certificates from Files

Lok jm: | | certs

'E alicegreen@cnmpany.cum

by Recent
Dacuments

L

Dezktop

|

.

\$

My Documents

ky Computer

o |

File name:

V| [ Open ]

by M etk Files of type:

&l Files (%)

w | [ Cancel ]

4. Navigate to the location of your InCommon Client Certificate file in .p12 format.

5. If this is the first time you have tried to import a certificate, then The Bat! will ask you to set a password for the
certificate store. It will then request you enter this password every time you access the store (including this first
time). You should choose a secure password that features both alphabetic and numeric characters. Please make

a note of this password for future reference.

frel Input PFX Password

Input password to decrypk data stored in alicegreen@company . com

||

Cancel ||
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6. To complete the import and the installation process, you are required to enter the PIN (password) that you set up
while exporting/backup of the certificate.

fael Input PEX Password §|

Input password ko decrypk a private key stored in alicegreen@company . com.pl2, Private key
caption is ™'s COMODO CA Limited 10",

o] l ’ Cancel ] ’ Help

7. Click OK to finish the process. The certificate will be imported into The Bat! Certificate store and can be used for
digitally signing encrypting emails.

Rl vCard file - ACCOUNT.¥CF - alicegreen@company.com

eneral | Personal | Business | Certificates | Other
Issued To Issued By Expires Roack

2] comoDo Client Authenticatio,.. UTMN-USERFirst-Client Authentic, . S/30/2020 10:48:3...  AddTrustE...

[Z|UTM-USERFirst-Client Authent... AddTrust External Cf Rook 513002020 10:48:3,,,  AddTrust E...

(=] addTrust External CA Root AddTrust External CA Rook 5130/2020 10:48:3,,, AddTrustE...

alicegreen@cnmpany.mm COMODO Personal Authentication, .. 10/4/2014 11:59:5,,,  AddTrustE...

| Import, .. ’ Generate. .. ] ’ Reset signers. .. ]
[ 04 l ’ Cancel ] ’ Help ]

That's it. You have successfully imported your digital certificate into Windows. You can now sign and encrypt mails in Bat!
using this certificate.

Importing Your Certificate into Outlook Express 5 & 6
- If you have originally downloaded the certificate through Outlook Express, then it should have been already
installed on the same computer

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Outlook Express installation by following the steps
given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.
1. Open Outlook Express and click 'Tools' > 'Options’.

2. Select the 'Security' tab and then click the 'Digital IDs' button.
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File  Edit

Create Mail
Folders
I'_;f] Cutlook Express

= @ Local Folders

Wie

S Sent Thems
3 Delsted Ttems

¥ Local Folders - Outlook Express

‘ Ta

Iy ok
o (U —
¥ outbox

als Help

Message

Send and Receive
Synchronize All

Yirus

Address Book... Ctrl+3hift+8

Message Rules

Folder
@Inhux
P

Dovunload Images

Secure Mail

Sy

Certificate Manager

Send
Connection

eceipts Compose

Maintenance

-—)
Pratection

Select the Intermet Explorer security zone to uee:
) Internet zone [Less secure, but more functional)
(*) Restricted sites zone [More secure)

Warm me when other applications ty to gend mail az me.

Do nat allow attachments to be saved or opened that could
potentially be a virus.

Block images and other external content in HTML e-mail,

Digital Dz [alzo called certificates] are special
docurnents that allow vou ba prove wour identity in
electonic transactions.

To digitally sign meszages or receive encrypted
messages, you must have a digital [D.

‘ Digital 1D... '
Get Digital 1D

[] Encippt contents and attachments for all outgoing messages

Cancel ] [

[] Digitally sign all outgoing messages

| ok bpply |

J |

In the Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.

Certificates

InCommon Certificate Manager | Email and Client Certificate End User Guide

Intended purpose:

Personal

Issued To

G )
—

Certificate intended MMwgpse

Other People || Intermediate Certification Authorities

Issued By Expiratio...

Certificate Import Wizard

Trusted Roaot Certificatior 4 *

Qe

Friendly Mame

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trusk
lists, and certificate revocation lisks From your disk to a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of vour identity and contains information
used to protect data or to establish secure networl:
connections. & certificate stare is the system area where
certificates are kept.

To continue, click MNext,

Mext = |[ Cancel
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A
¥

4. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.

Certificate Import Wizard Pz|

File to Import
Specify the file wou want o import,

File name:

| Browse, ..

Mote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKICS #12 (.PFx, .P12)
Cryptographic Message Svnkax Standard- PKCS #7 Certificates [.P7E)
Microsoft Serialized Certificate Store (.55T)

< Back ” Mext = l[ Cancel

5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down
box, locate your certificate file (.p12) and click 'Open’' (see below).
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Open [E

Laoak in: |l.f,\ certs V| 0 ? » -
’.J E‘éalice_cert
Recent
=
[
Deszktop

9

ty Documents

by Computer

" File name: W | I Open ]

Py Metwork,  Files of bype: Personal Information Exchange [ pka*pl12]  » [ Cancel ]

#.509 Certificate [*.cer” crt

Personal Information Exchange [*. k",
Certifizate Trusgt List [7 2]

Certificate Revocation List [*.crl]

icrozoft Seralized Certificate Store [F sst]
PKCS #7 Certificates [*.gpc™.prh)

All Files [*.7]

6. Click Next. To complete the installation process, you are required to enter the PIN (password) you set up for the
certificate during the enrollment process. If you have forgotten your password, contact your system administrator

who will be able to reset it for you.
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Certificate Import Wizard ﬁl

Password

To maintain security, the private key was protected with a password,

Type the password For the private key,

Passwiord:
|******

Enable straong private key protection, You will be prompted every time the
private kew is used by an application if you enable this option,

Mark: this kew as exportable, This will allaw wou ko back up ar kranspork saur
}evs at a laker time,

< Back ” Mexk = l[ Cancel

7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard &l

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For

() Autamatically seleck the certificate store based on the bype of certificate

{(#)Place all certificakes in the Following skore:

Cettificate store:

Personal Browse. ..

< Back ” Mexk = l[ Cancel ]

8. Click 'Next'.

9. The last step: completing the Certificate Import Wizard.
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Certificate Import Wizard EI

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mame [nhcerkstemail_cert_1

£ >
< Back ” Finish l [ Zancel

10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key E]

An application iz creating a Pratected item.

Cropto&Fl Private Key

Security level et to Medium [ Set Security Level . ]

Ok, |[ Cancel H Dretails... ]

That's it. You have successfully imported your digital certificate into Outlook Express.
Importing Your Certificate into Mozilla SeaMonkey Email Client

- If you have originally downloaded the certificate through Mozilla SeaMonkey then it should have been already
installed.
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- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into SeaMonkey installation by following the steps given

below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then

please read the section 'Enrollment and Collection of your Certificate' first.
1. Open SeaMonkey and then click 'Edit' > 'Preferences’.

2. Inthe Preferences screen, select 'Privacy & Security' > 'Certificate’' and then click the 'Manage Certificates...'
button.
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il WSS Yiew Go  Message Tools  Window
a
£ s |
=]
2 on
'_; Select »
: nts
—
AL

Find Links &s You Type
Find Text As You Type !

Properties...

FPreferences...

= Preferences

Category

Certificates
MNotifications Le

Composition
Send Format

Client Certificate Selection

Decide how SeaMonkey selects a security certificate to present to websites

Addressing that require one;

Junk & Suspect ... () Select futomatically (&) Ask Every Time

Tags

Return Receipks Manage Certificates

Character Encod. .. Use the Certificate Manager to manage your personal certificates, as well

Metwork & Stora.. and cerkificate authoritiss,

Composer

< =] Privacy & Security Manage Seclirity Devices
ST TIErS Use this butlon to manage your security devices, such as smart cards.

Zookies ’ Manage Sexurity Devices. .. ]

[ Manage Certificates. .. ]

Images

Popup Windows
Passwords

Masker Passwords

-# Certificate Manager,

Your Certificates |Peop|e Servers | Autharities || Others

You have certificates From these organizations that identify you:

4

Cettificate Mame Security Device Serial Number Expires On

_

| ok | [ Hen |

3. In the certificate manager interface, make sure the ‘Your Certificates’ tab is selected and click 'Import'.

4. Navigate to the location of the PKCS12 certificate file in which your certificate is stored and enter any necessary
passwords. Your certificate will be imported and you will be able to use it to digitally sign and encrypt e-mails.

5. Click OK in the Certificate Manager dialog to return to the Preferences screen.
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« Optional - select Ask me every time under When a server requests my personal certificate.

Doing this alerts you to the fact that a server has requested identity confirmation and enables you to
select your InCommon Client Certificate.

6. Click OK in the Preferences interface to return to SeaMonkey.

That's it. You have successfully imported your digital certificate into Mozilla SeaMonkey.

Importing Your Certificate into Internet Explorer
- If you have originally downloaded the certificate through Internet Explorer then it should have been already
installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into your computer by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Open Internet Explorer and click 'Tools' > 'Internet Options'.

2. Select the 'Content’ tab and then click the 'Certificates' button.
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77 Favorites C Free antivi

COMODI(

Creating Trust Onl{

Products K

Chrl4+-5hift+-Del
Chrl+5hift+P

elete Browsing History. .,
InPrivate Browsing
Reopen Last Browsing Session

InPrivate Filkering Crl+5hift+F

InPrivate Filkering Settings

Pop-up Blocker 3
SmartScreen Filker 3
Manage Add-ons

Compatibiliey Wisw
Compatibility Yiew Settings

Windows Update

Developer Tool

Inkernet Oy

Certificate Manager

Internet Options E| rg|
|

| General || Security | Privacﬂ Conkent konnections | Programs | advanced

Conkent Advisar —

¢

Ratings help you control the Internet content thak can be
viewed on this computer,

Settings

Certificates -

5
[ Clear 551 stat{ ][

AutoComplete —

= AukaComplete stores previols entries Settings

on webpages and suggests matches
for you,

Feeds and Wweb Slices -

=

Use certificabes for encrypted connections and identification.

H ) Publishers ]

Cettificates

Feeds and Wehb Slices provide updated
content From websites that can be
read in Inkernet Explorer and other
programs.

Settings

’ [a]4 H Cancel ] apply

3. In the Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import’ and then click 'Next'.
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Certificates E] @

Intended purpose:

Personal | Other People | Intermediate Certification Autharities || Trusted Root Certificatior € #

Issued To Issued By Expiratio...  Friendky Mame

Certificate intended CMwgose

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lisks From wour disk ko a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used bo protect data or ko establish secure network,
conneckions, & certificate skare is the syskem area where
certificates are kept.

Tao conkinue, click Mexk,

mm:b | [ Cancel

4. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard [zl

File to Import
Specify the file wou wank ko impark,

File name:
|| | [ Browse, ..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (. 55T)

[ < Back ” Mexk = ][ Cancel ]

5. Locate your certificate file (.p12) and click 'Open':

Open @

Laoak in: |l.f,\ certs V| 0 ? » -

J E‘éalice_cert

Recent

=

Deszktop

9

ty Documents

o

by Computer

- File name: W | I Open ]

Py Metwork,  Files of bype: Personal Information Exchange [ pka*pl12]  » [ Cancel ]

#.509 Certificate [*.cer” crt

Personal Information Exchange [ pkx*
Certifizate Trusgt List [7 2]

Certificate Revocation List [*.crl]

icrozoft Seralized Certificate Store [F sst]
PKCS #7 Certificates [*.gpc™.prh)

All Files [*.7]
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6. After locating your certificate file, click Next. To complete the installation process, you are required to enter the
PIN (password) you set up for the certificate during the enroliment process. If you have forgotten your password,
contact your system administrator who will be able to reset it for you.

Certificate Import Wizard ﬁl

Password

To maintain security, the private key was protected with a password.

Type the password for the private ke,

Passwiord;
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fMark. this key as exportable. This will allow vou ko back up or transport your
kews at a later time,

< Back ” Mext = l[ Cancel

7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard ﬁl

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, ar you can specify a lacation For

() Aukomatically select the certificate store based on the type of certificate

(%) Place all certificates in the Following skore:

Certificate store:

Personal Browse. .,

< Back ” Mexk l[ Cancel ]

8. Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard EI

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mame [nhcerkstemail_cert_1

£ >
< Back ” Finish l [ Zancel

9. Click Finish to complete the process. The certificate will be imported.

10. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key E]

An application iz creating a Pratected item.

Cropto&Fl Private Key

Security level et to Medium [ Set Security Level . ]

Ok, |[ Cancel H Dretails... ]

That's it. You have successfully imported your digital certificate into Internet Explorer.

Importing Your Certificate into Comodo Dragon
- If you have originally downloaded the certificate through Comodo Dragon then it should have been already
installed.
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- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into your computer by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Open Comodo Dragon then click 'Comodo Dragon icon' > 'Settings'.

2. Scroll down the Settings page in the new tab and click the Show Advanced Settings link.

T Free antivirus | Free SSL | Inte
Mew kab

M window

Tew incognita windaw

Swikch ko virtual mode

Bookmarks L2

- b s e :}
- ———

[ T———
\V Sign in ko Dragon,..

About Coamada Dragon COMODO . M X

Free Antivirus | Free 551 | Inke % o Settings ®

Help
@ [ chrome: /fsettings
Exit
Dragon Settings

ahoo! * || Manage search engines...

. Users
Settings
You are currently the only Comodo Dragon user,

Add new Lser. ., Delete this user Imnport bookmarks and settings...

Help
Default browser
Make Comodo Dragon my default broweser
Comodo Dragon is not currently your default broweser,
Updates

Disable autornatic updates

Updates for Comodo Dragon wil be downloaded and installed autormatically,

Show advanced settings...

3. Scroll down the page and click the Manage Certificates button under HTTPS/SSL.
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coMoDo

A, Settings
<« » @ |[chrome://settings * w @
A
Dragon Settings
Histary Language and input settings. ..
Extensions | Offer to translate pages that aren't in a language I read.
II Settings
Dowiloads
Help Diovwenload location: | ChDocurments and Settings!, ; Change...

Azl where to save each file before downloading

System

| Continue running backoround apps when Comodo Dragon is closed 0

| |se hardware acceleration when available
I E—

<

4. In the Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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Certificates E] @

Intended purpose:

Personal | Other People | Intermediate Certification Autharities || Trusted Root Certificatior € #

Issued To Issued By Expiratio...  Friendky Mame

Certificate intended CMwgose

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lisks From wour disk ko a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used bo protect data or ko establish secure network,
conneckions, & certificate skare is the syskem area where
certificates are kept.

Tao conkinue, click Mexk,

mm:b | [ Cancel

5. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard [zl

File to Import
Specify the file wou wank ko impark,

File name:
|| | [ Browse, ..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (. 55T)

[ < Back ” Mexk = ][ Cancel ]

6. Locate your certificate file (.p12) and click 'Open’:

Open @

Laoak in: |l.f,\ certs V| 0 ? » -

J E‘éalice_cert

Recent

=

Deszktop

9

ty Documents

o

by Computer

- File name: W | I Open ]

Py Metwork,  Files of bype: Personal Information Exchange [ pka*pl12]  » [ Cancel ]

#.509 Certificate [*.cer” crt

Personal Information Exchange [ pkx*
Certifizate Trusgt List [7 2]

Certificate Revocation List [*.crl]

icrozoft Seralized Certificate Store [F sst]
PKCS #7 Certificates [*.gpc™.prh)

All Files [*.7]
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Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private ke,

Passwiord;
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fMark. this key as exportable. This will allow vou ko back up or transport your
kews at a later time,

%]

< Back ” Mext = l[ Cancel

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, ar you can specify a lacation For

() Aukomatically select the certificate store based on the type of certificate

(%) Place all certificates in the Following skore:

Certificate store:

Personal Browse. .,

< Back ” Mexk l[ Cancel

]

9. Click 'Next' to proceed to the review and confirm stage:
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Certificate Manager

To complete the installation process, you are required to enter the PIN (password) you set up for the certificate

during the enroliment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you.

8. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

X
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Certificate Import Wizard @

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mame [nhcerkstemail_cert_1

£ >
< Back ” Finish l [ Zancel

10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key @

An application is creating a Protected item.

Croptod&Fl Frivate Key

Security level set to Medium [ Set Security Level . ]

[ oK |[ Cancel H Details... ]

That's it. You have successfully imported your digital certificate into Comodo Dragon.

Importing Your Certificate into Comodo IceDragon
- If you have originally downloaded the certificate through Comodo IceDragon then it should have been already
installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into your computer by following the steps given below.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Open Comodo IceDragon then click 'Tools' > 'Options’ > 'Advanced'.
2. Select the 'Certificates' tab

« Optional - Leave enabled 'Ask me every time' under 'When a server requests my personal certificate'.

- Doing so alerts you to the fact that a server has requested identity confirmation and enables you to select
your InCommon Client Certificate.

Internet Security and S5L Certificate from COMODO - Comodo Igel

“ Free Antivirus | Free S5L

c Free Antivirus | Free S5L | Internet Se. Downloads Chrl+]
Add-ons Crri+Shift+4

4= ! b wive.comodo,com
‘Web Developer ]
Page Info

CD M O D O Start virkual Mode

Creating Trust Online®

Products Hoine & Home Offige E-Colnineice

= Taptons

Py Ny o~
@8 & € ooa
General Tabs Content  Applications  Privacy petTri

Certificates

wWhan & sarver requests my pgfsonal cartificate:

General  Metwork  Update

() Select one automatical  (5) Ask me every time

[ View Certificates )[ validation ] [ Security Devices ]

by COMODO 114 ] [ Cancel I

3. Click the 'View Certificates' button

4. In the certificate manager interface, make sure the ‘Your certificates’ tab is selected and click 'Import'.
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= =
= lerbficate Manager

(;r'_o_ur Certificates: Penple | Servers| Authorities | Others|

You have certificates from these organizations that identify wou:

Certificate Marme Security Device Serial Mumber Expires On

a

5. Navigate to the location of your PKCS12 certificate file, select your InCommon Client Certificate and click 'Open’.

Certificate File to Import E
Loak, i |b cerks V| @ ? ” '

’.J P alice_cert

Recent

—

?" —
[
Desklop

2

by Documents

My Computer

File name: A | [ Open ]
My Metwark, | Files of tupe: PKLCS512 Files v | Cancel |
PELC512 Files

6. To complete the import process, you are required to enter the password you set up while exporting or backing up
your certificate. Enter the password and click OK.
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e

Passwrord Entry Lrral o

Please enter the passward that was used ta encrypk this
certificate backup.,

Password: | sesees

0K l ’ Cancel

! Successiully restored your security certificatels) and private kew(s),

That's it. You have successfully imported your Digital Certificate into Comodo IceDragon.

Importing Your Certificate into Mozilla Firefox
- If you have originally downloaded the certificate through Mozilla Firefox then it should have been already
installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Mozilla Firefox by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Open Firefox then click 'Tools' > 'Options' > 'Advanced'.
2. Select the ‘Certificates’ tab

- Optional - Leave enabled 'Ask me every time' under 'When a server requests my personal
certificate'.

- Doing so alerts you to the fact that a server has requested identity confirmation and enables you to select
your InCommon Client Certificate.
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) Free Antivirus | Free SSL | Internet Security and SSL Certifica

File Edit ‘iew History  Bookmarks Help

| iC Free Antivirus | Free 550 | Internet Secu Downloads  Ctrl+]
Add-ons Chrl+Shift+4

& T Comoda CA L (EE] Ritps Set Up Sync...

‘ieh Developer r
Page Info

Options

—— | —

Options

0 5 s B

General Tabs Content  Applications  Privag

General | Data Choices | Network upda@rtificatﬁ

‘Wirhien a server requests my per certificate:

() Select one automatj (%) Ask me every time

View Certificates [ Yalidation ] [SecuritzDevices

QK l ’ Cancel l [ Help

3. Click the 'View Certificates' button.

4. In the certificate manager interface, make sure the ‘Your Certificates’ tab is selected and click 'Import'.

) Certificate Manager

four Certificates |F'e::-ple Servers || Authorities | Others

You have certificates from these organizations that identify you;

d

Certificate Mame Security Device Serial Mumber Expires On

Backup All...

5. Navigate to the location of your PKCS12 certificate file, select your InCommon Client Certificate and click 'Open’.
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Certificate File to Import @
Look, in: |l.f,\ certs V| 0 ¥ = -
’.-J_ alice_cert

Recent

@

Dezktop

9

ty Documents

by Computer
b File name: A | [ Qpen ]
by Metwork, | Files of bupe: PKLC512 Files w | Cancel |

PECST Files

6. To complete the import process, you are required to enter the password you set up while exporting or backing up
your certificate. Enter the password and click OK.

Password Entry Dialog D_q

Flease enter the password that was used to encrypt this
certificate backup,

Passward: | sessns |

I Ok l [ Cancel

V. Successfully restored wour security certificatels) and private key(s),
.

That's it. You have successfully imported your digital certificate into Mozilla Firefox.

Importing your Certificate into Opera
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« If you have originally downloaded the certificate through Opera then it should have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Opera by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then

please read the section 'Enrollment and Collection of your Certificate' first.
1. Open Opera then click 'Opera icon' > 'Settings' .

2. In the Settings tab, click 'Privacy & Security' > 'Manage Certificates'.

Chrl+T
Chrl+m

2w private window Chrl+Shift-+M Com

4 100% »
Chrl+P

Chrl+3
E-Commerce

Lhrl+H

Extensions

(et extensions

| rnode

C Free Antivirus | Free S5. X | & Settingj
C = | 0 settng = | @
b —
Privacy i
= Opera may use web services to improve your browsing experience, You may optionally disable these services,
Settings
Use a prediction service ko help complete searches and URLs typed in the address bar
'Q mearch setting Predict network actions to improve page load performance
Automatically send usage statistics and crash reports to Opera
Browser [ send a ‘Do Mok Track’ request with your browsing traffic
Web
Passwards
Privacy & security Offer bo save passwords T enter on the web
COpera help
Autofill
Enable auto-filling of Forms on webpages

Manage Autofill zettings

Cookies

(& allow local daka to be set {recommended)
() Keep local data only until T quit my browser
() Block sites from setting any data

[ Black third-party cookies and site data

[ hlanage exceptions... ] [ All cookies and site data... Learn more

Manage cetificates... Ldarn more i

=

3. In the Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import’ and then click 'Next'.
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Certificates E]EJ

Intended purpose:

Persanal | Other People | Intermediate Certification Authorities | Trusted Rook Certificatior € *

Issued To Issued By Expiratio...  Friendlv Mame

Certificate inkended prwgose

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation liskts from wour disk to a
certificate stare,

& certificate, which is issued by a certification authority, is
a confirmation af waour identity and contains information
used to protect data or bo establish secure network
connections, & certificate store is the swstem area where
certificates are kept,

To conkinue, click Mexk,

uext > [ Cancel

4. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard f'5_<|

File to Import
Specify the file wou wank ko impark,

File name:

|| | [ Browse, ..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (. 55T)

< Back ” Mext = ][ Zancel

5. After locating your certificate file, click Next. To complete the installation process, you are required to enter the
PIN (password) you set up for the certificate during the enroliment process. If you have forgotten your password,
contact your system administrator who will be able to reset it for you.

Open E]

Loak, in: |Lf}certs "| (€] ¥ £ -
.. @alice_cert
J

@ z
m
=

Dezktop

\$

ty Documents

@

by Computer
‘g File name: v | [ Open ]
My Metwark, | Files of type: Perzonal Information Exchange [F.pfpl2] % [ Cancel ]
».509 Certificate [*.cer.” crt

erzonal Information Eschange [ ple”
Certificate Trust List [%2t]
Certificate Revocation List [7.crl]
Microsoft Senalized Certificate Stare [~ 2st]
FECE #7 Certificates [* zpo.” prh]
Al Files [.7]
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Certificate Import Wizard &l

Password

Ta maintain security, the privake key was protected with a password,

Type the password for the private ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fark. this key as exportable, This will allow vou ko back up or transport your
fews at a later time,

< Back ” Mext = ][ Zancel

6. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option

Certificate Import Wizard &l

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For

() Autamatically seleck the certificate store based on the bype of certificate

{(#)Place all certificakes in the Following skore:

Cettificate store:

Personal Browse. ..

< Back ” Mexk = l[ Cancel ]

7. Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard @

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mame [nhcerkstemail_cert_1

£ >
< Back ” Finish l [ Zancel

8. Click Finish to complete the process. The certificate will be imported.

9. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key @

An application is creating a Protected item.

Croptod&Fl Frivate Key

Security level set to Medium [ Set Security Level . ]

[ oK |[ Cancel H Details... ]

That's it. You have successfully imported your digital certificate into Opera.

Importing your Certificate into Safari on Windows
- If you have originally downloaded the certificate through Safari then it should have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Safari by following the steps given below.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

Safari uses the Windows OS certificate store for encryption and authentication.

1. Click Start Menu > Control Panel > Internet Options.

2. Inthe Internet Properties screen select the 'Content’ tab and then click the 'Certificates' button.

- Control Panel
File

\_)- k ,\_/] |$ /F\J Search - Folders v

Address [} Control Panel

'ﬂ"' Control Panel & ’ % E ﬁ !
Accessibility  Add Hardware Add or Administrative  Autoratic  Date and Time Display
|:} Switch ko Cateqory Wiew Options Remow. .. Tools Updates

B v 2 v B £

Edit  iew Fawaorites  Tools  Help |1

v|GD

b

See Also

Flash Player Folder Options Fonts Game Java
% Windows Update Controllers
0 Help and Support %, , \
& O @ =
Kevboard Mouse pETwork  Metwork Setup Phone and  Power Options  Printers and
Conneckions ‘izard Maoder ... Faxes

Internet Properties “

| General f-Security ﬁ‘rivam-ﬂnnectiuns- I -Programs- -.ﬁ.clvanced:

Content Advisor

@ Ratings help vou contrdl the Internet content that can be
viewwed on this computdr,

Settings

Certificates

A

[ Clear 550 state (] [ Certificates ] [) Publishers ]

Use certificates For engvpted connections and identification,

AutoComplete

= AutoComplete stores previous entries Settings

& on webpages and suggests matches
for wou,

Feeds and Web Slices

E Feeds and wWeb Slices provide updated Settings
R

content from websites that can be
read in Internet Explorer and other
programs.

’ Ok l [ Cancel l Apply

3. Inthe Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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Certificates E] @

Intended purpose:

Personal | Other People | Intermediate Certification Autharities || Trusted Root Certificatior € #

Issued To Issued By Expiratio...  Friendky Mame

Certificate intended CMwgose

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lisks From wour disk ko a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used bo protect data or ko establish secure network,
conneckions, & certificate skare is the syskem area where
certificates are kept.

Tao conkinue, click Mexk,

mm:b | [ Cancel

4. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard f'5_<|

File to Import
Specify the file wou wank ko impark,

File name:

|| | [ Browse, ..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (. 55T)

< Back ” Mext = ][ Zancel

5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down
box, locate your certificate file (.p12) and click 'Open’' (see below).
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Open [E

Laoak in: |l.f,\ certs V| 0 ? » -
’.J E‘éalice_cert
Recent
=
[
Deszktop

9

ty Documents

o

by Computer

- File name: W | I Open ]

Py Metwork,  Files of bype: Personal Information Exchange [ pka*pl12]  » [ Cancel ]
#.509 Certificate [*.cer” crt

Personal Information Exchange [*. k",
Certifizate Trusgt List [7 2]

Certificate Revocation List [*.crl]

icrozoft Seralized Certificate Store [F sst]
PKCS #7 Certificates [*.gpc™.prh)

All Files [*.7]

6. After locating your certificate file, click Next. To complete the installation process, you are required to enter the
PIN (password) you set up for the certificate during the enroliment process. If you have forgotten your password,
contact your system administrator who will be able to reset it for you.
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Certificate Import Wizard &l

Password

Ta maintain security, the privake key was protected with a password,

Type the password for the private ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fark. this key as exportable, This will allow vou ko back up or transport your
fews at a later time,

< Back ” Mext = ][ Zancel

7. Next you will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard &l

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For

() Autamatically seleck the certificate store based on the bype of certificate

{(#)Place all certificakes in the Following skore:

Cettificate store:

Personal Browse. ..

< Back ” Mexk = l[ Cancel ]

8. Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard @

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mame [nhcerkstemail_cert_1

£ >
< Back ” Finish l [ Zancel

9. Click Finish to complete the process. The certificate will be imported.

10. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key @

An application is creating a Protected item.

Croptod&Fl Frivate Key

Security level set to Medium [ Set Security Level . ]

[ oK |[ Cancel H Details... ]

That's it. You have successfully imported your digital certificate into Safari.

Importing Your Certificate into Safari on Mac OS X
- If you have originally downloaded the certificate through Safari then it should have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Safari by following the steps given below.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

Safari uses the Keychain Access utility built into Mac OS to manage digital certificates.

1. Click 'Applications' > 'Utilities' > 'Keychain Access'

2. Under 'Keychains' on the left, select 'Login' then 'File' > 'Import Items..."

® Keychain Access Edit View Window Help

New Password Item... |
New Secure Note ltem... {+ 38N
[ Nalé

New Keychain... MEN

H?I Click to Ind

Keychains

Import ltems...

& System Add Keychain... £+ 3A
System Rot  Delete Keychain “login” Y %&

Close s\
[Kin
Category tm:t :lel'!'rlzhm?l ! I|0g|n 3L
A Allltems oc eychains
4. Passwords
Secure Notes T
E] My Certificates
3. Navigate to the location of your saved certificate file and click 'Open’.
=0

Enter the password for “alice_cert.pl2™

Password: ssesse
|| Show password

Details

4. Enter the key pair's password and click 'OK'. Note: If prompted whether to trust certificates issued by your CA
automatically, select the Always Trust option to trust and install your certificate.
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The certificate will be installed and can be viewed by clicking Category > My Certificates in the Keychain Access

utility.

806 Keychain Access

é-ﬂ Click to lock the login keychain. Lo}

Keychains
L:F" login Cortifioct
& System ket
System Roots

Issued by: COMODO Client Authentication and Secure Email CA
Expires: Sunday, February 2, 2014 &:59:59 PM Eastern 3tandard Time

i This certificate is valid

= ‘Name A Kind
atego

BaR kB clicegreen@company.com certificate
i All ltems

e Passwords

Secure MNotes

B My Certificates

i Keys
| Certificates

[E] E] Copy 1 itermn

That's it. You have successfully imported your digital certificate into Safari.

Importing Your Certificate into Google Chrome on Windows
« If you have originally downloaded the certificate through Chrome then it should have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Chrome by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enroliment and Collection of your Certificate' first.

1. Open Google Chrome, then click 'Menu icon' > 'Settings'.

2. Scroll down and click the Show Advanced Settings link.
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C Free sintives | Freesst | 1 x % %

1 www comodo.com

Hew tab
Hew window

e INCogrits windom
Boakmarks

Recent Tabs

Chrome Settings

and access them from Google Chrome on 2ny computer, You™
faviorite Google services. Leam more

ba automaticaly signed in to your

S in o Chrome
“ Settings
On startup
® Open the Mew Tao page
Ceritinug where [ left aff

Open 2 specific page or set of pages. Sat pages

Appestance

Gat thames

Show Home button

Hew ectersion added (PrivDog)

Aberays show the bookmarks bar B
Exit

Search
Sat which search engine is used when searching from the gmnkgy,

Googe ¥ MManage szarch engines...

Ukers
‘o ara currently the only Google Chrome Lser ! e |
A reEw user Delata this usar Import bookmarks and sattings... Orlando World c&‘lter" r
arriott i
Default browser Orland

Maka Googhs Chrome my default browser

Google Chrome is rot ourrently your default browser

Shiow achvanced settings...

3. Scroll down again and click the Manage Certificates button under HTTPS/SSL.
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IC Free Antivirus | Free 5L [ 10 x T 3, Settings x
= = C | [ chrome://settings ¥ =
Chrome Settings
History
: Languages

Change how Chrome handles and displays languages

II SR Language and input settings...

Wf Offer to translate pages that aren’t in a language [ read. Manage languages
Healp

Dowrloads

Download location: |C:\Documents and SettingsiJohn W | Change...

Ask where to save each file before downloading

HTTPS/S5L

Manage certificates...

Chieck for server certificate revocation

Google Cloud Print
Set up or manage printers in Google Cloud Print. Leam more
Mariage

| Show notifications when new printers are detected on the network 1

System

4. In the Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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Certificates E] @

Intended purpose:

Personal | Other People | Intermediate Certification Autharities || Trusted Root Certificatior € #

Issued To Issued By Expiratio...  Friendky Mame

Certificate intended CMwgose

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lisks From wour disk ko a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used bo protect data or ko establish secure network,
conneckions, & certificate skare is the syskem area where
certificates are kept.

Tao conkinue, click Mexk,

mm:b | [ Cancel

5. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard f'5_<|

File to Import
Specify the file wou wank ko impark,

File name:

|| | [ Browse, ..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Store (. 55T)

< Back ” Mext = ][ Zancel

6. Locate your certificate file (.p12) and click 'Open':
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Open @

Look i |l.f,\ certs V| (€] ¥ £* [C-
e E‘éalice_cert
_J

Recent

=
[
Deszktop
ty Documents

by Computer

File name: W | I Open ]

Py Metwork,  Files of bype: Personal Information Exchange [ pka*pl12]  » [ Cancel ]

#.509 Certificate [*.cer” crt

Personal Information Exchange [*. k",
Certifizate Trusgt List [7 2]

Certificate Revocation List [*.crl]

icrozoft Seralized Certificate Store [F sst]
PKCS #7 Certificates [*.gpc™.prh)

All Files [*.7]

7. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
during the enrollment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you.

8. Next.)(ou Certificate Import Wizard [‘S_<| inistrator _has
specified (¢ ——astore option.

Password

To maintain security, the private key was protected with a password.

Type the passward for the privake ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fark. this key as exportable, This will allow vou ko back up or transport your
fews at a later time,
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Certificate Import Wizard E]

Certificate Store

Cettificate stares are system areas where certificates are kepk,

Windows can automatically select a certificate store, or you can specify a location For

() Automatically select the certificate store based on the type of certificate

(#)Place all certificates in the Following skore:

Certificate store:

Personal Brotise . ..

< Back ” Mext = l[ Zancel ]

9. Click 'Next' to proceed to the review and confirm stage:

Certificate Import Wizard @

Completing the Certificate Import

Wizard

¥ou have successfully completed the Certificate Impark
wizard,

You have specified the Following setktings:
Certificate Store Selected by User  Personal

Content PFx

File Mame D hcertsemail_cert_1

< >
< Back ” Finish l [ Cancel

10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.
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Importing a new private exchange key §|

An application iz creating a Pratected item.

CroptodPl Private k.ey

Securnity level set bo Medium [ Set Securty Level . ]

| ]34 |[ Cancel H Dietails. . ]

That's it. You have successfully imported your digital certificate into Google Chrome.

Importing Your Certificate into Google Chrome on Mac OS X
« If you have originally downloaded the certificate through Chrome then it should have been already installed.

- If your certificate is not already installed on the computer you are using, then please export it from the machine
on which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to
USB then copy over). You can then import’ the certificate into Chrome by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.
1. Open Google Chrome, then click 'Menu icon' followed by 'Settings’.

2. Scroll down and click the Show Advanced Settings link.
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Users
You are currently the only Google Chrome user.
Add new user... Delete this user Import bockmarks and settings...
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Default browser
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3. Scroll down again and click the Manage Certificates button under HTTPS/SSL.
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8 0o ,r' {C Free Antivirus | Free 55L | *' <, Settings * \" \
C | [) chrome://settings Jol =
Chrome Settings

of| Offer to translate pages that aren't in a language | read. Manage languages
E xtensions

I Settings Downloads

Download location: | /Users /comodo/Downloads Change...

Ask where to save each file before downloading

HTTPS/S5L

Manage certificates...

Check for server certificate revocation

Google Cloud Print

Google Cloud Print lets you access this computer’s printers from anywhere,

Add printers

System

¥ Use hardware acceleration when available

€ ' _B K1
The Keychain Access utility will open. Chrome uses the Keychain Access utility built into MAC OS manage digital

certificates.

4. Under 'Keychains' on the left, select 'Login' then 'File' > 'Import Items...'
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Edit View Window Help

- Keychain Access

New Password Item... N
New Secure Note ltem... {r 3N
amnm

New Keychain... N

JJ?I Click to ImJ

Keychains

Import ltems...

& System Add Keychain... %A
System Rot  Delete Keychain “login” %<&

Close W
[Kin
Category ::ﬂc:z :ﬁ“::hal?l Ilcgln 3EL
A All ltems 0 eychains
.. Passwords
Secure Notes T
E] My Certificates
5. Navigate to the location of your saved certificate file and click 'Open’.
B~

Enter the password for “alice_cert.pl2":

Password: ssssss
| Show password

Details

:i Cancel :: ( OK )

6. Enter the key pair's password and click 'OK'. Note: If prompted whether to trust certificates issued by your CA
automatically, select the Always Trust option to trust and install your certificate.

The certificate will be installed and can be viewed by clicking Category > My Certificates in the Keychain Access
utility.
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8 0o Keychain Access

g-ﬂ Click to lock the login keychain. { Q

<" login
(& System
System Roots

= Name A Kind
atego
SOk kB clicegreen@company.com certificate
o All ltems
Passwaords

7
BT

B My Certificates

=]

Keychains

lssued by: COMODO Client Authentication and Secure Email CA
Expires: Sunday, February 2, 2014 &:59:59 PM Eastern Standard Time

& This certificate is valid

Secure Motes

i Keys
o Certificates

LiJ (i Copy ) Litem

That's it. You have successfully imported your digital certificate into Google Chrome

Importing Your Certificate into iOS Devices
This document explains how you can import your InCommon Client Certificate into iOS devices such as the iPhone and

iPad.

If you have originally downloaded the certificate from the iOS device, then it should have been already installed.

If your certificate is not already installed on the device you are using, then please export it from the machine on
which it resides. You then need to transfer it to this device (email it to yourself or save the certificate file to USB
then copy over). You can then import’ the certificate into the iOS device by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then

please read the section 'Enrollment and Collection of your Certificate' first.

1.
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nad ceriLiie

alice_cert.p12
iSS) 7.0 KB

12:17 PM

Unsigned

Description  Identity Certificate
Received Oct 11, 2013

Contains Identity Certificate

More Details >

Tap the Install button to begin the certificate import wizard.

2. Select Install Now then enter the password you set up for the certificate when it was exported.

I3 =

Install Profile

IMPORTANT: The authenticity of
“Identity Certificate” cannot be
verified.

Installing this profile will change
settings on your iPhone.

Install Now Cancel
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‘No SIM = 12:18 PM el —

| Cancel | Enter Password

Your password is needed to validate
the certificate “Identity Certificate”

-

Required by the “Identity Certificate” profile

1]2]3]4]s[s]7]s]o]0
8088008008
~ HEB0ne

3. After your password is accepted, iOS will automatically import your certificate. You should see a confirmation
dialog similar the one shown below.

Mo SIM = 12:18 PM =1 —)

Profile Installed  tone

Identity Certificate

@ Trusted

Description  kentity Certificate
Received Oct 11, 2013
Contains kdenlity Certificale

Mare Details »

4. Tap Done to exit the wizard.

Your certificate is now installed on the iOS device. This certificate can be used to digitally sign and encrypt your emails
and/or authenticate your identity.
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Importing Your Certificate into Android Devices
« If you have originally downloaded the certificate from the Android device, then it should have been already
installed.

- If your certificate is not already installed on the device you are using, then please export it from the machine on
which it resides. You then need to transfer it to this device (email it to yourself or save the certificate file to USB
then copy over). You can then import’ the certificate into the device by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.
1. Tap Settings > Security. Under '‘Credential Storage' select 'Install from SD card'.

Lpps DEVICE ADMINISTRATION

Device adminis

View Ivate e administrators

Users
ISONAL
Unknown sources
® |.ccaton access Allow installation of apps from
Security

) Lenauage & input

Backup & reset
ACCOUNTS

- Email

~+ Add account

SYSTEM

Type the extract the certificates.

Cancel

3. Inthe 'Name the certificate' screen, enter a friendly name to identify the certificate and tap OK.
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Mame the certificate

Certificate name:

alice cert

Cancel

4. If you have not yet set a passcode or pattern to lock your home screen then you will be prompted to do so before
proceeding. This is required before you can install your certificate and will be requested in future to access the
Android certificate store (Settings > Trusted Credentials). If you have already set a screen passcode this step will

be skipped and the certificate will be installed.

You need to set a lock screen PIN or password before you can
use credential storage.

Cancel

5. Click OK. The Certificate will be installed.

Disallow or warn before installation of apps that may cause harm

£ Backup & reset
CREDENTIAL STORAGE

ACCOUNTS

- Email

-+ Add account

>

You can confirm the certificate installation by viewing the User Certificates under Trusted Credentials.

«  Open the Settings panel and tap Security > Trusted Credentials

Tap the User tab. You will see the list of user authentication certificates installed on your Android device.
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B Battery SYSTEM

P Apps =
COMODO CA Limited

K| nt Authenticat e Email CA
& Users CO nt Authentica Email

PERSOMAL The USERTRUST Network

" : UTN-USERFirst-Client Authenticaticn and Email
@ Location access

& Security

Language & input

£ Backup & reset
ACCOUNTS

i Email

-+ Add account

=

Your certificate is now installed on the Android device. This certificate can be used to digitally sign and encrypt your
emails and/or authenticate your identity.

Importing your certificate into Android Djigzo

If you have originally downloaded your certificate to your desktop or laptop then you first need to export it from the
computer. When doing this, please make sure you export the private key and include all certificates in the certificate path
if possible. You must also specify a strong password to protect the certificate file.

Once exported you can email the certificate file to your Android device or transfer it in some other manner (for example,
copy to a USB drive or upload then download from online storage).

Before importing your certificate into Djigzo , make sure that you have configured your mail account with an existing
Android email client such as Google Mail app, K9 or the default mail client.

1. Open Djigzo app and tap menu button in the device.

2. Tap 'Import Keys'.
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7 Compose message

4= Certificates & Keys

Root certificates

S £
Impart certificates

Import keys

4. Tap on the certificate that you want to import.
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i T= ST W

File chooser

*.pfx, *.p12
/mnt/sdcard/download
L[

#|smith.pfx
#alice_cert.pfx

5. Enter the password you set up for the certificate when it was exported and tap 'Import Keys'.
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Import keys

ird/download/]smith.pfx

6. Next, you have to enter the password for the key store that was set during the first certificate import. Note: This
key store password is different from the password used for importing certificates.
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Import keys

ird/download/]smith.pfx

@ Enter the key store

password

The certificate will be imported and the following message will be displayed.
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ird/download/]smith.pfx

o Import finished

4 new keys and certificates were
imported

The imported certificate can be viewed in the Certificate & Keys screen.

iy 52 © 7 il ® 12:08
Certificates

Intermediate and end user
certificates (35)

Mo Email

:: gitd

Now the certificate can be used for signing and encrypting messages for the account that you have configured in the
device.
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