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Instructions to Request an EV Anchor

An anchor certificate will pre-validate domains for future EV certificate requests. All domains that require an EV certificate
should be included in this request. If a domain is not listed in this request, you can still request an EV certificate;
however, there will be a longer validation process which will require providing additional documentation to Comodo.

There is no requirement to create this EV anchor certificate; however, we suggest every organization follow this process
for best practices. But please note there is only one EV anchor certificate that can be applied to each organization
(school). This new process does not change the current certificate ordering process - it is simply to help make the EV
ordering process more efficient. This will not generate an actual certificate that can be used.

1. Login to InCommon CM

2. Navigate to the Certificates Tab and SSL Certificates Sub-tab

Dashboard {g} Certificates [, Discovery

S3L Certificates

G 'l' Add Export Add For Auto Install

Client Cerificates Code Signing Cerificates

3. Click the Add button to Add a new Certificate request

i. Choose the Organization

ii. Choose Certificate Type Comodo EV Multi Domain SSL

iii. Choose Term Length 1 Year (Even though 2 years is an option please choose 1 year)
iv. Server Software does not matter in this case

v. Upload or Copy and Paste CSR

Note regarding domains: Please DO NOT include sub-domains in this certificate unless you are only authorized to order
EV certificates for a particular sub-domain. The requirements for EV Enterprise RA laid out by the CA/B Forum allow
unfettered issuance only of certificates at 3™ and higher domain levels from a fully validated, active EV SSL certificate.
For example: Including example.com will allow you to obtain EV certs for sub1.example.com, sub2.example.com or
sub1.sub2.sub3.example.com, BUT including www.example.com will only allow sub1.www.example.com, efc.

vi. Enter the Common Name (this can be any domain you need an EV cert for)

vii. In the SAN list enter all domains that you will need an EV cert for
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Request New SSL Centificate X

“srequired fields

<

Organization* Comedo Group, Tne. (i) | £ Refresh

Department® ANY

£

Cerificate Type* Comodo EV Multd Domain S50

<<

Cerificate Term" 1 year

Server Software®  Apache/ModS5L

4

CSR

® provide CSR ) Autogenarate CSR and Manage Private Key
CSR*

Max CSR sizeis 32K Get CN from CSR Upload CSR
Certificate Parameters
Common Mame*

Subject Alternative Names
(oplionsl, comma separaled)

viii.Make sure to scroll to the bottom of the form and accept the agreement and click OK.

Hequesl New 3501 Certmcate x

“-reguired fields

Country* [
Relationship

Thiz farm ssswmes & single parzon will be soting a2 the Cortificale Regueater,
Cartificate Agprover and Confract Signar.
Cenification
T
BY CLICKING 377 ACCEPTA? BELOW, COMPANY AGREES THAT IT HAS READ AND UNDERSTAND
THIS AGREEMENT AMND THAT COMPANY WILL BE BOUND BY AND COMPLY WITH ALL OF ITS
TERMS AMD CONDITIONS. 00 NOT CLICK THE 4?H ACCEPTA? BUTTON IF COMPANY DOES NOT

AGREE TO BE BOUND BY THE TERMS AND COMNDITIONS OF THIS AGREEMENT, hd
Print

Subscriber Agreement
A GETEIaES UGS WS gL IO T S NS, TS IS SIS (ay U ATy
in one of more counterparts, each of which will be deemed to be an original copy of this Agreement
and all of which, when taken together, will be deemed to constitute one and the same agreement
16.16. Headings. The sedion headings used herein are for reference and convenience only and shall
not enter inte the interpratation hereol Acceplance BY CLICKING 47H ACCEPTS? BELOW, COMPANY
AGREES THAT IT HAS READ AND UNDERSTAND THIS AGREEMEMT AND THAT COMPANY WILL BE
BOUND BY AND COMPLY WITH ALL OF ITS TERMS AND CONDITIONS, DO NOT CLICK THE 3771
ACCEPTE? BUTTOM IF COMPANY DOES NOT AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THIS AGREEMENT. hd

Prnt

[l agree.” Scrofl to bottomn of the agreement fo activate check baox
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4. Once the request has been submitted, you must have another user approve the request to finalize it. Once the
request is approved, you can retrieve the order number.

5. To find the order number in INCommon CM, go to Certificates > SSL Certificates > locate the certificate applied
for by the common name > select details. Under certificate details you will see the order number.

SSL Certificate: quicktecsolutions.com

Certificate has not enrolled yet CERTIFICATE CHAIN DETAILS

Common Name
CERTIFICATE DETAILS
Vendor

Common Mame quicktecsolutions.com Torm

State Applied Requested

Expires

Serial Number
Vendor NIA Signature Algorithm

Fublic Key Algorithm
Discovery Status Not deployed

Public Key Size
Self-Enrollment Certificate ID 677784 MDS5 Hash
Type Comodo EV Multi Domain SHA1 Hash
SsL Issuer
Server Software AOL Addressi
Server Software State Address2
Term 1 year Address3
City
Owner Nicole Wayland
- State/Province
EV DETAILS Postal Code

6. Open a ticket with Comodo evdocs@comodo.com and request that an EV anchor cert be set for your account
and give them the order number. Please note the validation team may contact you with a request for additional
information to verify ownership and company identity. Turnaround time for this request is dependent upon
completion of this paperwork.

This EV anchor will be valid for approximately 13 months. DCV expiration notifications will be sent out for this certificate
just like any other certificate from InCommon CM. The certificate can be renewed in InCommon CM or another certificate
ordered. However, the validation team will still need to be contacted with the new order number (a renewal will generate a
new order number) and request to make it an anchor certificate.

Please Note:

The primary organizational details will be set to match the details validated in the anchor cert order. IF those details are
changed it will require a new anchor certificate to be created and then validated.

*The departments under the primary organization will NOT be allowed to have different details except for the Department
Name. The street address, city, state, postal code, and country will become uneditable.

For additional questions/concerns, please contact validation which can be reached Monday thru Friday 7 AM to 5 PM at
888-256-2608 Option #2. (Option #3 will bring you to technical support for InCommon CM process/procedure questions).
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