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Introduction

This step by step guide will explain how to enroll for and download your client certificate.

Step 1 - Enrollment and Collection of Your
Client Certificate

Firstly, your administrator should have sent you a provisioning email. The exact procedure to follow will depend on the type of
email you have received:

Enrollment Mails (2 Options): Invitation Mail:
¢ Click here if your email contains an Access Code ¢ Click here if your email contains a Request Code
OR and a Validation Link

*  Click here if your email contains a Secret ID
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Enrollment Type Email Invitation Email

Enrollment by Access Code

e Click the URL in the email to visit the certificate enrollment page.

e Copy and paste the Access code from your enrollment email.

*  Type your full name in the Name Field.

*  Type your internal corporate E-mail address in the 'E-Malil' field.

»  Enter your password phrase. This phrase is needed to revoke the certificate should the situation arise.

* In addition to the standard fields in the enroliment form, additional custom fields such as ‘Telephone No.' 'Employee
Code' may also be displayed depending on how the administrator has configured it.

*  Read the License Agreement and check the box alongside the 'l accept terms and conditions'.

Note: If you decline the agreement you will not be able to continue the enrollment process.
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| SIMIME Certificate Enroll

Access Code ®

First Mame: * |J|:|hn |
Middle Name: | |
LastMame: * |Smith |
E-mail: * |thI'ISI'I'Iith@tESthI'I'IEIiI'I1.I3IIII'|'| |
Fass-phrase: * T T TIY) | e
Fe-type pass-phrase:; * T |

COMODO CERTIFICATE SUESCRIBER AGREEMENT
1 Application of Terms |

1.1 The teams and conditions 561 out balow, including all applicabls schedules aflached hamets (collactivaly, the "AguementTl gevenn the elationship belwsan you
(e “Sppllcant’ or “Sutseiber) and Comodo CA Lid. *Comodo™) with respact o any of the services dasoibed hamin. In this Agreemant, “you® and “your rafar to sach
Subsoriber and iz agents, including each person listed in your aocount information 25 being asociated with wour acoount, and "we®, "us" and "our refer oo lleotively fo I
Comade and its paent and sffilistes. This Agreement explains sur obligations bo you, and your obligatiors to us in relation fo fhe Comodo Subscriplion Sendcels)(as
defined hargin) vou purehaps

1.2 By purchasing o1 sthemiise apphying for Comode's Subsoiption Semvice(s), you agres to establish an aocount with us for such semices. When you use your Jeoount
or peimit someosne else 4o use your account fo puchase or othenwize acquire acoess to addibonal Comado sewicels) or to modify or cancel your Comodo serices)
[ewen ifwie wiere not nodified of such sulhodizabion], thiz Agieement &8 smended cover any such ervice of acions, Addilienally, you agies Ehatl each pemon lisked in |
woul desound infoimation a3 baing ssociated with your acesunt for any serices provided Bo you i your agent wilh full authority be el on your behali vith respect ts |
such sareioss. Sy Sookptancs of yvour applicatianis) of requasts for our sarvices and the pefomamcs of cur sarces will ocour at 3rd Flaor, Offics Villags, Exchangs

Quay, Trafford Read, Saltord, Manchester M5 3EQ, United Kingdom.

Sactions 1 thiough 22 apply to any and all Comode Subseiption Services (a5 dafinad balow) The tarms and conditiens sat forth in Schedules & of this Agiasment
apply only to oustomers who have purchased the Comodo serwices eferenoed in such Echedule

2 Definitions and Interpretations
2.1 In thiz Agreement, unless the oondest requires ofhersize, the folloming terms and expressions shall hawe the folloving meanings:
“Businass Day” means any calandar day that i Monday to Friday inclusive, axcduding any days on which the banks in the United States ae dosed for business;

“Comode CPE means the Comodo Cedificate Praclice Statement, a5 amended from fime fo fime, avgilable ot wwan comodo. comfireponiory, a domument sething owut
the mioding praclices that Comade employs Tol the Subdeiplion Serics andwhich detines the undarlying cefificils procesed and Repodibary opeiationd, a8 may be
amandad fram tims e tima;

"Confidential Information® mears all matedial, daka, sysfems and olher infarmalion concerning the eperation, busines, projeddions, makel goals, dialegies,

I acceptthe terms and conditions ® Scroll to bottom of the agreement to activate check box.

Submit || Cancel

e Click the 'Submit' button.

Important! The application for the certificate must be made from the machine that certificate will be installed on (i.e. your
office machine.)

After you click the 'Submit' button, you will see a confirmation dialog...

You have requested E-mail validation with the following settings:

E-mail: johnsmith@testdomaini . com
Mame: John Smith

An E-mail containing an enrcliment link was sent. Click the link to continue the enrollment process.

... and you will receive an email containing a link for validation, a request validation code and instructions for downloading and

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 3
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e
Ei

e Edit Wiew Go Message Tools Help

El et Mail - |_b;.r|)'-.-'-.-'rite &ddress Boak. ::\_}. Tag = %

@ Inbioe : | ¥alidation Email - You have requ... ﬁ : -

I L reply l ~ [ lisd Fnrward] [[@ archive] ’ EBI junk] I b 4 delete]

from Demo Certificate Services Manager <support@derno, cert-manager,com =
zubject Yalidation Email - You have requested email certificate validation. 212013 5:43 PM

ko You other actions =

. ~
Dear John Sruth E
¥ou now need to complete the following steps:

# Click the following link to walidate ywour email htops: /S demo.cert-—
mahager . comd customer,/ docs/ smime Paction=validate s
requestCode=r JIdiglHIkNnoUVies EDJZLGE &
Email=ﬁhnmnﬁbﬁﬁeﬁdmnﬁnﬁnﬂl (if the link doesn't work please
copy request code rildiglH3kMnoUWVis3KEDJEc6E and paste it into proper
field in the walidation form).

Your redquest code: rildiglHIEMnoUVielEDJECLGE

* Type in & PIN Lo protect wour email certificate

*# Click 'Download' to collect yvour certificate. ¥You should save
thizs file to a zafe place on your hard drive.

* Import wyour hew certificate into yvour email client andior
internet browser. ([(Please contact your administrator for help with n
this/FPlease click the following link for instructions)

@ https: ffdemo. cert-manager . comfcustamer)docs ) smime?action=+alid atefrequest Cade=rildigiH2kMnolWia 3D IEG . .

Email 2 - Validation email
The precise content may differ to the example shown

*  You will be taken to the validation form upon clicking the link in the email.
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Comodo Certificate Manager - Client Certificate End User Guide  comopo

Creating Trust Online®
/

/

/

Account Validation

Code: * rjildigIH4kMnolVig 3KD X158
E-mail: * johnsmithi@testdomaint.com
PIN: (2]
Fe-type PIM:
Select address fields to remaove from the certificate.
Address as it will appear in cerificate Remaove

Address1; ]
AddressZ:
Address3:
City: ]
State or province: ]
Postal Code: ]

Submit Cancel

e The Code and E-mail fields will be auto-populated.

*  Type the PIN in the 'PIN' fields to protect your certificate. You will be asked for this PIN when you import the certificate
into the certificate store of your Internet browser and/or mail client.

* If you wish to have the certificate without the address details, select the appropriate 'Remove' check boxes.

e Click the 'Submit' button to complete the validation process.
Once the validation process is completed, a download dialog will be displayed for you download and save the certificate.

Next: Collecting your certificate

Enrollment by Secret ID

Click the URL in the enrollment email to visit the certificate enrollment page.
e Enter the Secret ID from your enrollment email in the 'Secret Identifier' field.
e Type your internal corporate E-mail address in the 'E-Mail Address' field.

e Enter your password phrase in the 'Annual Renewal Pass-phrase’ fields. This phrase is needed to revoke or renew the
certificate.

»  Enter the password in the 'Password' fields. This will protect access to your Digital ID.

* In addition to the standard fields in the enroliment form, additional custom fields such as ‘Telephone No.' 'Employee
Code" may also be displayed depending on how the administrator has configured it.

*  The address details that are selected in the check boxes under 'Remove’ will not appear in your certificate.

*  Read the License Agreement and check the box alongside the 'l accept terms and conditions'.

Note: If you decline the agreement you will not be able to continue the enrollment process.

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 5
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Digital Certificate Download

Enter your Digital 1D information
Fill in all required fields.

E-mail Address; *

Secret identifier; *

Annual Renewal Pass-phrase

The Annual Renewal Pass-phrase is a unique phrase that protects yvou against unauthorized action on
your Digital 1D. Do not share it with anyone. Do rot lose i You will need it when you want to revoke or
renew vour Digital 1D.

Annual Renewal Pass-phrase; *

Password:
This value will be used as password to protect access to your Digital 1D,

Password;

Select address fields to remove from the certificate.

Address as it will appear in cerificate Remaove
AddressT: | |
AddressZ: | |
Address3: | |

=

City: | |

=

State or province: | |

=

Fostal Code: | |

COMODO CERTIFICATE SUBSCRIBER AGREEMENT -
1 Application of Terms

1.1 The terms and condtions set out belos, including all applicable sohedules attached hereto (oollectiwely, the “Agreement?), govem the relationship bebveen you
(the “Agplicant’ sr*Subscriber and Comodo CA L. "Comodo®jwith mespect 1o any of the samvices deswibed hamin, In thes Agreement, "rou® and *your® mefer to each
Subsesiber snd it agents, induding each pedon lwled in your sccount informalion a8 being ameciabed wilh your accownt and "we®, "ug® and "oul” refer collachvely bo
Comodo and it parend and adiliates. This Ageesmant axplaing our obligations to weu, and yeur obligations te us in elation to the Comede Subseription Sevicas) (i
dutined hanain) you parchass.

1.2 By purchasing or obheasize applying for Comada's Subscripbion Semice(s), wou sgres bo esfablish an sccound wilh us for such services, When vou use your account
of parmil semeons alse bo we yeul account be purchass of obhateiss Soguin acces o addilional Comeads ssrvice(s) o b modify &1 cancel youl Comodo sz
(avan if v wsera not notifled of such authonzation), this Agreamant as amended cowers any such sendea of actions. Additienally, yoeu agies that aach pason listed In
waur acoount information as being assooiated with wour acoount for any services provided fo wou isvour agent with full authorty te 2ot on your behaltwath espect to
such services. Any acceplance of your application(s) or requests for our services and the pefomance of our serdces wall ocour at 3rd Flogr, OHice Willage, Exchange
Quay, Traffeid Road, Salfeid, Manchestas M5 3EQ, Uniled Kingdam

Fections 1 through 22 apply to ary and all Comodo Subscripbion Semvices (ax defined below The terme and condidions zet forth in Schedules A of thiz Agreement
Apply anly to curlomen wibo have puichaged the Comodo pamvices elerenced in fuch Schaduls

2 Definitions and Inter pretations
2.1 In this Agreement, unless the conted requirs sthamise, tha follosing laims and explamions shall have the Tollosing maanings:

"Business Day® means any calendai day thal iz Monday bo Friday inclusive, excluding any daws on which Ehe banks in the United Skades are closed for Busness;

*Comoda CPS® means the Comeds Cetiflcate Frackice Statemerd, a5 amended from fime fo fime, available atwwee comede. comirepositony, a documant safting out
the woking practioes that Comodo employs for the Subscription Servioe and which defines the undedying certificate proceses and Repostory operabions, 25 may be
amended from time fo fime;

*Confidential Intemmation” means all matenal, data, systems and other information conceming the cperation, business, projections, maket goals, shategies,

Submit | | Cancel
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e Click the 'Submit' button.
»  Adownload dialog will be displayed for you to download and save the certificate.

¢ Click here to find out more about certificate collection.

Next: Collecting your certificate

Enroliment by Invitation from Administrator

The invitation mail contains a link for validation, a request validation code and instructions for downloading and collecting the
certificate. An example is shown below.

@ Inbm | Invitation Email - You have requ... ﬁ : -

I L reply l w2 [ lisd Fnrward] [[@ archive] ’ Ifﬁl junk] I b 4 delete]

from Demo Certificate Services Manager <support@derno, cert-manager,com =

zubject Invitation Email - You have requested email certificate validation. 11:53 AM

ko You other actions =

Dear Alto Marti,
¥ou now need to complete the following steps:

# Click the following link to walidate ywour email htops: /S demo.cert-—
mahager . comd customer/ docs/ amime Paction=invite &
requestCDde=SqFxIHByquEdKXAHIIQDHGHKaemail=3kﬂﬁﬂﬁxmnph-cmm
[if the link doesn't work please copy redgquest code
SqFxIHSywgzSAKEAMITODMGHE and paste it into proper field in the
validation form) .

Your redquest code: SgFxIHSywoeSAEZAMITIODMGHE

* Type in & PIN Lo protect wvour email certificate

* Click 'Download' to collect your certificate. You should sawve this
file to a safe place on your hard drive.

* Import your new certificate into your email client and/or internet
browser. [(Please contact your administrator for help with this/Please
zlick the following link for instructions)

)

Invitation email
The precise content may differ to the example shown

*  You will be taken to the 'User Registration’ form upon clicking the link in the email.

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 7
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| User Registration

Code: * SqFHEywazSAKXAMICDMGHK |
E-mail: * alto@ezamgle.com |
PIN: | @
Re-type PIN: | |
| o

Re-type pass-phrase: * | |

Select address fields to remove from the cerificate.

Address as it will appear in cerificate Remaove
Address: | Address Road | ]
AddressZ: | |
Address3: | |

City: |: ty Mame | ]

State or province: | State Mame | ]

Postal Code: 12345 | H
| COMODO CERTIFICATE SUBSCRIEER AGREEMENT ==
1 Application of Terms

| 1.1 The terms and conditions set out belos, including ail applicable sochedules attached hereto Coollectwely, the “Agreement®) gevem the miatonship bebween you
(the "Agplicant’ ar*SubscriberT and Comodo CA L. CComodo®)wath mespect o any of the sewvices described hemn, In this Agreement, "rou® and *wour® efer to each

| Subszesiber and % sgents induding sach patas leted in your account informalion &8 being aseciabed wilh your account and "wa® "ug® and "oul refei calledively ko

| Comodo and i parent and adiliates. This Sgreement axplaing our obligations fo wou, and yeur obligations te us in relation to the Comade Subseription Senicels) (s

| detingd hamin) you purchass.

1.2 By purchasing or obheasize spplving for Comoda's Subschiplion Semvice(z), you sgres to edaklish an accousd with uz for such sanices, When vouw use your account
of parmil somesns alse bo we yeur accaunt b purchass of obheasigs soquite aceess to addilional Comads semvices) of to modify or cancel youl Comodo penisais)
(avan if s s not notifled of such awthonzation), this Agreemant as amended covars any such sendoa of actions. Adddienally, yeu agies that each pason listed in
wour acoount information as being assoolated with wour acoount for any servioes prowvided fo wou & your agent with full authonty te 2ot o your behalt weth respect to

| such services. Any acceplance of your applicabions) or tequests for our services and the pedformance of sur servces will scour st 3rd Flogr, Ofice Willage, Exchange

| Quay, Tiaffend Road. Salfend, Manchestad M5 SEQ, United Kingdam

Fections 1 through 22 apply to arw and all Comodo Subscription Senvices (ar defined below The terms and condiions set fordh in Schadules A of this Agreement
| apply only to cslomen wibo hive purchiased the Comodo genices referenced in such Scheduls

| 2 Definitions and Inter pretations
2.1 In this Agreemant, umlass the sonteed requines sthamiss, the follosing teims and sxplasions shall haws the follosing maanings:

| "Business Day® means any calends day that is Monday bo Friday inclusive, sxcluding any days on which the banks in the United Stales are closed for business,;

*Comoda CPS* means the Comade Cebficate Fractios Statemant, as amended dam fime 1o time, available at wwae comede.comirepositony, a document satting ouf
the wodking practioes that Comodo employs for the Subscnpbion Servioe and which detines the underying oertificate proceszes and Repostory operations, 25 may be
amended fom time fo fime:
*Confidential Infermation” means all matenal, data, systems and sther information conceming the aperation, business, projeckions, maket goals, shategies,
-

[]1 accept the terms and conditions.
* 3croll to bottom of the agreement to activate check box

Submit || Cancel

e The Code and E-mail fields will be auto-populated.

e Type the PIN in the 'PIN' and Re-type PIN fields to protect your certificate. You will be asked for this PIN when you
import the certificate into the certificate store of your Internet browser and/or mail client.

*  Type the Pass-Phrase and Re-type Pass-Phrase fields for your client certificate. This phrase is needed to revoke the

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 8
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certificate should the situation arise.
* If you wish to have the certificate without the selected address details, select the appropriate 'Remove' check boxes.

* In addition to the standard fields in the enroliment form, additional custom fields such as ‘Telephone No.' 'Employee
Code' may also be displayed depending on how the administrator has configured it.

e Click the 'Submit' button to complete the validation process.
Once the registration process is completed, a download dialog will be displayed for you download and save the certificate.
Next: Collecting your certificate

Certificate Collection

To collect your certificate click the certificate download URL stated in the certificate collection email. A download dialog will be
displayed enabling the applicant to download and save the certificate once the validation is complete.

Digital Certificate download

Flease save your digital certificate in safe place.

| Download || Cancel

The applicant can collect the certificate by clicking the 'Download' button and save the file in a safe location in his/her computer.

File Download

Do you want to open or zave this file?

Mame: alto(@example com.plz

Twpe: Personal Information Exchange, 6,546

From: demo.cert-manager.com

Open ][ Save ]| Cancel |

l.--’ YWhile filez from the Internet can be useful, zome fles can potentially
@ harm your computer. If pou do Aot trust the zource, do not opet or
= zave this file. What's the risk?

Comodo Certificate Manager will deliver the certificate in PKCS#12 file format (.p12 file). The pass-code specified in the PIN
fields is used to protect access to this .p12 file. You will be asked for this PIN when you import the certificate into the certificate
store of your Internet browser and/or mail client.

The second (and final) stage of the procedure is to import your digital certificate into the certificate storage of your Internet
browser and/or mail client. The exact process for completing this task is dependent on which browser and/or mail client you use.
See the following section 'Step 2 - Importing Your Certificate into Your Browser orland Email Client' for more details.

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 9
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Step 2 - Importing Your Certificate into
Your Browser or/and Email Client

Once Step 1 has been successfully completed, you need to import your certificate into your web browser or/and email client. Select you type
of application from the list below to view step-by-step guidance on this process:

Email Clients Browsers Mobile Devices
*  Outlook 2010/ 2013 * Internet Explorer *+  iPhonefiPad
«  Outlook 2003 +  Comodo Dragon *  Android Device - Native
e Windows Live Mail *  Comodo IceDragon *  Android - Djigzo App
*  Mozilla Thunderbird *  Firefox
*  Mac OS X MaillApple Mail *  Opera
e Eudora »  Safari (Windows)
* Bat! »  Safari (Mac)
¢ Outlook Express 5 & 6 e Chrome (Windows)
*  Mozilla SeaMonkey *  Chrome (Mac)

Importlng your Certificate into Outlook 2010/2013

If you have originally downloaded the certificate on the same computer as your Outlook installation then it should have
been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Outlook installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Outlook 2010, then click 'File' > 'Options'.

2. Inthe Outlook Options screen, click Trustcenter' > ‘Trustcenter Settings'

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 10
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Home Send / Receive Folder View

Outlook Options

@ Help keep your documents safe and your computer secure and healthy.

Calendar Protecting your privacy

Contacts Microsoft cares about your privacy, For more information about how Microsoft Outlook helps to
protect your privacy, please see the privacy statements.

Tasks . -
Show the Microsoft Qutlook privacy statement
Motes and Journal Office.com privacy statement
Customer Experience Improvement Program
Search
Maohile Security & more
Language Lzarn more about protecting your privacy and security from Office.com.
Advanced Microsoft Windows Security Center

Microsoft Trustwaorthy Computing

Customize Ribbon
Microsoft Outlook Trust Center
Quick Access Toolbar

The Trust Center contains security and privacy settings. These settings\h

help keep your computer secure, We recommend that you do not [ Trust Center Settings... D
change these setting gl N

e [T SEnED \-“-————'/

(o] 4 l ’ Cancel

3. Inthe Trust Center screen, select ‘E-mail Security’ then click the ‘Import/Export’ button..

Trusted Publishers

Encrypted e-mail
DEP Settings

ﬁm\

.( E-mail Security

|:| Beguest 5/MIME receipt far all 5/MIME signed messages
Attachment Handling \

Default Setting: | Alice Green V| [ Settings...

9‘5 Encrypt contents and attachments far outgoing messages
t Add digital signature to outgoing messages

) Send clear text signed message when sending signed messages

Automatic Download

Macro Settings
ificates are documents that allow you to prove your identity in electronic transactions.

Programmatic Access

[ mpert/Export... | ) Get a Digital ID...

Read as Plain Text

|:| Read all standard mail in plain text

Script in Folders

|:| Allaw script in shared folders
|:| Allaw script in Public Falders

Ok ][ Cancel ]

4. In the Import/Export Digital ID interface, navigate to the location of your PKCS12 certificate file and click 'Open’. Enter
the password that was used while exporting the certificate and provide a Digital ID name.

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 1
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5.

6.

Click 'OK'.

_U§er Guide

Import/Export Digital ID

(%) Import existing Digital I From a File

Impart the Digikal ID From the file ta your campuker, Yoo must use the
passwiord you entered while exporking the certificate to this File,

Import File: |E:'|,certs'l,a|iu:e_u:ert.p12 | [ Browse. ..

Password: | sesenn |

Digital ID Mame: |F'.Ii|:e Gresn |

) Export your Digital I ka a File

Export the Digital ID information into a file, Enter a password to help protect
this inFormatian,

| | Select...

| | Erowse, ..

Microsoft Inkernet Explorer 4,0 Compatible (low-security )

Delete Digikal ID From syskem

[ Ok ] [ Cancel

Importing a new private exchange key [g

An application iz creating a Protected item.

Cryptod& Pl Frivate Key

Security level set to Medium [ Set Security Level... ]

Q. l[ Cancel ][ Details... ]

Select the security level for storing the Private Key in your system and click OK.

That's it. You have successfully imported your digital certificate into Outlook 2010 / 2013.

COMODO

Creating Trust Online®
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Importing Your Certificate into Outlook 2003

+  If you have originally downloaded the certificate on the same computer as your Outlook installation then it should have
been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Outlook installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Outlook 2003, then click 'Tools' > 'Options...".

2. Inthe Options screen, click 'Security' > 'Import/Export...'

Inbox - Microsoft Outlook
E File Edit ‘iew Gd | Tools [)Actions  Help

Sl - | 3 X SendfReceive @l Options

Find 3 —
grices | Mail Setup || Mail Format | Spelifkg | Security
Favorite Folders & Address Book...  Cri4Shift+E S
[ nbox %] Crganize rvptEdEma" ; ; A
i Encrypt conkents and attachments For outgoing messages
| Lhvead Mad ﬁ Rules and Alerts. ., 9‘21 iR .
| For Aol o [Jadd digital signature ko outgoing messages
L= ent Items ‘ Mailboz Cleanup. .. r [J5end clear text signed message when sending signed messages
All Mail Falders @ Empty "Deleted Ikems" Folder / [Jrequest SiMIME receipt For all S{MIME signed messages
o @ Outlaok Data File Eormns b Defaulk Setking: |.0.Iice Green V| [Settings...
@ Deleted Items Macro 4 Security Zones
L#| Drafts ] ] ] ]
[ Inbax E-mail Accounts. ., ; Security zones aIIm\_l wou ko customize whether scripts and ackive
— . conkent can be run in HTML messages,
L gl Junk E-mail
L5 Outbox [1] ; Zancs |® Restricted sites v | [ Zone Settings...
CarssFesds Options. .,
3 ot Tharme Download Pickures

[ Change Automatic Download Settings. .. ]

Digital IDs (Cettificates)
- | Digital I0s or Certificates are documents that allow oo ko prove voor

identity in electronic transact
Get a Digital ID. ..

ImpartfExport...

Ok ] [ Cancel l

3. Inthe Import/Export Digital ID interface, navigate to the location of your PKCS12 certificate file and click ‘Open'. Enter
the password that was used while exporting the certificate and provide a Digital ID name.
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Import/Export Digital ID

(%) Import existing Digital ID From a File

Import the Digital 10 From the file to wour computer. You must use the
passwiord you entered while exporking the certificate to this File,

Import File: |E:'|,certs'l,a|iu:e_u:ert.p12 | [ Browse. ..

Password! | sesnen |

Digital ID Mame: |.ﬂ.li|:e Gresn |

") Export ywour Digital ID ko a file

Expart the Digital ID information into a file, Enter a password to help protect
this information,

| | Select. ..

| | Erowse, ..

Microsoft Inkernet Explorer 4.0 Compatible (low-security)

Delete Digikal ID From syskem

[ Ok ] [ Cancel

4. Click 'OK".

Importing a new private exchange key

An application iz creating a Protected item.

Cruptad Pl Private Key

Security level set to Medium [ Set Security Level... ]

Q. l[ Cancel ][ Details... ]

5. Select the security level for storing the Private Key in your system and click OK.

6. Click 'Apply' and then 'OK' in the Options screen.

That's it. You have successfully imported your digital certificate into Outlook 2003.
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Importing Your Certificate into Windows Live Mall

+  If you have originally downloaded the certificate on the same computer as your Windows Live Mail installation then it
should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Outlook installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Windows Live Mail and click ‘Tools' > 'Safety Options...". (If the menu bar is not displayed, click on the Menus
icon =t ™ in the tool bar and choose Show menu bar from the drop-down.)

2. Select the 'Security' tab and then click the 'Digital IDs' button.

1 Inbox - Windows Live Mail

File Edit view G Actions  Help
3
New - Reply ?nc N e-mal sccaunts Fs
nic all e-mal accounts q
4 ' & Safety Options
_ _ Sync everything Chrl4FS .
uick views . " - :
Q - Message rules b Optifns | Safe Senders | Blocked Senders | Intemational | Phishirlg Security
Unread e-mail (5)
Unread from contad  Manage newsgraups...  ChlHw Wirug Fratection :
Manage feeds. .. Y/ e Select the Internet Explorer zecurity zone to use:
Unread feeds o O Intermet zone (Less secure, but more functional)

) (%) Restricted sites zone [More secure]
pop.googlemail]

Inbox (5] Do it allaw attachments to be saved or opened that could
Mrafe potentially be a virus.

‘warn me when other applications try ta send mail as me.

Download Images
Block images and other external content in HTML e-mail

Show images and extemnal content sent from e-mail addresses in
my Safe Senders list.

Secure Mail

#  Digital 1Dz [ako called certificates) are special
é documents that allow you to prove pour idenlity in Digital IDs...

electionic ransactions.

Ta digitally sign messages or receive encrypted Gt Digital 1D....

messages, you must have a digital 10

[]Encrypt cortents and attachments for all autgeing messages

[ Digitally sign all cutgoing messages

3. Inthe Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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/

Intended purpose: |

Personal |Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ *

Issued To

Issued By Expiratio, ..

Friendky Mame

Certificate intended Mwgpss

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lisks From your disk bo a
certificate store,

& certificate, which is issued by a certification authority, is
& confirmation of your identity and contains information
used to protect data or to establish secure netwark
conneckions, A certificate store is the syskem area where
certificates are kept,

To continue, click Mext,

| Mext: | [ Cancel

4, Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.

COMODO
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Certificate Import Wizand

File to Import
Specify the file wou want to impart,

File name:

| [ Browse. .,

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Infarmation Exchange- PECS #12 (PFX, . P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates (L P7E)

Microsoft Serialized Certificate Store (53T)

’ < Back ” Mext = \’ Cancel ]

5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down box,
locate your certificate file (.p12) and click 'Open' (see below).
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Laak in: |@ certs V| o ¥ £ -
’J géalice_cert
Recent
=
[
Deszktop

2

ky Docurments

o

ky Cormputer

" File name: s | [ Open l

[ Cancel ]

My Network Files of type: Perzonal Information Exchange [“.pfe".pl12]

#6509 Certificate [~ cer™ crt

FPerzonal Information Exchange [ pfs®
Certificate Trust List [%.2H)

Certificate Revocation List [*.crl]

icrosoft Serialized Certificate Store [* sst]
PKCS #7 Certificates [*.2pc.™.peh)

Al Filez [*.7]

6. Click Next. To complete the installation process, you are required to enter the PIN (password) you set up for the
certificate during the enroliment process. If you have forgotten your password, contact your system administrator who

will be able to reset it for you.

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 18



Comodo Certificate Manager - Client Certificate End User Guide  comopo

Creating Trust Online®

/

Certificate Import Wizard

Password

To maintain security, the private kew was protected with a password.

Type the password for the private ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this aption.

fark this key as exportable. This will allow you to back up or transport ywaour
kews at a later time,

< Back ” Mext = ][ Cancel

7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard b—q

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate skore, or you can specify a location For

(") automatically seleck the certificate store based on the bype of certificate

(#)Place all certificates in the Following skore:

Cettificate skore:

|Persnnal | [ Browse. .. ]

< Back ” Mexk = ][ Cancel ]

8. Click 'Next'.

9. The last step: completing the Certificate Import Wizard.

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved 19



Comodo Certificate Manager - Client Certificate End Usef Guide ~ comopo

/ Creating Trust Online®
e 2 p’f

L

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mamne [nhcerkstemail_cerk_d

< >
< Back ” Finish ] [ Cancel

10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key E|

An application is creating a Protected item.

Croptod Pl Private Key

Security level set to Medium [ Set Securty Level.. ]

[ Ok |[ Carcel ][ Details. . ]

That's it. You have successfully imported your digital certificate into your Windows Live Mail.

Importing Your Certificate into Mozilla Thunderbird

+ If you have originally downloaded the certificate through Mozilla Thunderbird on the same computer then it should
have been already installed.

« Ifyour certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
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copy over). You can then import’ the certificate into Thunderbird installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Thunderhird and then click 'Tools' > 'Options' > 'Advanced'.

2. Click the ‘Certificates’ tab

e Optional - select Ask me every time under When a server requests my personal certificate.

«  Doing this alerts you to the fact that a server has requested identity confirmation and enables you to select
your Client Certificate.

3. Click the ‘View Certificates’ button.

4. In the certificate manager interface, make sure the 'Your Certificates’ tab is selected and click 'Import'.

Options

i g B 32 O

zeneral Display Composition Chat Security fttachmen s fdvanced

General | Reading & Display | Network & Disk Space | Update | Certificate

When a server requests my personal certificate:

() Select one automatically @ Fsk me every time

'u'iew Certificates (] ’ﬂevncatinn Lists] [ Yalidation ] [iecurity Devices

&' Certificate Manager

‘four Certificates | People | Servers| Autharities | Others |

You have certificates from these organizations that identify wou:

Certificate Mame Security Device Serial Mumber Expires On izl
= COMODO CA Limiked
Alice Green Software Security Device /3B 1CA39%:Fa:a4: . 10/21/2014

’Ban:ly.lp.ﬁ.ll...l ’ Import... ]
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5. Navigate to the location of your PKCS12 certificate file and enter any necessary passwords.

Once complete the certificate will appear and you will be able to digitally sign and encrypt e-mails.
6. Click 'OK'to Thunderbird.

That's it. You have successfully imported your digital certificate into Mozilla Thunderbird.

Importlng Your Certificate into Mac OS X Mail / Apple Mall

If you have originally downloaded the certificate through the Mac Mail/Apple Mail installation on the Mas OS computer
then it should have been already installed.

« Ifyour certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Mac Mail/Apple Mail installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

Apple Mac OS uses the Keychain Access Utility to manage digital certificates.

1. Click 'Applications' > 'Utilities' > 'Keychain Access'

2. Select 'Login' from left side and click 'File' > 'Import ltems..."

View Window Help

New Password Item... EN
New Secure Note ltem... {3#N
New Keychain... %N

itity Preference..

Import Items

Export ltems...

Keychains

System Add Keychain... DA
SystemRo¢  Delete Keychain “login” X #®&

Close s\
|Kin
| T 2re
| Info i
Categary | tutt :ﬁ‘r’éhalr}l I|og|n 3|
A Al ltems i eychains
L. Passwords| Make Kevchain “login” Default

Secure Notes |
E] My Certificates

3. Navigate to the location of your PKCS12 certificate file and click 'Open'.
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BE .
— Enter the password for “alice_cert.pl2":
- [
LA
Password: |sesses

[ | Show password

- Details

Cancel ( OK )

Enter the key pair's password and click 'OK'. Note: If prompted whether to trust certificates issued by your CA

4.
automatically, select Always Trust option to trust and install your certificate.

The certificate will be installed and can be viewed by clicking Category > My Certificates in the Keychain Access interface.

8o Keychain Access
d] Click to lock the login keychain. 'Q
Keychains
' login
& System Issued by: COMODO Client Authentication and Secure Email CA
Expires: Sunday, February 2, 2014 &:59:59 PM Eastern Standard Time

[ ] System Roots
a &% This certificate is valid

i Mame A Kind
ego =
gaR BB clicegreen@company.com certificate
i All ltems

Passwords

ETTY

Secure Motes

=\ My Certificates

T Keys
. Certificates

n

Once installed the certificate will be available for digitally signing and encrypting your emails through Mac Mail and Apple Mail
and for authenticating yourself to the websites that require certificate authentication.

Importing Your Certificate into Eudora (PC)

If you have originally downloaded the certificate through the Eudora on the same computer then it should have been
already installed.

If your certificate is not already installed on the computer you are using, then please export it from the machine on

23

Comodo Certificate Manager - Client Certificate End User Guide | © 2014 Comodo CA Limited | All rights reserved



User Guide @ comMmobDo

Creating Trust Online®

Comodo Certificate Manager - CIigg_g___Carﬁﬁc‘é’t’éEﬁa

which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Eudora installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

The Eudora mail client itself does not manage digital certificates but uses the Windows certificate store instead.

1. Click Start > Control Panel > Internet Options

B Control Panel
Edit  Wiew Favorites  Tools  Help

> B 7 /"Searv.-h || Fokders  [33]~

My Pictures
=) eudors ) my Music Address |G Control Panel v d %
o | ==t = 6 - A
My Computer . i E
5’ i oo ﬂ’ Control Panel £ %

9 Internet Explorer
@ Gangle Chrame

Accessibilty  Add Hardware Add or Adrrinistrative
Options Remav... Tools

» 2 & W

4 E' Control Panel

=, Set Program Access and
W' Defaults

@ Switch bo Category View

| " % See Also
0 i e ek ) L Prinkers and Faxes Automatic  Dake and Time  Display Flash Player
R indows Update Updates
v MEN ) telp and Support @) Help and Support ey A il |
% =
r) Search .
Folder Options Fonts
L &
ﬁi Log OFf ﬁi Turn OFF Computer Java Keyboard PMail Mouse

/s start 2 How do I obtain a 5f... & plugins ﬂ .
e_‘, k. L ‘tb e

2. Select the 'Content' tab and then click the 'Certificates' button.
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Internet Properties

General Content Fonnections | Programs | Advanced

Security || Privacy

Content Adwisor

ql Ratings help wou control the Internet content that can be
viewed an this computer,

Settngs

Certificates
Use certificates For encrypted connections and identification,

Clear S50 state Certificates Publishers
e

AutoComplete

= AutoComplete stores previous entries Settings

on webpages and suggests matches
For you,

Feeds and ‘Wehb Slices

E Feeds and Web Slices provide updated Settings
A

| cantent From websites that can be
read in Internet Explorer and other
programs,

’ oK H Cancel ] Apply

3. Inthe 'Certificates interface', make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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Intended purpose: | <hll=

Persanal |Other Peaple | Intermediate Certification Autharities | Trusted Roat Certficatior * *

Izsued To

Issued By E:xpiratio...

Friendly Mamne

Certificate intended Mwagse

Certificate Import Wizand

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brusk
lists, and certificate revocation lists From wour disk to a
certificate store,

# certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains information
used ko protect data or ko establish secure network:
conneckions, & certificate store is the swstem area where
rertificates are kepk,

Ta continug, click Mext,

[ Hext> | I Cancel

4.  Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.

COMODO
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Certificate Import Wizand

File to Import
Specify the File you want ko impart,

File: name:

|| | l Browse, .,

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {PFX, P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Skore (,55T)

< Back “ Next = l[ Cancel l

5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down box,
locate your certificate file (p12) and click 'Open' (see below).

Open
Look it |@certs V| Q ? -4 '
’.J ééalice_cert
Recent
=
[
Desktop

,

by Documents

Iy Compuiter

-

File narne: V| [ Open l

My Mebwark  Files of type: Personal Information Exchange [* pfa"p12]  w ’ Cancel ]

Certificate Revocation List [%.orl]

Microzoft Senalized Certificate Store [* sst]
PELCS #7 Certificates [*.spc;® pih)

Al Files [7.5)

6. Click Next. To complete the installation process, you are required to enter the PIN (password) you set up for the
certificate during the enrollment process. If you have forgotten your password, contact your system administrator who
will be able to reset it for you.
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Certificate Import Wizand

Password

Ta mainkain security, the private key was protected with a password.

Type the password For the private ke,

Password:
|******

Enable strang private key prokection. You will be prompted every time the
private key is used by an application if vou enable this option.

Mark this kev as exportable. This will allow vou bo back up or transpaort vaur
keys at a later time,

< Back “ Next = l[ Cancel l

7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard [$_<|

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or wou can specifv a location For

() Automatically select the certificate stare based on the type of certificate

{(#)Place all certificakes in the Following store:

Certificate store:

|P'ersu:una| | [ Browse, ., ]

< Back. ” Mexk = ][ Cancel ]

8. Click 'Next' to proceed to the the last step - completing the Certificate Import Wizard.
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Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Conkent FF:
File Mamne [nhcerkstemail_cerk_d
< >

< Back ” Finish ][ Cancel

9. Review your settings and click Finish to import your certificate.

10. Select the security level for storing your private key and click OK.

Importing a new private exchange key

X

An application iz creating a Protected item.

Croptod Pl Private Fey

Security level zet to Medium [ Set Security Level... ]

[ ok |[ Cancel ][ Details. . ]

That's it. You have successfully imported your digital certificate into Windows. You can now sign and encrypt mails in Eudora
using this certificate.

Importing Your Certificate into The Bat!

+ If you have originally downloaded the certificate through Bat!, then it should have been already installed on the same
computer
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« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Bat! installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open The Bat!, then click 'Account' > 'Properties'.

2. Inthe Account Properties screen, select General from the left hand nav and click the 'Edit personal Certificates'
button:
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hols  Wiew  Cptions Help &0

Message Specials Folger

Marme 1 .
=17 alicegreenmcampary, [ Delete. .. :
- & Get New Mai Fz - 7 & From
2 Sent Mai () send Queued Mail Shift+Fz2
T Trash [Tl Change Password on Server..,
[@ Set Access Password, ., Chel+F1Z
[ iew Log Shift+CErl4+-a
s Refresh Chrl4+-F3
IMAP Commands 1

fsel Account Properties - alicegreen@company.com

@ Genetal

@ Transport Marne |alicegreen@mmpany.mm |
% Mail management
= Cfli'tl':'ns_ _ [ Edit personal Certificates Edit personal wCard ]
|:8 Files & directories
=-{0] Templates Fram information

[';| Mew message

@ Reply

{4 Farward From Address |a|icegreen@cnmpanv.cnm |
@ Reading confirmation
@ Save message

Erom Mame |F'.Iice Green |

Organization |cu:um|:uany |

[@ Cookjes
c{.f:| cound Reply-To information
['—| Mermo Reply-To Mame | |

Reply-To Address | |

Defaulk address book: ‘ <default = L |

[ This account is the default For "mailko:" URLs

Yirtual Folder name templake: |[%Mame] |

[0]4 l [ Zancel ] [ Help

3. Inthe ACCOUNT.VCF screen, make sure the 'Certificates' tab is selected and then click 'Import".
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lsel vCard file - ACCOUNT.VCF - alicegreen@company.com

General | Personal | Business | __jlother

Issued To Issued By Expires ook

I | Import, .. ’ Generate. .. ] ’ Feset signers... ]

Import SIMIME Certificates from Files @

Look, jr; |E}certs V| o ? < '

aliceqreen@companyy . com

ky Recent
Documents

ol

Desktop

&

by D ocuments

by Computer

File narme; | hd |
My Metwark Files of type: |,-f.'-,|| Files [%.7] " |

@

4. Navigate to the location of your Comodo Client Certificate file in .p12 format.

5. Ifthisis the first time you have tried to import a certificate, then The Bat! will ask you to set a password for the
certificate store. It will then request you enter this password every time you access the store (including this first time).
You should choose a secure password that features both alphabetic and numeric characters. Please make a note of

this password for future reference.

hel Input PFX Password

Input password to decrypt data stored in alicegreen@company . com

oK [|  caced ||  Help |

6. To complete the import and the installation process, you are required to enter the PIN (password) that you set up while
exporting/backup of the certificate.
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ﬁf Input PEX Password

Input password to decrypt a private key stored in alicegreeni@company, com.pl2, Private key
caption is "'s COMODO CA Limited 10",

o« || caneel || Hep |

7. Click OK to finish the process. The certificate will be imported into The Bat! Certificate store and can be used for
digitally signing encrypting emails.

Ral ¥Card file - ACCOUNT.¥CF - alicegreen@company.com

General | Personal | Business | Certificates | Other
Issued To Issued By Expires R.ook

[“Zlicomopo Client Authenticatio. ..  UTH-USERFirst-Client Authentic, . 513002020 100483, AddTrustE...

[CZ]UTH-USERFirst-Client Authert... AddTrust External CA Root 513002020 100483,  AddTrustE...

(=] addTrust External Ca Root AddTrust External CA Roak 5130/2020 100483,  AddTrustE...

@alicegreen@mmpany.mm COMODO Personal Authentication, .. 10/4/2014 11:59:5,,,  &ddTrustE. ..

| Import... ’ Generate. .. ] ’ Feset signers... ]
[ (0] 4 l ’ Cancel ] ’ Help ]

That's it. You have successfully imported your digital certificate into Windows. You can now sign and encrypt mails in Bat! using
this certificate.

Importing Your Certificate into Outlook Express 5 & 6

+  If you have originally downloaded the certificate through Outlook Express, then it should have been already installed
on the same computer

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Outlook Express installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Outlook Express and click ‘Tools' > 'Options".

2. Select the 'Security' tab and then click the 'Digital IDs' button.
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¥4 Local Folders - Outlook Fxpress

File  Edit Message  Help
. ' Zend and Receive ’ Receipts Send Compose

|J e | ; | Connection t aintenance
. Create Mai Synchronize All
& Address Book. ., Chrl+Shift+E " Vinus Protection

Select the Internet Explorer zecurity zone to uge:

Falders B ) Internet zone [Less secure, but more functional)
li;] Outlook Express Message Rules (%) Restricted sites zone [Mare secure)]

=] @ Local Folders Fitmae i - W'arn me when other applications ty to gend mail az me.
&2 Inbox | Do not allow attachments to be zaved or opened that could
@ Cuthos potentially be a wirus,

Download Images

Sent. Items Folder . . .
QS Delted It ‘EaInbox Block images and other external content in HTL e-mail,
eleted Items
e o b Secure kai

documents that allow pou bo prove pour identity in
electionic transactions.

To digitally sign meszages of receive encrppted
messages, you must have a digital [D.

% Digital 1Dz [alzo called certificates] are special

‘ Digital 1Dz '

Get Digital 1D

] Enciypt contents and attachments for all outgoing messages

[ 0k, H Cancel H Apply ]

] Digitally sign all outgoing meszages

3. Inthe Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.

Certificates

Intended purpose: | :

Personal |Other Peaple | Intermediate Certification Authorities | Trusted Root Certificatior ¢

Issued To Issued By Expiratio...  Friendly Name

Certificate intended B

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lisks fram your disk to &
certificate stare,

& certificate, which is issued by a certification authority, is
& canfirmation of yaur identity and contains information
used ko protect data or to establish secure network
connections, & certificate store is the system area where
certificates are kept,

To conkinue, click Mext,

Mext = |[ Cancel
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4.  Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.

Certificate Import Wizand

File to Import
Specify the file wou want to impart,

File name:

| [ Browse. .,

Maote: Mare than one certificate can be stared in & single file in the Fallowing Formats:
Personal Information Exchange- PECS #12 (PFX, . P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates (L P7E)

Microsoft Serialized Certificate Store (53T)

< Back, ” Mexk = \[ Cancel ]

5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down box,
locate your certificate file (.p12) and click '‘Open' (see below).
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Lok ir: |l.f,\ certs v| (e s s

’J géalice_cert

Recent

F‘l'-_'.'

Deszktop

9

ky Docurments

9

ky Cormputer

-

File name: s | [ Open l

by Metwork, Files of type: Ferzonal Information Exchange [*.pha”.pl2]  » [ Cancel ]

#6509 Certificate [~ cer™ crt

FPerzonal Information Exchange [ pfs®
Certificate Trust List [%.2H)

Certificate Revocation List [*.crl]

icrosoft Serialized Certificate Store [* sst]
PKCS #7 Certificates [*.2pc.™.peh)

Al Filez [*.7]

6. Click Next. To complete the installation process, you are required to enter the PIN (password) you set up for the
certificate during the enroliment process. If you have forgotten your password, contact your system administrator who
will be able to reset it for you.

Certificate Import Wizard b—q

Password
To maintain security, the private kew was protected with a password.

Type the password For the private key,

Password;
|******

Enable strong private key protection, You will be prompted every time the
private kew is used by an application if wou enable this option.

fark this kew as exportable. This will allow wou to back up or transport waour
kews at a later time,

< Back ” Mexk = ][ Cancel
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7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard _

Certificate Store

Cettificate stares are system areas where certificates are kept,

Windows can automatically select a cerkificate store, or you can specify a location For

(") automatically select the certificate store based on the bype of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

Personal Browse, ..

< Back ” fext = ][ Cancel ]

8. Click 'Next'.

9. The last step: completing the Certificate Import Wizard.

Certificate Import Wizard E|

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Conkent FF:
File Mamne [nhcerkstemail_cerk_d
< >

< Back ” Finish ][ Cancel

10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.
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Importing a new private exchange key

An application is creating a Protected item.

Cryptod& Pl Frivate Key

Security level set to Medium [ Set Security Level . ]

[ ok |[ Cancel ][ Details... ]

That's it. You have successfully imported your digital certificate into Outlook Express.

Importing Your Certificate into Mozilla SeaMonkey Email Client

+  If you have originally downloaded the certificate through Mozilla SeaMonkey then it should have been already
installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into SeaMonkey installation by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open SeaMonkey and then click 'Edit' > 'Preferences'.

2. Inthe Preferences screen, select 'Privacy & Security' > 'Certificate’ and then click the 'Manage Certificates...'
button.
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=
’ on
_; Select 3
i nts
=
3
al i
E

Find Links As You Type '
Find Text As You Type !

Properties...
& Mewsgroups Account Selings=s

# Preferences | - §|El

festegony Certificates
Matifications 5
Composition

Client Certificate Selection

Send Format Decide how SealMonkey selects a security certificate to present to websites

Addressing that require one:

Jurik & Suspect .. () Select Automatically (%) Ask Every Time

Tags

Return Receipts Manage Certificates

Character Encod. .. Use the Certificate Manager to manage your personal certificates, as well

Nebwork & Stara and certificate autharities.

Cormposer Manage Certificates...

c =) Privacy & Security Manage Sec@irity Devices
e IUse this but®on bo manage wour security devices, such as smart cards,

Cookies [ Manage Sexurity Devices... ]

Images

Popup Windows
Passwords

Master Passwords

# Certificate Manager

¥our Certificates | People | Servers | authorities | Others
‘fou have certificates from these organizations that identify wou;
Certificate Mame Security Device Serial Murmber Expires On R
—
o] (e

3. Inthe certificate manager interface, make sure the ‘Your Certificates’ tab is selected and click 'Import'.

4. Navigate to the location of the PKCS12 certificate file in which your certificate is stored and enter any necessary
passwords. Your certificate will be imported and you will be able to use it to digitally sign and encrypt e-mails.
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5. Click OK in the Certificate Manager dialog to return to the Preferences screen.

6. Optional - select Ask me every time under When a server requests my personal certificate.

Doing this alerts you to the fact that a server has requested identity confirmation and enables you to select your
Comodo Client Certificate.

7. Click OK in the Preferences interface to return to SeaMonkey.

That's it. You have successfully imported your digital certificate into Mozilla SeaMonkey.

Importing Your Certificate into Internet Explorer

+  If you have originally downloaded the certificate through Internet Explorer then it should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into your computer by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Open Internet Explorer and click "Tools' > 'Internet Options'.

2. Select the 'Content' tab and then click the 'Certificates' button.
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.comodo, camy)
Fle Edit ‘“iew Favorit Ip
‘i:f EavErias c Froe Antivi elete Browsing History. .. Ckrl+Shift+Del
i i B | InPrivate Browsing Ckrl+Shift+P

Reopen Last Browsing Session

| InPrivate Filtering Ctrl+5hife+F
Co M 0 D t InPrivate Filtering Settings

Creating Trust Onli

Internet Options

Content konnections | Programs | advanced |
Conkent Advisor —

@ Reatings help you control the Internet content that can be
viewwed on this computer,

Pop-up Blocker ] | General | Security | Privacy
SmarkScreen Fiker

i Manage Add-ons

Products
Compatibility View
Compatibility Yiew Settings

Settings
Certificates -

&

[ Clear 551 stat{ ] ’ Cettificates ] [ ) Publishers ]

Wlin.cio.wsl Llp.date Use certificates for encrypted connections and identification.

Developer Tool

AutaComplete —

e AutoComplete stores previous entries Settings

E on webpages and suggests matches
for wou.

Feeds and Web Slices -

@ Feeds and Web Slices provide updated
B

conkent from websites that can be
read in Internet Explorer and other
programs.

3. Inthe Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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Certificates

Inkended purpose:

Personal | Other People | Intermediate Certification Authorities | Trusted Pook Certificatior * *

Issued To Issued By Expiratio...  Friendk Mame

Welcome to the Certificate Import
Wizard

This wizard helps wou copy cerkificates, certificate krust
lisks, and certificate revocation lisks Fram wour disk ko a
cerkificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour idenkity and contains information
used to protect data or ko establish secure network,
connections, & certificate store is the syskem area where
certificates are kept.

Tao conkinue, click Mext,

uext} |[ Cancel

4, Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard

File to Import
Specify the File wou wank to import.,

File name:
|| | [ Browse, ..

Mote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {.35T)

[ < Back ” Mext = ][ Cancel ]

5. Locate your certificate file (.p12) and click 'Open'":

Open @
Lok in; |lﬂ certs V| G ? ¥ [~
gﬁalice_cert

L

u] ¢
0

s Y
=

)

|
—

Dezktop

\$

ty Docurments

ky Cormputer

" File name: b | [ Open l

by Metwork, Files of type: Ferzonal Information Exchange [“.pha”.pl2]  w [ Cancel ]

F]

#.509 Certificate [~ cer™ crt

Ferzonal Information Exchange [*.phe:®.
Certificate Trust List [©.2H)

Certifizate Revocation List [*.crl]

icrozoft Serialized Certificate Store [ sst]
FECS #7 Certificates [*.spc:”.p7b]

Al Files [*.7]

6.  After locating your certificate file, click Next. To complete the installation process, you are required to enter the PIN
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(password) you set up for the certificate during the enrollment process. If you have forgotten your password, contact
your system administrator who will be able to reset it for you.

Certificate lmport Wizard E

|
Password

To maintain security, the privake key was protected with a password,

Type the password for the private key,

Passwiord;
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fark this key as exportable. This will allow vou ko back up or transport your
kewvs at a later time,

< Back “ Mexk = ][ Cancel

7. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard [5_<|

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a cerkificate skore, or you can specify a location For

(") automatically select the certificate store based on the bype of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

|F'ersu:una| | [ Browse, ., ]

< Back ” Mext = ][ Cancel ]

8. Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mamne [nhcerkstemail_cerk_d

< >
< Back ” Finish ] [ Cancel

9. Click Finish to complete the process. The certificate will be imported.

10. Select the security level for storing the Private Key in your system and click OK.

X

Importing a new private exchange key

An application iz creating a Protected item.

Croptod Pl Private Fey

Security level zet to Medium [ Set Security Level... ]

[ ok |[ Cancel ][ Details. . ]

That's it. You have successfully imported your digital certificate into Internet Explorer.

Importing Your Certificate into Comodo Dragon

+ If you have originally downloaded the certificate through Comodo Dragon then it should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into your computer by following the steps given below.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Comodo Dragon then click ‘Comodo Dragon icon' > 'Settings'.

2. Scroll down the Settings page in the new tab and click the Show Advanced Settings link.

(T Free Antivirus | Free SSL | Inte
Mew kab Chrl+T
Tew window Chrl+M
Mew incognito window  CheleShift+r)
Swikch to virtual mode

Bookmarks ¥

— e . ettt .. o =
e - S

R
V Sign in to Dragon,., .

About Comodo Dragon comMoDo

Free Antivirus | Free 550 | Inte % g

Help 3
<« » ¢ |[)chrome: /fsethings
Exit ~
Dragon Settings
History ahoo! || Manage search engines... |
Extensions
) Users
Settings
You are currently the only Comodo Dragon user,
Add newe user. .. Delete this user Irnport bookrmarks and settings. ..
Help | I |
Default browser
Make Comodo Dragon my default broweser
Cornodo Dragon is not currently your default broweser,
Updates
Disable autornatic updates |
Updates for Cormodo Dragon will be dowrloaded and instaled autornatically.
Show advanced settings. ..
]

3. Scroll down the page and click the Manage Certificates button under HTTPS/SSL.
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<« » €@ [chrome: ffsettings * w @
A
Dragon Settings
History Language and input settings...
Extenzions o Offer to translate pages that aren't in 3 language 1 read.
II Settings
Dowrloads
Help Diovwerload location: | C\Docurments and Settings) i Change...

Ask where to save each file before downloading

System

¥ Continue running backaround apps when Comodo Dragon is closed 0

| se hardvware acceleration when available
—— E—

|«

4. Inthe Certificates interface, make sure the ‘Personal’ tab is selected, click 'lmport' and then click 'Next'.
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Certificates

Inkended purpose:

Personal | Other People | Intermediate Certification Authorities | Trusted Pook Certificatior * *

Issued To Issued By Expiratio...  Friendk Mame

Welcome to the Certificate Import
Wizard

This wizard helps wou copy cerkificates, certificate krust
lisks, and certificate revocation lisks Fram wour disk ko a
cerkificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour idenkity and contains information
used to protect data or ko establish secure network,
connections, & certificate store is the syskem area where
certificates are kept.

Tao conkinue, click Mext,

uext} |[ Cancel

5. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard

File to Import
Specify the File wou wank to import.,

File name:
|| | [ Browse, ..

Mote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {.35T)

< Back ” Mext = ][ Cancel

6. Locate your certificate file (.p12) and click 'Open’;

Open @
Lok in: | (£ certs v O @2 E
gﬁalice_cert

L

u] ¢
0

s Y
=

)

|
|

Dezktop

\$

ty Docurments

ky Cormputer

m File name: M | [ Open l

by Metwork, Files of type: Ferzonal Information Exchange [“.pha”.pl2]  w [ Cancel ]

F]

#.509 Certificate [~ cer™ crt

Ferzonal Information Exchange [*.phe:®.
Certificate Trust List [©.2H)

Certifizate Revocation List [*.crl]

icrozoft Serialized Certificate Store [ sst]
FECS #7 Certificates [*.spc:”.p7b]

Al Files [*.7]
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7. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate during

the enrollment process. If you have forgotten your password, contact your system administrator who will be able to
reset it for you.

Certificate lmport Wizard E'

Password

To maintain security, the privake key was protected with a password,

Type the password for the private key,

Passwiord;
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fark this key as exportable. This will allow vou ko back up or transport your
kewvs at a later time,

< Back “ Mexk = ][ Cancel

8. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has specified
otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate lmport Wizard E'

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a cerkificate skore, or you can specify a location For

(") automatically select the certificate store based on the bype of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

|F'ersu:una| | [ Browse, ., ]

< Back ” Mext = ][ Cancel ]

9. Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mamne [nhcerkstemail_cerk_d

< >
< Back ” Finish ] [ Cancel

10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.

Importing a new private exchange key

X

An application is creating a Protected item.

Croptod Pl Private Key

Security level set to Medium [ Set Securty Level.. ]

[ ok |[ Cancel ][ Dretails... ]

That's it. You have successfully imported your digital certificate into Comodo Dragon.

Importing Your Certificate into Comodo IceDragon

« If you have originally downloaded the certificate through Comodo IceDragon then it should have been already
installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into your computer by following the steps given below.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Comodo IceDragon then click 'Tools' > 'Options' > 'Advanced'.
2. Select the 'Certificates' tab

»  Optional - Leave enabled 'Ask me every time' under 'When a server requests my personal certificate’.

*  Doing so alerts you to the fact that a server has requested identity confirmation and enables you to select
your Comodo Client Certificate.

* Free Antivirus | Free SSL | Internet Security and S51 Certificate from COMODO - Comodo _-'I

C Free Antivirus | Free S5L | Internet Se. Downloads Chrl+]

add-ons CrrHShift+4
™ | el www.comodo, com

‘Web Developer 3
Page Info

COMODO Start Virtual Maode

Creating Trust Online*

Homne & Homne Offige E-Colninel ce

=

General

s S

Tabs

General  Network

() Select one automatipg  (5) Askme every time

[ View Certificates )[ validation ] [ Security Devices ]

hy COMODO 0K ] [ Cancel I

3. Click the 'View Certificates' button

4. Inthe certificate manager interface, make sure the ‘Your certificates’ tab is selected and click 'Import'.
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You have certificates from these organizations that identify wous

Certificate MName Security Device Serial Murnber Expires On

a

5. Navigate to the location of your PKCS12 certificate file, select your Comodo Client Certificate and click 'Open'.

Certificate File to Import @
Look, in: | = certs V| @ ? < '

alice_cert

L

o ¢
0

i I
=

™

Dezktop

\$

by Documents

ky Cornputer

g File name: hd | [ Open l
My Metwork, | Files of tupe: PKLCS512 Files w Cancel

F'F::.IZZEI'I 2 Files

6. To complete the import process, you are required to enter the password you set up while exporting or backing up your
certificate. Enter the password and click OK.
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Please enter the password that was used to encrypt this
certificate backup.

Password: | eesees |

[ oK l ’ Cancel

! . Successfully resktored wour security certificateds) and private key(s),

o

That's it. You have successfully imported your Digital Certificate into Comodo IceDragon.

Importing Your Certificate into Mozilla Firefox

+ If you have originally downloaded the certificate through Mozilla Firefox then it should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Mozilla Firefox by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Firefox then click 'Tools' > 'Options' > 'Advanced'.
2. Select the ‘Certificates’ tab

*  Optional - Leave enabled 'Ask me every time' under 'When a server requests my personal certificate'.

*  Doing so alerts you to the fact that a server has requested identity confirmation and enables you to select
your Comodo Client Certificate.
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weh Developer 4
Page Info
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Options
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General Tabs Content  Applications  Privag

General | Data Choices | Metwork Upda@rtifitatQ

When a server requests my per certificate:

() Select one automat) (%) Ask me every time

Wi Certificates [ Yalidation ] [Securithevices

(04 l [ Cancel ] [ Help

3. Click the 'View Certificates' button

4. Inthe certificate manager interface, make sure the ‘Your Certificates’ tab is selected and click 'Import'.

) Certificate Manager

oy CEFtiﬁCﬂtES|F‘EDpIE Servers | Authorities | Others

¥ou have certificates fram these arganizations that idenkify wou:

a

Certificate Mame Security Device Serial Mumber Expires On

Backup All... Import ...

5. Navigate to the location of your PKCS12 certificate file, select your Comodo Client Certificate and click 'Open'.
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Certificate File to Import

Laak it |@certs v|  Js s
’J alice_cert

Recent

&l

Dezktop

\$

ty Docurments

ky Cormputer

b File name: w | [ Dpen l
by Metwork, | Files of bupe: PKLCS512 Files w Cancel
PkCS12 Files

6. To complete the import process, you are required to enter the password you set up while exporting or backing up your
certificate. Enter the password and click OK.

Password Entry Dialog f'>_<|

Please enter the password that was used to encrypk this
certificate backup,

Password: | sensns |

[ Ok l ’ Cancel

! ' Successfully restored your securiby certificatels) and private kewis),
)

That's it. You have successfully imported your digital certificate into Mozilla Firefox.

Importing your Certificate into Opera
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« If you have originally downloaded the certificate through Opera then it should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Opera by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Open Opera then click '‘Opera icon' > 'Settings' .

2. Inthe Settings tab, click 'Privacy & Security' > 'Manage Certificates'.

Opera
Chrl+T
e window Chrl+m
e private window Chrl+Shift+n Com
cently closed r F
Page 4
Zakm 4 100%  * 3
Fi Chrl+P
Dowloads Chrl+
D Hicto il e E-Comimerce
Extensions Crrl4+Shift+E
ek extensions
Opera =
miode
(C Free Antivirus | Free S51 X Settingj x
C = |0 settngs = | ®

3

Frivacy
Clear browsing data... Learn more

Opera may use web services to improve your browsing experience, ¥ou may optionally disable these services,

Settings
Use a prediction service ko help complete searches and URLs tvped in the address bar
.Q Search settings Predict netwark actions to improve page load performance
Automatically send usage statistics and crash reports to Opera
Browser [] send a ‘Do Mok Track’ request with vour browsing traffic
Web
Passwords
Privacy & security Offer to save passwords T enter on the web
Opera help
Autofill

Enable auto-filing of forms on webpages

Manage Autofill settings

Cookies

(& allow local data to be set {recommended)
() Keep local data only until T quit my browser
(2 Block sites from setting any data

[ Block third-party cockies and site data

[ Manage exceptions... ] [ All cookies and zite data... Learn more

HTTES/=5

Manage cerificates... Lgatn mare

[E3

3. Inthe Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click 'Next'.
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Certificates

Intended purpose;

Personal | Cther People | Intermediate Certification Authorities | Trusted Rook Certificatior * *

Issued To Issued By Expiratio...  Friendly Mame

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trusk
lists, and certificate revocation lists From wour disk to a
certificate store.

& certificate, which is issued by a certification autharity, is
a canfirmation of wour identity and conkains information
used ko prateck daka or ko eskablish secure nebwork,
conneckions, & cerkificate skore is the system area where
certificates are kept,

To continue, click Mext,

uext:b | [ Cancel

4, Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard

File to Import
Specify the File wou wank to import.,

File name:
|| | [ Browse, ..

Mote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {.35T)

< Back ” Mext = ][ Cancel

5. After locating your certificate file, click Next. To complete the installation process, you are required to enter the PIN
(password) you set up for the certificate during the enrollment process. If you have forgotten your password, contact
your system administrator who will be able to reset it for you.

Open

Laok if: |L'f}certs V| Q F = E-
Eéalice_cert

I

o

2 ’
ai)

3 y

\

=)
|

Dezktop

\$

ty Documents

My Computer
‘g File: hame: hd | [ Open ]
My Metwark, | Files of type: Perzonal Information Exchange [F.pfpl2]  » [ Cancel ]

#5049 Certificate [* cer;™. crt
Perzonal Infarmation Exchange [
Certificate Trust List [ ztl]
Certificate Revocation List [ o)
Microsoft Senalized Certificate Stare [~ 2st]
FECE #7 Certificates [* zpo.” prib]

Al Files [*.7]
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Certificate Import Wizard

Password

To maintain security, the private kew was protected with a password.

Type the password for the private ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this aption.

fark this key as exportable. This will allow you to back up or transport ywaour
kews at a later time,

< Back ” Mext = ][ Cancel

6. Click Next. You will be prompted to choose the certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default Place all certificates in the following store option

Certificate Import Wizard b—q

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate skore, or you can specify a location For

(") automatically seleck the certificate store based on the bype of certificate

(#)Place all certificates in the Following skore:

Cettificate skore:

|Persnnal | [ Browse. .. ]

< Back ” Mexk = ][ Cancel ]

7. Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mamne [nhcerkstemail_cerk_d

< >
< Back ” Finish ] [ Cancel

8. Click Finish to complete the process. The certificate will be imported.

9.  Select the security level for storing the Private Key in your system and click OK.

X

Importing a new private exchange key

An application is creating a Protected item.

Croptod Pl Private Key

Security level set to Medium [ Set Securty Level.. ]

[ ok |[ Cancel ][ Dretails... ]

That's it. You have successfully imported your digital certificate into Opera.

Importing your Certificate into Safari on Windows

+ If you have originally downloaded the certificate through Safari then it should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Safari by following the steps given below.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

Safari uses the Windows OS certificate store for encryption and authentication.

1. Click Start Menu > Control Panel > Internet Options.

2. Inthe Internet Properties screen select the 'Content' tab and then click the 'Certificates' button.

- Control Panel L

B
f a:-

File Edit ‘Wiew Favorites Tools  Help

1

& Bk \_’) lﬁ /Fj Search 'l]__ Faolders v

.ﬁ.gldress [} Control Panel :
& ¥ © W B ¥ =

Accessibility  Add Hardware Add or Administrative  Autormatic  Date and Time Display
Cptions Remory., .. Tools Updates

[ | . ‘ -
v B T B
Flash Player Folder Options Fanits Game InteliR
Controllers 3

ﬂ Control Panel &

[} Switch ko Categaory View

See Also

-ﬁ Windows Update
o) Help and Support l a

=

petmork.  Metwork Sebup Phone and  Power Options  Printers and
Connections Wizard Moder ... Faxes

Certificates

Use certificates For engivpted connections and identification,

’ Clear 350 state (] [ Certificates ] [) Publishers ]

AutoComplete

% AutoComplete stores previous entries Sektings

on webpages and suggesks matches
fFar you,

Feeds and Web Slices

E Feeds and Web Slices provide updated Settings
B

content From websites that can be
read in Internet Explorer and other
programs.

3. Inthe Certificates interface, make sure the ‘Personal’ tab is selected, click 'Import' and then click ‘Next'.
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Certificates

Inkended purpose:

Personal | Other People | Intermediate Certification Authorities | Trusted Pook Certificatior * *

Issued To Issued By Expiratio...  Friendk Mame

Welcome to the Certificate Import
Wizard

This wizard helps wou copy cerkificates, certificate krust
lisks, and certificate revocation lisks Fram wour disk ko a
cerkificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour idenkity and contains information
used to protect data or ko establish secure network,
connections, & certificate store is the syskem area where
certificates are kept.

Tao conkinue, click Mext,

uext} |[ Cancel

4, Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard

File to Import
Specify the File wou wank to import.,

File name:

|| | [ Browse, ..

Mote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {.35T)

< Back ” Mext = ][ Cancel

5. Now you need to change type of the file, select 'Personal Information Exchange (.p12)' from the drop down box,
locate your certificate file (.p12) and click '‘Open' (see below).
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Laak in: |@ certs V| o ¥ £ -
’J géalice_cert
Recent
=
[
Deszktop

2

ky Docurments

o

ky Cormputer

" File name: s | [ Open l

[ Cancel ]

My Network Files of type: Perzonal Information Exchange [“.pfe".pl12]

#6509 Certificate [~ cer™ crt

FPerzonal Information Exchange [ pfs®
Certificate Trust List [%.2H)

Certificate Revocation List [*.crl]

icrosoft Serialized Certificate Store [* sst]
PKCS #7 Certificates [*.2pc.™.peh)

Al Filez [*.7]

6.  After locating your certificate file, click Next. To complete the installation process, you are required to enter the PIN
(password) you set up for the certificate during the enrollment process. If you have forgotten your password, contact
your system administrator who will be able to reset it for you.
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Certificate Import Wizard

Password

To maintain security, the private kew was protected with a password.

Type the password for the private ke,

Passwiord:
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this aption.

fark this key as exportable. This will allow you to back up or transport ywaour
kews at a later time,

< Back ” Mext = ][ Cancel

7. Next you will be prompted to choose the certificate store for your certificate. Unless your administrator has specified
otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate Import Wizard [z|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate skore, or you can specify a location For

(") automatically seleck the certificate store based on the bype of certificate

(#)Place all certificates in the Following skore:

Cettificate skore:

|Persnnal | [ Browse. .. ]

< Back ” Mexk = ][ Cancel ]

8.  Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mamne [nhcerkstemail_cerk_d

< >
< Back ” Finish ] [ Cancel

9. Click Finish to complete the process. The certificate will be imported.

10. Select the security level for storing the Private Key in your system and click OK.

X

Importing a new private exchange key

An application iz creating a Protected item.

Croptod Pl Private Fey

Security level zet to Medium [ Set Security Level... ]

[ ok |[ Cancel ][ Details. . ]

That's it. You have successfully imported your digital certificate into Safari.

Importing Your Certificate into Safari on Mac OS X

« If you have originally downloaded the certificate through Safari then it should have been already installed.

+ If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Safari by following the steps given below.
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Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

Safari uses the Keychain Access utility built into Mac OS to manage digital certificates.

1. Click 'Applications' > 'Utilities' > 'Keychain Access'

2. Under 'Keychains' on the left, select 'Login' then 'File' > 'Import Items...'

Keychain Access | & | Edit View Window Help

' New Password ltem... N
New Secure Note Item...  {+3N
New Keychain... %N

New ldentity Preference..

Import

Ex

ltems...

& System Add Keychain... T HA
SystemRo¢  Delete Keychain “login” ¥ @&

Close BW
|Kin
Get Info
- Lock Keychain “login” %L
— Lock All Keychains
A All Items e ¥
L. Passwords| Make Kevchain “login” Default

Secure Notesm]
E] My Certificates

3. Navigate to the location of your saved certificate file and click 'Open’.

Enter the password for “alice_cert.pl2":

Password: sesses
[ | Show password

- Details

| {Cancel}( oK )

4. Enter the key pair's password and click 'OK'. Note: If prompted whether to trust certificates issued by your CA
automatically, select the Always Trust option to trust and install your certificate.
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The certificate will be installed and can be viewed by clicking Category > My Certificates in the Keychain Access
utility.

800 Keychain Access

d] Click to lock the login keychain. '_Q

Keychains
login

System
System Roots

Issued by: COMODO Client Authentication and Secure Email CA
Expires: Sunday, February 2, 2014 6:59:59 PM Eastern Standard Time

& This certificate is valid

O® &

MName & | Kind
Category

5 All ltems
Passwords
Secure Motes

B My Certificates

i Keys
o Certificates

kB slicegreen@company.com certificate

¢
EITY

n

That's it. You have successfully imported your digital certificate into Safari.

Importing Your Certificate into Google Chrome on Windows

+ If you have originally downloaded the certificate through Chrome then it should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Chrome by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Open Google Chrome, then click 'Menu icon' > 'Settings'.

2. Scroll down and click the Show Advanced Settings link.
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Hew tab
Hew windoss
Hews Incagrito windom
Boakmarks

c

Chrome Settings Recert: Tebs

Edt oy Paste

and access them from Google Chrome on any computer. YouwTTeg be automaticaly signed in to your

favorite Google services. Leam mans Toam

o Sigr in o Chrome
II Settings
On startup
®' Open the MNew Tab page
Contire where [ left aff

Cipen a specific page or set of pages. Sat pages

Appesrance

Gat thames

Show Home: button

New exctersion added (PrivDog)

Abrays show the bookmarks bar

Exit

Search
Sat which search engne is used when searching from the omnibox.

Googe ™ Manage ssarch engines...

Users MSPWorld
Yo ara currently the only Google Chrome Lser A D0 e 1
Add nenw user, .. Delate this usar Import bookmarks and ssttings... Orlando wurld Gel'lter
Marriott “
Defaviit browser Orlande. F
~ e comono
Mk Googhe Chrone iy default browser EV 55L s1TE

Googhe Chrome (s rot ourrently your default browser
Show advanced settings. ..

3. Scroll down again and click the Manage Certificates button under HTTPS/SSL.
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c Free Antivirus | Free S5L | Ir % ¥ A, Settings

cn chrome:,.’fsettings ol =
Chrome Settings
History
Languages

Change how Chrome handles and displays languages

II SeLry Language and input settings...

of| Offer to translate pages that aren’t in a language [ read. Manage languages
Healp

Cownloads

Download location: |C:\Documents and Settings\John W | Change...

Ask where to save each file before downloading

HTTPS/S5L

Manage certificates...

Check for server certificate revocation

Google Cloud Print
Set up or manage printers in Google Coud Print. Leam more
Manage

Shiow notifications when new printers are detected on the network

System

4. In the Certificates interface, make sure the ‘Personal’ tab is selected, click 'lmport' and then click 'Next'.
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Certificates

Inkended purpose:

Personal | Other People | Intermediate Certification Authorities | Trusted Pook Certificatior * *

Issued To Issued By Expiratio...  Friendk Mame

Welcome to the Certificate Import
Wizard

This wizard helps wou copy cerkificates, certificate krust
lisks, and certificate revocation lisks Fram wour disk ko a
cerkificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour idenkity and contains information
used to protect data or ko establish secure network,
connections, & certificate store is the syskem area where
certificates are kept.

Tao conkinue, click Mext,

uext} |[ Cancel

5. Click 'Browse' in the next step and navigate to the location of your PKCS12 certificate file.
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Certificate Import Wizard

File to Import
Specify the File wou wank to import.,

File name:
|| | [ Browse, ..

Mote: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {.35T)

< Back ” Mext = ][ Cancel

6. Locate your certificate file (.p12) and click 'Open’;

Open @

Lok ir: |l.f,\ certs v| (e s s

’J géalice_cert

Recent

F‘l'-_'_'

Deszktop

9

ky Docurments

o

ky Cormputer

™ File name: s | [ Open l

by Metwork, Files of type: Ferzonal Information Exchange [*.pha”.pl2]  » [ Cancel ]

#6509 Certificate [~ cer™ crt

FPerzonal Information Exchange [ pfs®
Certificate Trust List [%.2H)

Certificate Revocation List [*.crl]

icrosoft Serialized Certificate Store [* sst]
PKCS #7 Certificates [*.2pc.™.peh)

Al Filez [*.7]
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7. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate during

the enrollment process. If you have forgotten your password, contact your system administrator who will be able to
reset it for you.

Certificate lmport Wizard E'

Password

To maintain security, the privake key was protected with a password,

Type the password for the private key,

Passwiord;
|******

Enable strong private key protection. You will be prompted every time the
private key is used by an application if wou enable this option.

fark this key as exportable. This will allow vou ko back up or transport your
kewvs at a later time,

< Back “ Mexk = ][ Cancel

8. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has specified
otherwise, you should leave this at the default Place all certificates in the following store option.

Certificate lmport Wizard E'

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a cerkificate skore, or you can specify a location For

(") automatically select the certificate store based on the bype of certificate

(#)Place all certificates in the Following skore:

Certificate skore:

|F'ersu:una| | [ Browse, ., ]

< Back ” Mext = ][ Cancel ]

9. Click 'Next' to proceed to the review and confirm stage:
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Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF=

File Mamne [nhcerkstemail_cerk_d

< >
< Back ” Finish ] [ Cancel

10. Click Finish to complete the process. The certificate will be imported.

11. Select the security level for storing the Private Key in your system and click OK.

X

Importing a new private exchange key

An application iz creating a Protected item.

Croptod Pl Private Fey

Security level zet to Medium [ Set Security Level... ]

[ ok |[ Cancel ][ Details. . ]

That's it. You have successfully imported your digital certificate into Google Chrome.

Importing Your Certificate into Google Chrome on Mac OS X

« If you have originally downloaded the certificate through Chrome then it should have been already installed.

« If your certificate is not already installed on the computer you are using, then please export it from the machine on
which it resides. You then need to transfer it to this computer (email it to yourself or save the certificate file to USB then
copy over). You can then import’ the certificate into Chrome by following the steps given below.
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please read the section 'Enrollment and Collection of your Certificate’ first.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then

1. Open Google Chrome, then click 'Menu icon’ followed by 'Settings'.

2. Scroll down and click the Show Advanced Settings link.

e
virus | Free S5L x %
o Group, Inc. [US]| https:/ /www.comodo.com
G0
‘3 O_ Newfincognito Window T EN
" > Bool k >
nline 9.3 €3 /' T Free Antivirus | Free 551 (‘ A, Settings Il:g ::aTra;S >
- C [ chrome://settings 7 = o it T T
| — s J — 100 L3
Chrome Settings Zogm B
Appearance Page As... S
3 HF
Get themes P
| 3
Settings Show Home button Fos
Always show the bookmarks bar 0%
in to Chrome...
Search
Set which search engine is used when searching from the omnibox, L
About Google Chrome
Google w || Manage search engines... Help
Users
You are currently the only Goegle Chrome user.
Add new user. Delete this user Import bookmarks and settings..
TS
Default browser
Make Google Chrome my default browser
lo Dc Google Chrome is not currently your default browser,
i
il ] -
e ; e o
Comodo makes SSL Security easy Orlando World Eel‘lter_
ning Essentials Marriott L
o ® \Website Scanner (rlanda B
3. Scroll down again and click the Manage Certificates button under HTTPS/SSL.
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800 !( {C Free Antivirus | Free S5L | ® V <, Settings * '.\‘ b
C [ chrome://settings Tl =
Chrome Settings

|« Offer to translate pages that aren't in a language | read. Manage languages
Extensions

I Settings Downloads

Download location: | /Users /comodo/Downloads Change...

Hel Ask where to save each file before downloading

HTTPS/S5L

Manage certificates...

Check for server certificate revocation

Google Cloud Print
Google Cloud Print lets you access this computer's printers from anywhere,

Add printers

System

W Use hardware acceleration when available

€ Y-+

The Keychain Access utility will open. Chrome uses the Keychain Access utility built into MAC OS manage digital certificates.

4. Under 'Keychains' on the left, select 'Login’ then 'File’ > ‘Import ltems...'
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View Window Help

New Password Item... EN
New Secure Note ltem... {3#N
New Keychain... %N

New ldentity Preference..

Import

EXPOr

[tems...

& System Add Keychain... %A
SystemRo¢  Delete Keychain “login”  \#&

Close HBW

- Lock Keychain “login” ®L
o, | Lock All Keychains
& All ltems ¢ ¥
4. Passwords| Make Keychain “login” Default

Secure Notes |
E] My Certificates

5. Navigate to the location of your saved certificate file and click 'Open’.

=

Enter the password for “alice_cert.pl2™

Password: [ssesss
|| Show password

- Details

| {Cancel}( oK )

6. Enter the key pair's password and click 'OK'. Note: If prompted whether to trust certificates issued by your CA
automatically, select the Always Trust option to trust and install your certificate.

The certificate will be installed and can be viewed by clicking Category > My Certificates in the Keychain Access
utility.
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d] Click to lock the login keychain. "D.
Keychains
' login
=] System Issued by: COMODO Client Authentication and Secure Email CA
Expires: Sunday, February 2, 2014 &:59:59 PM Eastern Standard Time
System Roots — B ¥ o,
&% This certificate is valid
i Mame A Kind
ego .
gaR BB clicegreen@company.com certificate
i All ltems
Passwords

Secure Motes

B My Certificates

]

i Keys
. Certificates

n

That's it. You have successfully imported your digital certificate into Google Chrome

Importing Your Certificate into I0OS Devices

This document explains how you can import your Comodo Client Certificate into iOS devices such as the iPhone and iPad.
If you have originally downloaded the certificate from the iOS device, then it should have been already installed.

If your certificate is not already installed on the device you are using, then please export it from the machine on which
it resides. You then need to transfer it to this device (email it to yourself or save the certificate file to USB then copy
over). You can then import’ the certificate into the iOS device by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate’ first.

1. Locate and open the .p12 file that contains the certificate you wish to import.
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nda ceriiiie

alice_cert.p12
E 7.0 KB

‘No SIM 12:17 PM 2 l— 1

Unsigned

Description  Identity Certificate
Received Oct 11, 2013

Contains ldentity Certificate

More Details >

Tap the Install button to begin the certificate import wizard.

2. Select Install Now then enter the password you set up for the certificate when it was exported.

3 |

Install Profile

IMPORTANT: The authenticity of
“|dentity Certificate” cannot be
verified.

Installing this profile will change
settings on your iPhone.

Install Now Cancel
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f‘

‘No SIM = 12:18 PM LN —

. Cancel " EI"I _' PﬂSSWﬂI’d

Your password is needed to validate
the certificate “ldentity Certificate™

Required by the “ldentity Certificate” profile

1]2]34]sfs]7]s]o]0
8088008008
BAEBOE e

return

3. After your password is accepted, iOS will automatically import your certificate. You should see a confirmation dialog
similar the one shown below.

No SIM T 12:18 PM o=

Identity Certificate

& Trusted

Description  Mdentity Certificate
Received Ocl 11, 2013
Contains Idenlity Cerilicale

More Details »

4. Tap Done to exit the wizard.

Your certificate is now installed on the iOS device. This certificate can be used to digitally sign and encrypt your emails and/or
authenticate your identity.

Importing Your Certificate into Android Devices

+ If you have originally downloaded the certificate from the Android device, then it should have been already installed.
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« Ifyour certificate is not already installed on the device you are using, then please export it from the machine on which
it resides. You then need to transfer it to this device (email it to yourself or save the certificate file to USB then copy
over). You can then import’ the certificate into the device by following the steps given below.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section 'Enrollment and Collection of your Certificate' first.

1. Tap Settings > Security. Under 'Credential Storage' select 'Install from SD card'".

Settings

E ~pps DEVICE ADMINISTRATION

& |sars Device administrators

ERSOMNA .
Lagaiiun access
Securi
1y warn before installation of apps that may
] rannnaae & irl_nl it CREDENTIAL STORAGE

£) Backup & reset sted crede lI-EI|E

ACCOUNTS
- Email
~+ Add account

SYSTEM

2. Enter the password you set up for the certificate when it was exported and click 'OK'.

Type th

Cancel

3. Inthe 'Name the certificate' screen, enter a friendly name to identify the certificate and tap OK.
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Certificate name:

alice cert

Cancel

If you have not yet set a passcode or pattern to lock your home screen then you will be prompted to do so before
proceeding. This is required before you can install your certificate and will be requested in future to access the Android
certificate store (Settings > Trusted Credentials). If you have already set a screen passcode this step will be skipped

and the certificate will be installed.

A

You need to set a lock screen PIN or password before you can
use credential storage.

Cancel

5. Click OK. The Certificate will be installed.

y apps

Disallow or warn before installation of apps that may cause harm

£) Backup & reset
CREDENTIAL STORAGE

ACCOUNTS

. Email

—+ Add account

=

You can confirm the certificate installation by viewing the User Certificates under Trusted Credentials.
e Open the Settings panel and tap Security > Trusted Credentials

Tap the User tab. You will see the list of user authentication certificates installed on your Android device.
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Settings

B Battery SYSTEM

B\ Apps =
CA Limited

ient Authenticaticn e Email CA

2 Users

PERSONAL The USERTRUST Netwark
- 2 N-USERFirst-Client Authentication and Email
® | ocation access

& Security

B Language & input

£) Backup & reset
ACCOUNTS
- Email

-+ Add account

=

Your certificate is now installed on the Android device. This certificate can be used to digitally sign and encrypt your emails
and/or authenticate your identity.

Importing your certificate into Android Djigzo

If you have originally downloaded your certificate to your desktop or laptop then you first need to export it from the computer.
When doing this, please make sure you export the private key and include all certificates in the certificate path if possible. You
must also specify a strong password to protect the certificate file.

Once exported you can email the certificate file to your Android device or transfer it in some other manner (for example, copy to
a USB drive or upload then download from online storage).

Before importing your certificate into Djigzo , make sure that you have configured your mail account with an existing Android
email client such as Google Mail app, K9 or the default mail client.

1. Open Djigzo app and tap menu button in the device.

2. Tap 'Import Keys'.
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ﬂ" Compose message

%

5 Certificates & Keys

Root certificates

. -—
iz iF

[rmpart Keéys Impart certificates

3. Tap 'Browse' and navigate to the location where the certificates are stored.

Import keys

Private keys file ro—

4. Tap on the certificate that you want to import.
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File chooser

*.pfx, *.p12
/mnt/sdcard/download
I

#)smith.pfx
#alice_cert.pfx

5. Enter the password you set up for the certificate when it was exported and tap 'Import Keys'.

i 5L Yy =
e A

ird/download/Jsmith.pfx

Import keys

6. Next, you have to enter the password for the key store that was set during the first certificate import. Note: This key

store password is different from the password used for importing certificates.
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Import keys

)
ird/download/Jsmith.pfx

@ Enter the key store

password

The certificate will be imported and the following message will be displayed.

0
> =

Import keys

ird/download/Jsmith.pfx

o Import finished

4 new keys and certificates were
imported

The imported certificate can be viewed in the Certificate & Keys screen.
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i 5L

Certificates

Intermediate and end user
certificates (35)

Now the certificate can be used for signing and encrypting messages for the account that you have configured in the device.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo CA Limited

3rd Floor, 26 Office Village, Exchange Quay, Trafford Road,
Salford, Greater Manchester M5 3EQ,

United Kingdom.

Tel : +44 (0) 161 874 7070

Fax : +44 (0) 161 877 1767

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http:/lwww.comodo.com.
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